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BACKGROUND AND LEGAL BASIS OF THE REGULATION 

The Regulation is related to chapter 29 of the Act on Electronic Communications 
Services (917/20141) that lays down quality requirements for communications 
networks and services.  

According to section 1 of the Act on Electronic Communications Services, one of the 
objectives of the Act is to ensure that communications networks and services are 
technologically advanced, of high quality, reliable and safe. The Act also aims to 
ensure the confidentiality of electronic communication and the protection of 
privacy. The purpose of this Regulation is to contribute to ensuring that these 
objectives of the Act are met. In this Regulation, the Finnish Transport and 
Communications Agency (Traficom) specifies those provisions of the Act that 
concern disturbances in telecommunications services. The legal basis of the 

                                           
1 Act on Electronic Communications Services (917/2014), updated version (in Finnish): 
https://www.finlex.fi/fi/laki/ajantasa/2014/20140917 
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Regulation and other provisions related to the subject are listed in Annex 1 to these 
explanatory notes.  

The Regulation imposes obligations on telecommunications operators regarding the 
resilience of communications networks and services, as well as the synchronisation 
of communications networks. The Regulation supersedes the previously issued 
Regulation (FICORA 54 B/2014 M). 

DRAFTING PROCESS 

The Regulation has been drafted at the Finnish Transport and Communications 
Agency as a part of the Agency’s ordinary official duties. The drafting process took 
into account, for example, experiences in the application of the Agency’s previous 
regulations on the subject and comments by telecommunications operators. A draft 
version of the Regulation was circulated for comments between 7 February and 6 
March, as well as 11 and 23 March 2020. Comments were requested from 
telecommunications operators and radio broadcasters, i.e. the target group of the 
Regulation. In addition, a discussion and consultation event was organised for the 
operators and broadcasters on 10 June 2020. The comments received and the 
Finnish Transport and Communications Agency’s views on the proposed changes 
are discussed in more detail in the summary of comments2. 

KEY CHANGES AND VERSION HISTORY 

This chapter lists the changes made to the Regulation compared to the previous 
obligations and recommendations, assesses their impact and describes the version 
history of the Regulation. 

1 Changes and assessment of the impact of the Regulation 

The following changes have been made to this Regulation:  

 The previous regulation on the subject (54 B/2014 M) was issued by the Finnish 
Communications Regulatory Authority (FICORA). Following an agency reform in 
the administrative branch of the Ministry of Transport and Communications, 
FICORA ceased to exist on 1 January 2019. As a consequence, this Regulation is 
issued by the new authority for communications administration, the Finnish 
Transport and Communications Agency (Traficom). All references to FICORA 
have been replaced with references to the Finnish Transport and 
Communications Agency in the Regulation and these explanatory notes. Because 
of the agency reform, the layout of the Regulation differs slightly from FICORA’s 
regulations but this has no impact on the obligations. The agency reform does 
not entail any practical changes for telecommunications operators. 
 

 The previous regulation on the subject was issued by virtue of the Information 
Society Code. In 2018, the title of the Information Society Code was changed to 
the Act on Electronic Communications Services, and as a result, the legal basis 
of the Regulation has been updated with references to the Act on Electronic 
Communications Services. The legal basis has not changed in any other 
respects, which means that the new title of the Act does not cause any practical 
changes for telecommunications operators. 

                                           
2 Lausuntoyhteenveto - määräys viestintäverkkojen ja -palvelujen varmistamisesta sekä viestintäverkkojen 
synkronoinnista, TRAFICOM/54045/03.04.05.00/2020 [Summary of comments on the Regulation on resilience of 
communications networks and services and of synchronisation of communications networks , 
TRAFICOM/54045/03.04.05.00/2020]. Available in Finnish and Swedish. 
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 The Regulation’s scope of application was previously limited so that it did not 
apply to radio broadcasters whose licence specified a population coverage of less 
than 90 per cent. In the current version, the Regulation has been amended by 
removing private radio broadcasters from the scope of application. This change 
was a result of an overall assessment where the impacts of different alternatives 
were assessed from the viewpoints of, for example, emergency alert messages, 
coverage areas, preparedness, the costs of contingency preparations and 
competition. The change reduces the obligations imposed on radio broadcasters. 
 

 The Regulation includes new requirements considering the resilience of time and 
phase synchronisation. The scope of application of the Regulation has been 
limited to time and phase synchronisation for time division duplexing (TDD) of 
mobile networks. This obligation will entail moderate economic costs for 
telecommunications operators. However, the new requirements are important to 
avoid any interference between telecommunications operators and any internal 
interference in the networks of telecommunications operators. Any lack of time 
or phase synchronisation will result in interference between base stations of a 
telecommunications operator and between base stations of different 
telecommunications operators. 
 

 Section 3 of the Regulation clarifies the definitions used in the Regulation. 
Section 3.5 aims to clarify the interface between a broadcaster and network 
service provider. In section 3.7, the term “broadband network concentrator” was 
changed to “access network component”, as it is better in line with other names 
of communications network components used in the Regulation. The aim of 
these changes is to clarify the definitions used in the Regulation and they have 
no practical impact, as they do not change the requirements set out in the 
Regulation. 
 

 Section 4 of the Regulation clarifies the bases of the component-specific priority 
rating so that, if a single equipment facility houses several components of a 
single operator that produce a single communications service (e.g. five 24-port 
switches), the priority rating will be determined on the basis of the total number 
of users of these components. The aim of this change is to clarify the 
interpretation of the component-specific priority rating on the basis of 
observations made by the Finnish Transport and Communications Agency during 
its supervisory activities. In practice, this change has no major practical impact, 
as it does not change the requirements set out in the Regulation. 
 

 Section 7 of the Regulation presents requirements for the resilience of cooling 
systems in equipment facilities regarding components with priority rating 1 or 2. 
Requirements were added to the Regulation so that the operating condition of 
structural parts that implement the resilience of cooling systems shall be tested 
at least once a year and the test results shall be documented if the resilience of 
cooling systems has been implemented by the redundancy or N+1 redundancy 
of the structural parts. The aim of this change is to ensure that the operating 
condition of structural parts that implement the resilience of cooling systems 
with priority rating 1 or 2 is tested at least once a year and that the test results 
are documented. The purpose of this change is to improve the reliability of 
communications networks during malfunctions in cooling systems. This change 
affects the maintenance programmes defined for telecommunications operators’ 
cooling systems. However, it also increases the knowledge of 
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telecommunications operators regarding the current operating condition of 
structural parts that implement the resilience of cooling systems and in part 
ensures the Finnish Transport and Communications Agency’s access to this 
information.  
 

 Previously, section 8 of the Regulation required that the back-up time of an 
emergency power supply unit for mobile network’s basic coverage area base 
station implemented using LTE technology shall be ≥ 15 minutes. This 
concerned obligations less strict than those imposed on GSM and UMTS 
networks, since the construction of LTE networks was only starting in 2012 when 
the Regulation was issued. For this Regulation, the requirement was changed so 
that the less strict back-up time no longer applies to base stations implemented 
using LTE technology, and the back-up times applied to base stations 
implemented using GSM or UMTS technology also apply to LTE technology. This 
change affects the capacity of emergency power supply units used by 
telecommunications operators and will entail economic costs for 
telecommunications operators. Nonetheless, the change was considered 
necessary, as LTE networks are currently highly significant in terms of 
broadband use. Furthermore, public telephone services are currently also 
provided in LTE networks using the Voice over LTE (VoLTE) technology. The 
purpose of this change is to improve the reliability of LTE networks, which are 
important for broadband, in the event of disruptions in power supply. 
 

 Section 8 of the Regulation allows telecommunications operators to shorten the 
back-up time required for the emergency power supply unit of a GSM or UMTS 
network’s basic coverage area base station to ≥ 15 minutes while the back-up 
time required for the emergency power supply unit of an LTE network’s basic 
coverage area base station is increased. Telecommunications operators shall, 
however, ensure that those technologies whose emergency power supply unit 
back-up time has not been reduced can maintain sufficient network coverage in 
the area to secure the operation of telephone services and emergency services, 
in particular. This change therefore eases the obligations imposed on 
telecommunications operators and reduces the cost pressures they face. 
 

 Section 8 of the Regulation includes new requirements for the back-up time of 
emergency power supply units for mobile network’s basic coverage area base 
stations using the 5G technology. In this Regulation, the back-up time 
requirement is set at 15 minutes, as also applied to LTE networks when their 
construction started. This change affects the capacity of emergency power 
supply units used by telecommunications operators and will entail some 
economic costs for telecommunications operators. However, resilience by means 
of an emergency power supply unit is considered necessary to prevent short 
power cuts from causing interruptions in the use of communications services. 
Nevertheless, the back-up time is considered to be sufficient at the initial stage 
of the construction of 5G networks.  
 

 Previously, section 10 of the Regulation required that the operating condition of 
emergency power supply units and the sufficiency of their capacity shall be 
verified once a year. For this Regulation, this requirement was specified so that 
the operating condition of emergency power supply units and the sufficiency of 
their capacity shall be tested at least once a year and the test results shall be 
documented. The aim of this change is to ensure that the operating condition of 
emergency supply units is tested at least once a year and that the test results 
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are documented. The purpose of this change is to improve the reliability of 
communications networks during disruptions in power supply. This change 
affects the maintenance programmes defined for telecommunications operators’ 
emergency power supply units. However, it also increases the knowledge of 
telecommunications operators regarding the current operating condition of 
emergency power supply units and in part ensures the Finnish Transport and 
Communications Agency’s access to this information.  
 

 Section 12 of the Regulation sets requirements for the resilience of UPS 
equipment. For this Regulation, the requirements were eased so that N+1 
redundancy is not required for UPS equipment feeding an access network 
component if the component serves ≤ 30 subscriber connections. By reducing 
the resilience requirement, the aim was to set the resilience requirement at the 
same level as in the previous Regulation regarding rectifiers and inverters. This 
change therefore eases the obligations imposed on telecommunications 
operators. 
 

 Previously, section 13 of the Regulation required that a rectifier shall be able to 
recharge a discharged accumulator to 80 per cent of its nominal capacity within 
24 hours in parallel with the load. For this Regulation, the requirement was 
eased so that a rectifier shall be able to recharge a discharged accumulator to 
80 per cent of its nominal capacity within 48 hours in parallel with the load. This 
change therefore eases the obligations imposed on telecommunications 
operators.  
 

 Previously, section 17 of the Regulation required that doors leading to an 
equipment facility with priority rating 3 shall be locked using a key-operated 
mechanical or electromechanical lock. For this Regulation, the requirement was 
changed so that the locking of doors leading to an equipment facility with 
priority rating 3 and the access control of an equipment facility with a priority 
rating 3 shall be implemented using at least door locks based on an electronic 
key. The purpose of this change is to improve the security and access control of 
equipment facilities with priority rating 3 and, therefore, the physical protection 
of communications networks. Jointly used facilities are often equipment facilities 
with priority rating 3 and, according to the Finnish Transport and 
Communications Agency’s knowledge, many telecommunications operators are 
already using locks based on electronic keys in their equipment facilities with 
priority rating 3. Therefore, they already fulfil the new requirement. This change 
affects the locking practices of telecommunications operators applied to 
equipment facilities with priority rating 3, insofar as they have not yet been 
implemented in accordance with the new requirement. 
 

 Requirements were added to section 17 of the Regulation regarding electrical 
cabinets connected to equipment facilities with priority rating 3, 4 or 5 so that 
electrical cabinets that are directly accessible to unauthorised persons and that 
supply the electricity required by communications network equipment located in 
the equipment facilities shall be locked using a key-operated mechanical or 
electromechanical lock. The purpose of the new requirement is to prevent 
unauthorised access to the power supply of communications network equipment 
and thereby improve the reliability of communications networks and services. 
These changes affect the locking practices of telecommunications operators 
regarding electrical cabinets insofar as they are directly accessible to 
unauthorised persons. This change will entail moderate economic costs for 
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telecommunications operators. The obligation does not, however, apply to 
electrical cabinets that are located inside locked equipment facilities. 
 

 Section 17 of the Regulation clarifies the requirements defined in Government 
Decree 408/2011 on the technical requirements for civil defence shelters 
regarding structures surrounding equipment facilities with priority rating 1. The 
aim of the change is to clarify the requirements defined in the decree, and it has 
no impact in practice as it does not change the requirements set out in the 
Regulation. 
 

 Section 17 of the Regulation sets out requirements for the structure of 
equipment facilities. Previously, the Regulation required that the roof, floor and 
surrounding walls of equipment facilities with priority rating 2 must be built from 
stone. For this Regulation, the requirement was changed so that equipment 
facilities with priority rating 2 can also be built from a steel structure, with the 
requirements presented in the Regulation. This change eases the obligations 
imposed on telecommunications operators regarding the structure of equipment 
facilities, while it is not considered to have any significant impact on the 
structure and physical protection of equipment facilities. 
 

 Section 18 of the Regulation lays down more detailed requirements for the 
protection of new submarine cables and beach manholes at their landing points. 
The purpose of these changes is to improve the physical protection of submarine 
cables used for telecommunications and, thereby, the reliability of 
communications networks and services. These changes affect the construction of 
landing parts of new submarine cable systems by telecommunications operators 
and will entail some economic costs for the operators, but they also help 
improve the reliability of international connections for communications networks 
and services. These more detailed requirements are considered necessary 
because of the importance that functioning communications services and 
international connections have for society. The cost pressures faced by 
telecommunications operators have been reduced by only applying the 
requirements to new submarine cables.  
 

 Section 21 of the Regulation presents new requirements for the resilience of 
time and phase synchronisation obtained through the Global Navigation Satellite 
System (GNSS) by using fixed networks so that time and phase synchronisation 
is sufficiently accurate for at least two weeks if synchronisation via GNSS is not 
available. The scope of application of the Regulation has been limited to time 
and phase synchronisation for time division duplexing (TDD) of mobile networks. 
The purpose of this change is to ensure the time and phase synchronisation via 
GNSS, as it may be susceptible to disturbance and interference. In practice, 
securing time and phase synchronisation is necessary considering the operation 
of 5G network base stations based on TDD in situations where time and phase 
synchronisation is not available via GNSS. The new requirements set out in the 
Regulation affect the design and construction of 5G networks by 
telecommunications operators, and they entail some economic costs for the 
operators. In practice, however, they are necessary considering the reliability of 
5G networks. 

2 Version history 

1996–2002: Over time, resilience and priority rating requirements have been 
further specified in legislation and regulations. Between 1996 and 2002, the valid 
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regulations were those issued by the Telecommunications Administration Centre 
based on the old structural requirements of telephone networks (“Green Book”) 
issued by the Post and Telegraph Office. Matters falling within the scope of the 
current Regulation 54 were regulated by three different regulations of the 
Telecommunications Administration Centre (later FICORA): Regulation 27 on the 
structure of telecommunications networks required that telecommunications 
operators maintain a list of their critical and highly critical assets and contained 
requirements concerning the redundancy of telephone exchanges and the reserve 
routes of transmission links. At that time, the Regulation only concerned telephone 
and data transmission networks. Regulation 30 on the power supply of 
telecommunications networks contained requirements concerning the resilience of 
the power supply to critical and highly critical telecommunications stations and 
systems. In 1999, a separate Regulation 48 on the physical protection of the 
facilities and telecommunications networks of telecommunications operators was 
issued; as its name suggests, it contained requirements concerning structural 
protection, locking, access control and the control of conditions of critical and highly 
critical assets as defined in Regulation 27.  

2003–2008: In 2003, regulations were overhauled because of the reform of the 
legislative basis. Because of the reform of the Constitution, the legal status of many 
general requirements was elevated to that of law and many regulations were 
streamlined by deleting descriptive sections that did not contain actual obligations. 
An essential change from the perspective of resilience requirements was that both 
the Communications Market Act and regulations were made technology neutral, 
meaning that also mass communications networks were now included in the scope 
of the regulations. However, no more detailed requirements for mass 
communications networks were drafted and the requirements concerning cable 
television networks mainly referred to standards.  From the perspective of 
resilience, the division between regulations remained the same, i.e. Regulation 27 
provided for priority rating and reserve route arrangements, while Regulation 30 
provided for the securing of power supply and Regulation 48 for the physical 
protection. Regulation 27 D/2003 defined the priority rating of four different 
groups: critical and highly critical transmission and transfer systems as well as 
important and very important concentrators, base stations and the like. At this 
point, the assessment of priority was made more precise for telephone and data 
networks on the basis of the number of subscriptions or subscribers, voice channels 
of mobile networks and the number of 2 Mbit/s connections. 

Regulation 54/2008 M: In 2008, matters covered by Regulations 27, 30 and 48 
were consolidated into Regulation 54 on resilience of communications networks and 
services. In the course of this reform, a five-tier priority rating was created on the 
basis of old priority classes and the priority rating criteria concerning different 
networks and services were further specified. Compared to previous regulations, 
the priority rating was more clearly based on the type of communications service 
and the number of users or the size of the geographical area served by the 
component. The treatment of different network technologies in the priority rating 
was more elaborate, while resilience requirements were also specified in more 
detail. Resilience requirements concerning power supply and reserve routes became 
stricter, but there were also relaxations. 

Regulation 54/2008 M  Regulation 54 A/2012 M: Major changes were 
introduced in the priority rating. The most essential changes to the requirements of 
the Regulation concerned the back-up times of power supply to mobile networks. 
The Regulation no longer contained different obligations for GSM and UMTS 
technologies of mobile networks. In practice, the previous relaxation concerning the 
back-up time of base stations of UMTS networks (15 minutes) included in 
Regulation 54/2008 M was removed and, as a rule, the back-up time of three hours 



 
Explanatory notes 

10 (59) 
TRAFICOM/54045/03.04.05.00/2020 

 
now applied to the base stations of all mobile networks, regardless of technology. 
The back-up time requirement for the base stations of LTE and mobile WiMAX 
networks was reduced to 15 minutes to allow a more flexible adoption of new 
technology. In addition, back-up requirements concerning the power supply of 
mobile networks in localities were relaxed for the base stations located elsewhere 
than actual telecommunications buildings. However, in rural areas outside localities, 
where the base station network is less dense and the public electricity network is 
more fragile, back-up requirements concerning mobile networks were made stricter 
at some points. A specific, technology-based priority rating was introduced for cable 
television networks based on coaxial or optical fibre cables, because they served 
the needs of these networks better than the previous general criteria for mass 
communications or internet access services. In practice, the resilience requirements 
for coaxial cable-based networks were reduced. As a new requirement, a provision 
concerning the resilience of cooling systems with priority ratings 1 and 2 was 
introduced in the Regulation. In this version of the Regulation, the technology 
neutral term emergency power supply unit replaced the previous battery unit. The 
method of implementation of the connection options of an emergency power station 
(appliance inlet) was specified further to make the switch to a back-up generator 
easier and smoother in case of disruptions in the electricity network. For priority 
rating 3, requirements concerning physical protection were complemented with a 
control requirement concerning the detection of attempted intrusion in equipment 
facilities. This requirement was added to improve information security. For the 
excavation and installation work of transmission links, an obligation to comply with 
standard SFS-EN 50174-3 was added. Open WLAN networks were excluded from 
the scope of the Regulation. In the definitions, broadband service was replaced with 
internet access service, the term employed in other regulations. This amendment 
concerned the term only and did not affect the contents and meaning of the 
communications service in question. 

54A/2012 M  54B/2014 M: Requirements concerning public authority networks 
were removed from the Regulation, because the Information Society Code did not 
authorise FICORA to issue resilience requirements regarding public authority 
networks. Transmitters of the terrestrial digital television network were removed 
from the limitations to the scope of the Regulation, because licences for this 
network no longer exist. Requirements were added to the Regulation on updating 
and documenting hardware redundancy, reserve routes and the resilience of cooling 
systems as well as the physical protection of equipment facilities and transmission 
links. The priority rating of a broadband network concentrator in a fixed network 
internet access service was changed so that, while all concentrators required at 
least a priority rating of 5 in the previous version of the Regulation (54 A/2012 M), 
priority rating 5 in Regulation 54 B/2014 M only covered broadband concentrators 
serving more than 100 users. The same N+1 redundancy requirement which 
applies to rectifiers was set for inverters. A general maintenance requirement was 
added for stationary emergency power stations and a requirement concerning test 
use was added for stationary emergency power stations feeding a communications 
network or service component with priority rating 1 or 2. Sections 19, 20 and 21 of 
the Regulation laid down requirements concerning the synchronisation of a 
communications network and documentation of the synchronisation. Corresponding 
provisions were previously included in Regulations 26 D/2008 M and 41 D/2009 M. 
In addition, a number of stylistic amendments were made to the Regulation to 
make it more readable and easy to understand. 
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DETAILED RATIONALE 

This part describes the background and purpose of each obligation on a section-by-
section basis. In addition, it provides the users of the Regulation with instructions 
on how to apply the obligations.  

1 Scope of application 

Section 2 of the Regulation details the scope of application of the Regulation and 
any limitations thereof. 

1.1 Public telecommunications 

The Regulation applies to public telecommunications, i.e. telecommunications 
operators, which, according to section 3, subsection 1, paragraph 27 of the Act on 
Electronic Communications Services, means a network operator or a 
communications service operator offering services to a set of users that is not 
subject to any prior restriction. The Regulation also applies to telecommunications 
that are of minor significance and therefore not under the telecommunications 
notification obligation under section 4, subsection 2 of the Act on Electronic 
Communications Services. 

A network service is defined in section 3, subsection 1, paragraph 34 of the Act on 
Electronic Communications Services as meaning a service a telecommunications 
operator provides comprising a communications network in its ownership or for 
other reasons in its possession for the purposes of transmitting or distributing 
messages. Another name in the Act on Electronic Communications Services for a 
telecommunications operator providing network service is network operator. 

Under section 3, subsection 1, paragraph 39 of the Act on Electronic 
Communications Services, a communications network means a system comprising 
cables and devices joined to each other for the purpose of transmitting or 
distributing messages by wire, radio waves, or by other electromagnetic means. 
Under section 3, subsection 1, paragraph 43 of the Act on Electronic 
Communications Services, communications networks used to provide 
communications services to a set of users that is not subject to any prior restriction 
are public communications networks, while communications networks primarily 
used for transferring or transmitting television and radio programmes or other 
material conveyed in identical form to all recipients are, pursuant to section 3, 
subsection 1, paragraph 4 of the Act on Electronic Communications Services, mass 
communication networks. 

Therefore, communications networks may be provided for either targeted or mass 
communication purposes. This means that the Regulation applies to networks such 
as fixed and mobile telephone networks (both circuit-switched and packet-switched 
ones), cable television networks, terrestrial digital television networks and analogue 
radio networks. 

Under section 3, subsection 1, paragraph 37 of the Act on Electronic 
Communications Services, communications service means a service consisting 
either completely or primarily of transmitting messages in a communications 
network, and of transfer and transmission service in a mass communications 
network. The key element in the definition of a communications service is that a 
telecommunications operator contributes technically to the transfer and 
transmission of messages as a service provider. 
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Even for mass communications networks, the Regulation applies to the provision of 
network services, i.e. services that enable the conveyance and transmission of 
television and radio programmes. The Regulation also applies to a communications 
service that means the transfer service of programmes. There is no conclusive, 
clear line between network and communications services in mass communications 
networks. What is relevant here is to note that the operations of broadcasters fall 
within the meaning of ‘communications service’ and ‘telecommunications’ in so far 
as they concern technical transfer and provision. This is discussed in more detail 
under Definitions in Part B, section 3.5. 

1.2 General limitations to the scope 

The Regulation does not apply to network or communications services or content 
services provided to a limited set of users. When it comes to new services, it is 
often left to interpretation whether the service is a communications service at all or 
whether the set of users is subject to a prior restriction. Decisions on such 
interpretations must be based on a global assessment and made on a case-by-case 
basis3. Examples of content services that do not belong to the scope of the 
Regulation are website content, discussion forums and the contents of television 
and radio programmes. 

1.3 Scope of application for temporary provision or capacity 

The Regulation does not apply to temporary provision of communications networks 
or services or temporary capacity, such as mass communications network 
transmitters or mobile network base stations providing additional capacity that are 
brought to an area for the duration of a short-term event. In this context, 
temporary is usually considered to mean a continuous period of a maximum of 
three months. 

1.4 Scope of application for open WLAN networks 

The Regulation does not apply to open WLAN networks. Open WLAN networks 
typically mean metropolitan area networks or other WLAN service areas that do not 
involve offering subscriptions to users directly to their place of business or 
residence. These are, by nature, complementary in relation to the fixed or mobile 
internet access services that users subscribe to a fixed location (home or business) 
or to a mobile network subscription. Therefore, the resilience of WLAN service areas 
is not essential in order to ensure basic services for users. Because such networks 
are often provided for public interest reasons or on a small scale, safeguarding their 
resilience may be relatively burdensome for their providers in relation to their 
public importance. 

1.5 Scope of application for radio broadcasting 

The Regulation does not apply to private radio broadcasters.  

1.6 Scope of application for synchronisation 

Requirements concerning frequency synchronisation apply to targeted 
communications networks and the transmission links of mass communications 
networks. 

                                           
3 On its website, the Finnish Transport and Communications Agency has published interpreta-
tion instructions regarding telecommunications operations and operators: https://www.trafi-
com.fi/en/communications/communications-networks/what-telecommunications. 
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Requirements concerning time and phase synchronisation apply to the 
synchronisation of time division duplexing (TDD) in mobile networks.  

2 The objective of the Regulation 

The objective of the Regulation is to safeguard the operation of public 
communications networks and services in disturbances and to set requirements for 
the synchronisation of public communications networks.  

Such disturbances of communications networks and services include 
communications network or service component failures, cable breaks between 
components, failures of the cooling equipment of components or an equipment 
facility, failures of component power supply systems, power cuts of the public 
electricity network, break-ins to equipment facilities and purposeful vandalism of 
the communications network or service components in the equipment facilities, 
purposeful disruption/wiretapping of communications or vandalism, fire, water 
damage, etc. 

The aim is to safeguard the operation of communications networks and services in 
disturbances with the requirements of the Regulation, which concern the 
introduction of various resilience mechanisms in communications networks. 
Therefore, the resilience mechanisms should already be present in the 
communications networks whenever disturbances occur. It is important to introduce 
the safeguards in the communications networks in advance, because in the event of 
a disturbance there is usually no time or the possibility to safeguard the network to 
avoid any impact on communications. 

Another purpose of the Regulation is to ensure that, regardless of the network 
technology, the synchronisation of communications networks and applications that 
require synchronisation meets the requirements concerning the quality and 
faultlessness of communications connections. An inadequate synchronisation of 
communications networks causes transmission errors and subsequent failures in 
communications connections. 

3 Definitions 

This section discusses in detail the definitions used in the Regulation. The 
Regulation does not redefine concepts that have been defined in the Act on 
Electronic Communications Services. On the other hand, the definitions have been 
drawn up to avoid conflict with the definitions provided for in the Act on Electronic 
Communications Services. 

3.1 Public telephone service 

The definition of a public telephone service included in this Regulation is the same 
as in the Act on Electronic Communications Services, because the term other 
communications service (see Part B, section 3.6) is defined by means of other 
service definitions listed under the Definitions section. 

According to section 3, subsection 1, paragraph 42 of the Act on Electronic 
Communications Services, public telephone service means a communications 
service used to make and receive national and international calls using a number in 
a national or international numbering plan. 

According to the rationale of the Act on Electronic Communications Services, this 
definition corresponds to the definition of a publicly available telephone service in 
Article 2 of the Universal Service Directive. According to the Directive, a publicly 
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available telephone service means a service available to the public for originating 
and receiving national and international calls and access to emergency services 
through a number or numbers in a national or international telephone numbering 
plan. 

Technically, a public telephone service may be circuit-switched or packet-switched. 
What is relevant in the definition is the possibility to both make and receive calls 
through a telephone number based on the international E.164 standard. The word 
‘public’ refers to the fact that the service is publicly available, i.e. provided to a set 
of users that is not subject to any prior restriction. 

Requirements laid down for a public telephone service apply regardless of the 
network through which the service is provided (i.e. they are not limited to 
PSTN/ISDN or mobile networks). Therefore, a two-way VoIP telephone service is 
also considered to be public telephone service. 

Some call services on the market are not based on telephone numbers. Such 
services only provide the possibility to either make calls with a phone number 
appearing as the number of the caller, or to receive calls through a public telephone 
network number. Such services are not public telephone services, but they may be 
communications services or services provided via a telephone network. 

Using the legal terminology, the mere possibility to either receive or make calls is a 
communications service, not public telephone service. According to the service 
groups of this Regulation, one-way voice services are other communications 
services. Such interpretations of public telephone service and communications 
service are established and consistent with the Finnish Transport and 
Communications Agency’s technical specifications and case solutions. 

3.2 Short message service 

In this Regulation, a short message service means a communications service 
provided in the mobile network that enables the sending and reception of short 
messages only containing alphanumeric characters and special characters. 

Short message service (SMS) is also often called text message service. The 
technical implementation of the service is defined in 3GPP specification TS 23.040. 

It is technically possible to send text messages also to fixed telephone network 
subscriptions, and this possibility has been taken into account in the Finnish 
Transport and Communications Agency’s Numbering Regulation4. However, as short 
messaging to fixed telephone network subscriptions may be considered marginal 
from the perspective of this Regulation, the Regulation only concerns short 
message services provided solely through the mobile network. 

3.3 Internet access service 

The definition of internet access service included in this Regulation is the same as in 
the Act on Electronic Communications Services, because the term other 
communications service (see section 3.6) is defined by means of other service 
definitions listed under the Definitions section. 

                                           
4 At the time of publishing this report, regulation FICORA 32 S/2016 M on numbering in a public telephone network; 
for an up-to-date version, see: https://www.traficom.fi/en/regulations. 
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Under section 3, subsection 1, paragraph 3 of the Act on Electronic 
Communications Services, an internet access service means a communications 
service enabling access to services available on the internet. 

According to the preparatory material of the Act (government proposal HE 
221/2013), an internet access service means the connection between a subscriber 
terminal, such as modem, and the public internet. The definition covers data 
transfer from the subscriber connection to the public internet and any services that 
are mandatory for the connection, such as IP address management. What is 
relevant here is that the internet access service covers the part of a customer’s 
internet access that a telecommunications operator providing the service is able to 
manage. Services provided over the internet access, such as email or internet 
telephone services, are not part of the internet access service, but separate 
communications services, whether provided by the same or a different 
telecommunications operator. 

The Finnish Transport and Communications Agency’s interpretation is that services 
that are compulsory for internet access and must therefore be included in the 
internet access service are, at least, the resolver name service (DNS) and the DHCP 
service. 

The definition of internet access service is technology neutral and covers both fixed 
and wireless access technology. Examples of fixed internet access services are 
xDSL, cable modem and fibre-optic connections, as well as housing company 
subscriptions, while examples of wireless internet access services are mobile data 
services and WLAN networks. 

3.4 Email service 

For the purposes of this Regulation, an email service means the submission, 
transfer or delivery service of electronic mail messages that uses internet name 
services, i.e. DNS services, in the transmission of messages. Figure 1 is a diagram 
of an email service, the different functions, and the protocols to be used between 
functions. 

An email submission service means a service in which a customer sends a message 
via the mail submission agent (MSA) of the service provider. A transfer service 
means a service in which an email message is received, (processed) and forwarded 
to a destination agreed with the customer. A delivery service means a service in 
which the customer’s email messages are received by a mail delivery agent (MDA) 
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and delivered to the customer’s electronic mailbox.

Figure 1. A diagram of an email service. 

Outgoing email traffic refers to email messages sent by customers that are 
transferred via the mail submission agents (MSA) of the service provider to the mail 
transfer agents (MTA). 

Incoming email traffic, on the other hand, means incoming email messages that are 
transferred via the mail delivery agents (MDA) of the service provider to the 
electronic mailboxes of customers (MS). 

3.5 Mass communications service 

The definition of a mass communications service is derived from the definition of 
mass communications network included in section 3 of the Act on Electronic 
Communications Services.  

For the purposes of this Regulation, mass communications service means the 
transfer or broadcasting of television or radio programmes and the related ancillary 
and supplementary services in a mass communications network. 

In this Regulation, the purpose of the definition of a mass communications service 
is to determine the potential number of recipients of television and radio 
programmes and related ancillary and supplementary services provided through a 
mass communications network for priority rating purposes. For this reason, the 
definition does not include a reference to “other material conveyed in identical form 
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to all recipients” to avoid interpretation problems with respect to contents provided 
over the public internet. Such content services include television programme 
services provided by television broadcasters on the internet and VoD (Video on 
Demand) services. 

In determining the priority rating of mass communications services, it is essential 
that the potential number of recipients of programmes can be estimated. 
Disturbances affecting the transmission of mass communications, however, are 
mainly related to the network service enabling the programmes to be transferred.  

It is, of course, possible that disturbances relate to the communications service, 
which means the transfer or broadcasting of programmes through a network 
intended for the transmission of television and radio programmes, i.e. programme 
transmission services. Communications service providers in mass communications 
networks refer to programming licence holders. A technical communications service 
is strictly separated from the content of programmes that does not fall within the 
scope of this Regulation. 

Annex 1 contains an example of the technical outlines of a mass communications 
service in the transmission of a television service through a DVB-T and/or DVB-C 
network service from a broadcaster to the viewer. Other examples of mass 
communications network services include DVB-T2, ULA and IPTV broadcasting 
services. For the purpose of technical outlining of a mass communications service, 
it is not relevant to consider the particular mass communications network 
technology through which the television or radio programming is conveyed from the 
broadcasters to the audience or the number of operators involved in conveying the 
mass communications service. The most important aspect for technical outlining is 
that the mass communications service extends from the broadcaster’s delivery 
interface to the recipient’s reception interface. This is illustrated with an example in 
the figure in Annex 1. If, for example, a broadcaster encodes the audio and video 
signal independently and transmits the signal to the network service provider, the 
broadcaster also participates in the transmission of a mass communications service 
in this respect.  

3.6 Other communications service 

Other communications services cover all services that are communications services 
as referred to in the Act on Electronic Communications Services but do not fall 
under any other service group defined in this Regulation. The basis of the service 
classification is the fact that disturbances affecting the functionality of such services 
are not as critical for the communication ability of users as those concerning other 
defined service groups.  

Examples of other communications services include MMS, WAP, PoC and instant 
messaging (IM) services and push email services (possibly not provided by the 
actual email service provider and therefore not including all email service 
functionalities listed in section 3.4), as well as voice services that do not fall into 
the scope of the definition of a public telephone service but which meet the 
definition of a communications service, such as one-way VoIP services (that only 
provide the option of either making or receiving calls from the public telephone 
network or that do not provide access to the public telephone network at all). 

In assessing whether a service is a communications service or another service not 
covered by the Act on Electronic Communications Services at all, the relevant fact 
to be considered is whether the service provider transfers5 messages through a 

                                           
5 It should be noted that in the case of instant messaging services and other similar services, it has to be decided on 
the basis of the particular implementation model whether the service is a communications service referred to in 
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communications network. It is not possible to give an exhaustive description of all 
possible cases in this document, since the service concepts are evolving all the 
time, and the applicability of legislation must often be determined on a case-by-
case basis. On the basis of the Finnish Transport and Communications Agency’s 
established interpretation practices6, it is possible to determine that pure peer-to-
peer services should not be interpreted as communications services, because the 
service provider is not involved in the transmission of messages (by way of 
signalling or server maintenance, for example). 

3.7 Communications network or service component 

For the purposes of this Regulation, a communications network or service 
component means a network element, device or information system which 
constitutes or is utilised by a communications network or service. Communications 
network or service components include mobile switching centres, base station 
controllers, base stations, text message centres, access network components, 
name servers, network access control servers, switches, routers, SIP application 
servers, intelligent network components, primary and relay transmitters of the 
DVB-T network or transmitters of the DVB-T2 network.  

Communications network or service components do not refer to transmission links 
or network element parts such as mobile switching centre CPUs. If a function (such 
as name server software) has been distributed over several devices, each device is 
considered an independent component. 

3.8 Transmission link 

For the purpose of this Regulation, transmission links mean metallic conductors, 
optical fibres and electromagnetic waves used for data transfer. The physical 
structures of transmission links include various cables and the structures needed for 
installation, extension and switching of the cables, as well as masts and aerials 
required by radio transmission links. 

3.9 Transmission system component 

For the purpose of this Regulation, transmission system components mean the 
communications network components that use transmission links to establish 
connections intended for the transmission of electronic messages. Such 
components include SDH and ATM nodes, WDM equipment, amplifiers and 
repeaters. Cable television network amplifiers are also included in transmission 
system components. The definition of a transmission system component also covers 
packet-switched network routers, switches and similar devices. 

The purpose of this definition in the Regulation is to clarify obligations concerning 
the back-up of power supply and physical protection of transmission systems. 

3.10 Access network 

For the purposes of this Regulation, access network means the part of a public 
communications network which links internal communications networks in 
customers’ buildings to the telecommunications operator’s area or backbone 
network. This definition is employed, inter alia, in section 18 of the Regulation in 

                                           
legislation or a pure peer-to-peer service with no centralised servers through which the service provider would be 
involved in the transmission of messages.  
6 On its website, the Finnish Transport and Communications Agency has published interpretation instructions 
regarding telecommunications operations and operators: 
https://www.traficom.fi/en/communications/communications-networks/what-telecommunications.  
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defining the requirements concerning installation of transmission links. For 
example, the access network of a fixed internet access service comprises the 
building cable between the client building and the street distributor, the street 
distributor itself, the link between the street distributor and the access network 
component, the access network component itself, and the link between the access 
network component and the area network node. The access network of a UMTS 
network, on the other hand, comprises the radio link between a mobile device and 
the base station, the base station itself, and the fixed connection (wired or 
wireless) between the base station and the base station controller. 

3.11 Coaxial cable-based television network 

For the purposes of this Regulation, a coaxial cable-based television network means 
a cable television network in which at least some of the access network 
transmission links are coaxial cables.  

The definition is employed in the priority rating of the cable television network to 
set different priority rating criteria on the basis of the number of users for access 
networks using coaxial technology and those using fibre or other similar 
technology. 

3.12 Optical fibre-based cable television network 

For the purposes of this Regulation, an optical fibre-based cable television network 
means a cable television network in which transmission links are optical fibre only. 
In practice, such networks are the cable television networks in which the optical 
fibre continues up to the building distributor or the individual flats of a building. 

3.13 Mobile network’s basic coverage area base station 

For the purposes of this Regulation, a mobile network means a communications 
network primarily used for targeted communications in which the terminal 
equipment is connected to the communications network by means of freely 
propagating radio waves.  

For the purposes of this Regulation, a mobile network’s basic coverage area base 
stations are the base stations of the mobile networks in which the provision of a 
network service requires a network licence referred to in section 6 of the Act on 
Electronic Communications Services. This means that the base stations of mobile 
networks using, inter alia, GSM, UMTS or LTE technology (or their extensions), or 
fifth-generation (5G) technology, are included in this group. 

Mobile network technologies are often classified as generations on the basis of their 
data transfer capacity. The established practice is to include technologies such as 
GSM, GPRS and EDGE in the second-generation, or 2G mobile network 
technologies. Examples of third-generation (3G) mobile network technologies 
include UMTS and HSPA. Fourth-generation (4G) mobile network technologies 
include LTE.  The set of mobile network technologies belonging to the fifth 
generation (5G) is not yet fully established, because these technologies are still 
evolving.  

A mobile network’s basic coverage area base stations refer to the base stations of 
mobile networks of whichever technology with which it is ensured that the services 
of the network are available in a certain area. In other words, the failure of a basic 
coverage area base station creates a gap in the coverage area of the mobile 
network.   
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However, the basic coverage area base station of a mobile network does not mean 
the following base station solutions: 

• base station solutions separately agreed with a client company 

• solutions designed to improve the quality of the basic coverage of the mobile 
network, such as those improving the coverage inside buildings or the service 
capacity. 

3.14 Building base station 

For the purposes of this Regulation, a building base station means a base station 
whose vital equipment facility is located in a building that is not meant for carrying 
out public telecommunications, and whose antenna is primarily located on the outer 
surface of the same building (on a wall or roof). Such buildings include residential, 
office or commercial buildings from which the equipment facility has been leased to 
a telecommunications operator. The antenna of a building base station may also be 
located on the outer surface of a different building to the one where the base 
station equipment and/or their power supply is located, or on a mast, etc. However, 
in line with the definition of a building base station, the locations of such antennas 
are exceptions. 

The definition is employed in section 8 of the Regulation in determining the back-up 
requirements concerning the power supply to basic coverage area base stations of a 
mobile network (Table 2, footnote 6). 

3.15 Emergency power supply unit 

For the purposes of this Regulation, an emergency power supply unit means 
equipment or a system used to guarantee the uninterrupted power supply of the 
communications network or service components in the event of faults in power 
supply equipment or power cuts in the public electricity network. 

The definition is technology neutral, and the emergency power supply unit may use 
battery units, UPS devices, fuel cell systems or other technical solutions. The 
prerequisite is that the selected system is independent from the faults of the actual 
power supply equipment and power cuts in the public electricity network and that 
the power supply remains uninterrupted. 

3.16 N + 1 redundancy 

For the purposes of this Regulation, N+1 redundancy means hardware redundancy 
where N stands for the number of necessary devices, equipped with one standby 
device. 

The definition is employed in sections 12, 13 and 14 of the Regulation for the 
definition of the hardware redundancy requirements of UPS devices, rectifiers and 
inverters, respectively. 

3.17 Locality 

For the purposes of this Regulation, a locality means a concentration of inhabitants 
as defined by Statistics Finland7. A statistical locality as defined by Statistics Finland 
is a cluster of buildings with at least 200 inhabitants where the distance between 
buildings does not exceed 200 metres. In defining localities, not only residential but 
also business, office and other buildings used as workplaces are taken into account. 

                                           
7 http://www.stat.fi/meta/kas/tilastoll_taaj_en.html 
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Administrative regional divisions, such as borders between municipalities, do not 
have an effect on the formation of localities.   

The definition is employed in section 8 of the Regulation in determining the back-up 
requirements concerning the power supply to basic coverage area base stations of a 
mobile network (Table 2, footnote 6). 

4 Priority rating 

Section 4 of the Regulation provides for the priority rating of the components of a 
communications network or service. 

On the basis of their priority, communications network or service components have 
been assigned one of the following priority ratings (in descending order of 
importance): 1, 2, 3, 4 and 5. A priority rating is employed to determine the 
minimum requirements for the resilience and physical protection of communications 
network or service components that reflect the importance of the component for 
the communications network or service as a whole. 

One of the objectives of the Regulation is to ensure the reliability of 
communications networks and services throughout the country, including sparsely 
populated areas. A priority rating based on the number of users only does not serve 
this purpose in regions where the population density is low. For this reason, the 
geographical coverage/affected area of a communications network has been 
separately addressed in priority ratings 1 and 2. The priority rating criterion based 
on the geographical area affects, in particular, the priority rating of mass 
communications network transmitters and other centralised elements of 
communications networks (such as base station controllers or a telephone network 
exchange) as well as the transmission system components serving them. 

If necessary, the Finnish Transport and Communications Agency may provide 
further guidelines on the interpretation of the priority rating of the communications 
network or service components of a telecommunications operator. If the Agency is 
of the opinion that the priority rating defined by a telecommunications operator 
does not meet the requirements of the Regulation, it may issue an operator-specific 
targeted decision to oblige the telecommunications operator to remedy the situation 
(as is the case in the control of any other regulatory compliance). 

4.1 General application of the priority rating criteria 

The basis of the priority rating of a communications network or service component 
is the geographical area or the number of users served by the component (the 
priority rating is determined according to the highest applicable criterion). The 
criteria on the number of users are defined separately for each communications 
service listed in the Regulation. In addition to the above, there are technology-
specific definitions (such as coaxial cable-based cable television service) and 
priority rating criteria specific to certain components of a communications network 
or service (such as a mobile network base station controller or a basic coverage 
base station). 

The priority rating of a transmission system component is determined according to 
the number of users served or the covered area. These are determined from the 
direction of users (from the direction of the access network) to the direction of the 
backbone network.  This means, for example, that the priority rating of a 
transmission system component that merely connects the mobile network base 
station to the base station controller is the same as the priority rating of the base 
station, not the same as the priority rating of the base station controller. Again, the 



 
Explanatory notes 

22 (59) 
TRAFICOM/54045/03.04.05.00/2020 

 
priority rating of a transmission system component that merely connects the base 
station controller to the mobile services switching centre is the same as the priority 
rating of the base station controller, not the same as the priority rating of the 
mobile services switching centre. 

The priority rating of a transmission system component that belongs to a more 
extensive data transfer network and serves as a back-up to other connections is 
determined according to either the number of users or geographical coverage area 
of the entire network it serves. For example, the priority rating of the transmission 
system components that provide mutual redundancy in a backbone network of a 
mobile network operator is determined according to the number of customers of the 
mobile network or its geographical coverage area. 

If a communications network or service component serves several different 
communications services, its priority rating is the highest priority rating of those 
communications services. For example, for a transmission system component 
serving both a mobile network base station with priority rating 5 and an internet 
access service component with priority rating 4, the priority rating is 4. 

4.2 Specific priority rating criteria for components of a 
communications network or service 

There are component-specific priority rating criteria for certain communications 
network or service components, such as the following: 

• Mobile network base station controllers, which have a priority rating of no 
lower than 2. A base station controller means the centralised network element 
(such as a BSC in a GSM network or an RNC in a UMTS network) through 
which the traffic from base stations is centrally directed from the radio 
network to the direction of the backbone network.  

• Mobile network basic coverage base station controllers, which have a priority 
rating of 5. See also the definition of the term in section 3.13 above. 

• Fixed telephone network concentrators, which have a priority rating of 5. 

• Access network components in a fixed network internet access service (such 
as DSLAM, OLT, optical fibre switch or CMTS), which have a priority rating of 
5, if the component has more than 100 but fewer than 250 users. If a single 
equipment facility includes several components of a single operator that 
produce a single communications service (e.g. five 24-port switches), the 
priority rating will be determined on the basis of the total number of users of 
these components. 

• Base stations for a fixed, wireless internet access service, which have a 
priority rating of 5. Such base stations include internet access service 
connections using fixed WiMAX or WLAN (but excluding open WLAN 
networks). 

• Components of a terrestrial radio or television network, which have a priority 
rating of 5, mean the components of a mass communications network 
designed for antenna reception. In practice, these mean the relay 
transmitters of antenna television networks (such as DVB-T or DVB-T2) or 
radio broadcasts. Cable television network equipment is not covered by this 
category. 

• Components of an optical fibre-based cable television network, which have a 
priority rating of 5, mean the amplifiers and other access network equipment 
necessary for the transmission of fibre-based mass communications or 
internet access service to homes and other buildings. This category covers 
any access networks that consist entirely of optical fibre cable. 
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• Components of a coaxial-cable based cable television network, which have a 

priority rating of 5, mean the amplifiers and other access network equipment 
necessary for the transmission of a mass communications service to homes 
and other buildings. This category covers any access networks that consist 
entirely or in part of coaxial cable. 

4.3 Criteria for geographical coverage area 

For priority ratings 1 and 2, one of the priority rating criteria is the size of the 
geographical area served by the component. For priority ratings 1 and 2, the area 
is 60,000 and 20,000 km², respectively. 

The criteria of geographical coverage area are particularly suitable for determining 
the rating of the components of mobile networks and terrestrial antenna-based 
radio and television networks. 

However, geographical coverage area as a priority rating criteria is not applied to a 
communications network component if the failure of such a component does not 
prevent the use of corresponding communications services of other service 
providers throughout the same access network. Such communications services 
include services built on top of an internet access service (such as email, instant 
messaging, or IPTV services).  

A geographical coverage area does not mean a fragmented coverage area of 
individual subscriptions that may consist, inter alia, of bit-stream access broadband 
subscriptions sold in the operating area of other operators. To make the criterion of 
geographical coverage area applicable to broadband access service operators 
operating in third-party networks, the market share of the service operator in 
question must be more than 30 per cent in that area. 

Geographical coverage areas are not limited to administrative areas, such as 
municipalities. The essential point in the definition is the size of coherent 
geographical area in which the services are affected by the communications 
network or service component. 

4.4 The number of users as a priority rating criterion 

For all priority ratings, a general criterion for the rating of a communications 
network or service component is the number of users served by the component. In 
accordance with section 3, subsection 1, paragraph 7 of the Act on Electronic 
Communications Services, a user means a natural person who as a subscriber or 
otherwise uses a communications service or an added value service.  

In calculating the number of users, all communications service users are taken into 
account, be they consumer or business customers of the telecommunications 
operator. Application guidelines for the purpose of evaluating the number of users 
of different communications services are provided below. 

4.4.1 Number of users of a public telephone service or an internet access service 

In calculating the number of users serving as a priority rating criterion of consumer 
subscriptions, one telephone or broadband subscription primarily corresponds to 
one service user. If it is not practically possible to calculate the actual number of 
users, the priority rating of a component in a public telephone service or an internet 
access service is determined according to the built capacity or the geographical 
area served by the component.  
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According to the detailed rationale of the Act on Electronic Communications 
Services, a consumer means a natural person who uses services primarily for a use 
other than business or trade. The concept of a consumer corresponds to the one 
provided in chapter 1, section 4 of the Consumer Protection Act (38/1978). 

In this Regulation, a consumer subscription means a communications network 
subscription that is mainly intended for the use of consumer customers. A 
subscription is a consumer subscription also when the telecommunications operator 
has designed the type of subscription primarily for consumer customers, but user of 
the subscription is a small company, association, or the like.  

In the Regulation, broadband subscriptions sold by a network operator to another 
telecommunications operator are considered consumer subscriptions for calculation 
purposes. 

For the purpose of the priority rating criterion of the number of users of a public 
telephone service or an internet access service, one consumer subscription 
corresponds to one user, regardless of the fact that a broadband subscription of a 
family may be used by several family members. 

Businesses, on the other hand, typically conclude a separate, targeted service 
contract on the use of communications services with a telecommunications 
operator. In the case of user-specific services (such as mobile network 
subscriptions purchased by a company), the number of users is calculated directly 
from the number of subscriptions. However, employees of a company or an office 
may also use shared communications services (such as a telephone exchange or an 
internet access service), for which it is difficult to calculate the number of actual 
users. To avoid this problem, the following two rules are used in determining the 
number of users of shared communications services of business subscriptions:  

1. For a traditional exchange interface (ISDN/R2 signalling), the number of users 
is the same as the number of trunks (voice channels). This principle may also 
be applied to IP-based exchanges when the exchange is connected to the 
telecommunications operator’s communications network through traditional 
exchange interface signalling (ISDN/R2).  

2. However, the first rule is not directly applicable to IP-based exchange 
interfaces or internet connections. For such business subscriptions, the 
service-based number of users to be used in priority rating is 30 users, 
irrespective of the number of employees of the company or the office. This 
applies to both public telephone service and broadband service. 

4.4.2 Number of users of an email service 

The number of users serving as a criterion for the priority rating of an email service 
is determined on the basis of the number of provisioned email accounts. 

4.4.3 The number of users of a mass communications service in antenna reception 

The number of users serving as a criterion for the priority rating of a transmitter of 
a terrestrial television network (such as DVB-T or DVB-T2) or radio network is 
determined on the basis of the calculated population coverage of the transmitter 
coverage area. The population coverage is calculated by modelling the radio 
coverage on the basis of the propagation model used by the telecommunications 
operator, whereby the minimum reception signal strengths determined according to 
standards as well as population data are taken into account. 

The calculated number of users is usually based on the number of permanent 
residents in the coverage area of a radio or television network. If the potential 
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number of users can reliably, objectively and relatively permanently be calculated 
on another basis, it is possible to determine the priority rating based on the actual 
number of users. Such an interpretation is possible, for example, in the case of a 
television service, if only access card holders are able to view programmes 
transmitted via the terrestrial mass communications network. 

DVB-T networks have both main transmitters and relay transmitters. The main 
transmitters of a DVB-T network mean transmitters with which the actual coverage 
area of a digital television network is established. Relay transmitters of a DVB-T 
network, on the other hand, mean transmitters of a considerably lower wattage 
than the main transmitters. Their purpose is to ensure local reception of the 
terrestrial digital television network in areas where the signal of a main transmitter 
is weak. Therefore, the primary task of a relay transmitter is to fill the gaps of the 
actual coverage area established by the main transmitters, but their broadcast 
signal may, in practice, be received also within the actual basic coverage area. 
However, the number of users considered in the priority rating of a relay 
transmitter is only the calculated population coverage of the gap in the basic 
coverage area that the transmitter is intended to fill. For example, if a relay 
transmitter fills a basic coverage area gap with a calculated population coverage of 
25,000 users, but the signal of the relay transmitter may, in practice, be received 
in an area with a calculated population coverage of 60,000 users (thus, 60,000 – 
25,000 = 35,000 users are in the basic coverage area and primarily served by 
another transmitter offering basic coverage), the priority rating of the relay 
transmitter is 4, determined according to 25,000 users. 

The criterion for determining the priority rating of a terrestrial television or radio 
network component referred to under priority rating 5 in Table 1 of the Regulation 
is the number of households in the transmitter area, not the actual number of 
users. 

4.4.4 The number of users of a mass communication service in fixed networks 

The number of users serving as the priority rating criterion of mass communications 
services provided in fixed networks (such as DVB-C) is calculated on the basis of 
the number of households actually using the service. For example, in the case of a 
service contract with an apartment block or a terraced house, the number of users 
is calculated based on the number of residential flats in the building. 

4.5 Public telephone service provided via an internet access 
service 

In priority ratings 3 and 4 in Table 1 of the Regulation, public telephone services 
are separated from public telephone services provided via internet access services. 
The definition means a telephone service model in which the telephone service 
provider manages the centralised components necessary for the telephone service, 
but the communications link between the user’s terminal and the centralised 
components of the telephone service is established via an internet access service. 
The provider of the internet access service may or may not be the same 
telecommunications operator as the provider of the telephone service. A typical 
example of such a special case of a telephone service is a VoIP telephone service. 

For priority ratings 3 and 4, in determining the priority rating criteria of a public 
telephone service provided via internet access services, the purpose is to set 
requirements only for the centralised components of the service. The resilience 
requirements concerning the access network necessary for the provision of the 
service are determined according to the priority rating of the internet access 
service. For priority ratings 1 and 2, this special case of a public telephone service 
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does not need to be separated from other public telephone services, because the 
number of users for the priority rating criteria of a public telephone service is so 
large that the requirements necessarily concern only the centralised components of 
the service. 

4.6 Updating and documenting priority rating information 

According to the Regulation, telecommunications operators must specify, maintain 
up to date and document information on all components of their own 
communications networks and services with a priority rating of 1 to 5. Similarly, 
telecommunications operators must specify, maintain up to date and document 
information on facilities housing such priority-rated components. Maintaining 
updated means that the priority rating of the components and facilities of 
communications networks and services is reviewed and, where necessary, updated 
whenever changes are made to communications networks and services. 

5 Redundancy 

This section provides for obligations concerning hardware redundancy. 

5.1 Implementation of redundancies 

A telecommunications operator must ensure the resiliency of its communications 
network or service components with priority ratings 1 or 2 so that the failure of any 
one component will not disturb the operation of the network or service or have a 
significant impact on it. This means that the service provided by the component 
must be primarily safeguarded to allow the users of the component to automatically 
switch to the redundant component. The aim is that the failure of a component 
does not disturb the operation of the service. This means, among other things, that 
the availability of adequate staff, equipment and transmission link resources is 
ensured in advance.  

Below are two examples of the implementation of an automatic redundancy 
solution: 

Resolver name server:  

The redundancy of resolver name servers with priority ratings 1 and 
2 can be accomplished, for example with a reverse proxy and 
anycast addresses so that the name server queries that were sent to 
the failed server are redistributed by the reverse proxy to other 
name servers. In this case, however, the system capacity must allow 
the handling of all name server queries in spite of the failure of one 
server without a significant impact on performance.   

IP backbone network: 

The default priority rating of the components of national IP backbone 
networks is 1 or 2 depending on the size of the network and the 
number of users. This requires that the routes of a backbone 
network meeting the criteria of priority rating 1 or 2 must be 
arranged so that the failure of one backbone network component or 
a connection between components (transmission link) does not 
prevent traffic between two other points of the backbone network. In 
practice, the routes of a backbone network with priority ratings 1 or 
2 must be constructed in the shape of a ring. Figure 2 is an example 
of the redundancy of the components, links, and routes of a 
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backbone network, where the ring provides redundancy for the 
specific components of the backbone network. 

 

Figure 2: An example of redundancy of components, links, and routes 

The redundancy of a backbone network may be implemented at many different 
levels (an example is redundancy with MPLS). The telecommunications operator 
may choose the implementation method within the limits of its network technology.  

However, the telecommunications operator must ensure that 

• the traffic is switched, or rerouted, automatically to the new route, and 

• the failure of any one component does not prevent traffic between the other 
components of the backbone network. 

A completely uninterrupted provision of services is not always possible due to, for 
example, the connection status information contained by the components and their 
synchronisation problems. In these cases, the implementation of a redundancy 
solution may also require manual operations, such as a check by an expert and a 
decision to implement the mechanism. Examples of components that use status 
information include SIP servers and DHCP servers. Telecommunications operators 
must strive to minimise the number of potential disturbances also in these cases. 

Examples of a manual implementation of redundancy: 

DHCP server: 

Compared to resolver name servers, the redundancy of DHCP 
servers is slightly more difficult to achieve because of the status 
information contained by the servers. However, an uninterrupted 
redundancy arrangement is possible with the method described in 
the IETF document DHCP Failover Protocol8. Telecommunications 
operators must ensure that during data synchronising, the same IP 
address is not assigned to several different users. 

                                           
8 IETF, DHCP Failover Protocol: https://datatracker.ietf.org/doc/html/draft-ietf-dhc-failover-12 
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In the case of some communications networks and services, automatic redundancy 
arrangements of the components is just becoming possible or has only recently 
become possible because the hardware solutions are evolving. Examples of such 
areas are mobile network switching centres and other centralised components of a 
network. 

Mobile network switching centres and other centralised components of a network: 

The redundancy of centralised components of a mobile backbone 
network must be ensured, considering the available technical 
possibilities and a reasonable implementation schedule, to minimise 
any disturbances caused by a component failure. This means the 
redundancy of home registers (HLR/HSS), mobile services switching 
centres or other backbone network components with priority rating 1 
or 2 (such as MGW, GGSN or SGSN). The goal state is that in the 
event of a failure, subscribers may automatically switch to the 
redundant component. A completely uninterrupted operation in the 
event of a failure is not required, and the communications service of 
a user may be momentarily interrupted, or a subscriber may need to 
sign in again to the network.  

For certain communications network or service components, it may be impossible 
to ensure redundancy at a reasonable cost. Examples of such components are 
telephone exchanges of a circuit-switched network. Whether costs are reasonable is 
assessed in relation to such things as the remaining service life of the component. 
In the case of technology that will become outdated in the next few years, it may 
be justified not to make redundancy arrangements before the next replacement 
investments.  

The telecommunications operator must seek solutions that allow automatic 
redundancy arrangements of a network, taking into account product release 
schedules of hardware manufacturers and their own network update schedules. If it 
is not yet possible to obtain an automatic redundancy arrangement at a reasonable 
cost, the telecommunications operator must prepare a plan and an implementation 
schedule for improving the redundancy arrangements towards an automatic 
solution.  

If such automatic solution is not feasible at a reasonable cost, the 
telecommunications operator must be prepared, with a clear advance plan, to 
replace the failed communications network or service component and the service it 
offers with other measures or components within a reasonable time. In such cases, 
the telecommunications operator must plan and, where possible, test in a test 
network, and document the measures used in place of automatic redundancy.  

The telecommunications operator must ensure in advance that the capacity of the 
equipment and connections to be used in the redundancy solution is sufficient to 
serve all customers in spite of the failure of one component. A redundancy solution 
does not necessarily mean the doubling of the communications network or service 
components, and other redundancy solutions that deliver the same result in the 
abovementioned event of a failure are also possible. 

5.2 Placing of components providing mutual redundancy 

In accordance with the Regulation, telecommunications operators must place those 
communications network or service components with priority ratings 1 or 2 that 
provide redundancy for each other in equipment facilities located in separate 
buildings. The purpose of this requirement is to ensure that components providing 
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mutual redundancy are placed sufficiently far away from each other to minimise the 
probability of a simultaneous physical threat (such as fire, high temperature at the 
equipment facility, or vandalism) to all the components that provide redundancy to 
each other.  

The requirement does not apply to communications network or service components 
that cannot be placed in equipment facilities located in separate buildings at a 
reasonable cost.  In such cases, however, the components must, where applicable, 
be placed in different fire compartments of the same building. Even this may not 
always possible at a reasonable cost if, for example, the components are served by 
the same high frequency elements. Such components include the transmitters of a 
terrestrial mass communications network. Whether costs are reasonable is 
assessed in relation to such things as the remaining service life of the component.  

If communications network or service components that have priority ratings 1 or 2 
and provide redundancy to each other are placed in the same building and the 
same fire compartment, the reason for this must be stated in the 
telecommunications operator’s documentation describing the priority rating. The 
purpose of this documentation requirement is to ensure that with respect to the 
location of the components, all available options are examined, and an optimal 
solution is sought, for which the justification can be verified also at a later stage. 

5.3 Updating and documenting hardware redundancies 

Telecommunications operators must maintain up to date and document the 
hardware redundancy of communications network and service components with 
priority rating 1 and 2.  

Inspection visits by the Finnish Transport and Communications Agency to 
telecommunications operators have revealed, for example, that hardware 
redundancies have not always been kept up to date (with requirements) as the 
communications networks and services provided by a telecommunications operator 
change and evolve. Similarly, hardware redundancy solutions have not always been 
evident on the basis of existing documentation. The purpose of the above 
requirement is to remedy such shortcomings. 

6 Reserve routes 

Routes between components with priority rating 1 or 2 must be provided with 
redundancy. These reserve routes must be implemented so that the physical 
independence between the routes providing redundancy to each other is as high as 
possible. 

A physical independence between routes providing redundancy is achieved when 
the links of the two components of the communications network or service, the 
primary one and the one providing redundancy, do not have any shared points in 
the network. Links that provide redundancy to each other should not use the same 
equipment facility or be located along the same road. If communications network or 
service components with priority ratings 1 or 2 that provide redundancy to each 
other are located in the same building (different fire compartments of the same 
building), the links that serve them should enter the building at a sufficient distance 
from each other. When assessing the sufficient distance between the links, 
potential physical threats, such as street works, in their environment should be 
taken into consideration. 
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6.1 Updating and documenting reserve routes 

A telecommunications operator must maintain up to date and document the reserve 
routes of communications network and service components with priority rating 1 
and 2.  

Inspection visits by the Finnish Transport and Communications Agency to 
telecommunications operators have revealed, for example, that reserve routes have 
not always been kept up to date (with requirements) as the communications 
networks and services provided by a telecommunications operator change and 
evolve. Similarly, reserve route solutions have not always been evident on the basis 
of existing documentation. The purpose of the above requirement is to remedy such 
shortcomings. 

7 Resilience of cooling systems 

The justification for the requirement to ensure the resilience of cooling systems is 
the Finnish Transport and Communications Agency’s practical observations in the 
event of a failure and during inspection visits. The resilience of cooling systems for 
the components referred to in the Regulation has largely been ensured, and the 
purpose of the Regulation is to achieve a fully comprehensive implementation of 
such resilience arrangements. 

In this context, resilience means, for example, arranging the maintenance and 
repair of cooling equipment to ensure such a prompt repair of failures and defects 
of equipment that they do not yet have a material impact on the communications 
network or service components in the equipment facility to be cooled. This also 
requires that spare parts or equipment are sufficiently promptly available for the 
cooling equipment, at all times. 

Therefore, a resilience arrangement does not necessarily require the doubling of the 
actual cooling equipment if the terms of the service agreements provide certainty 
that in the event of a failure, the necessary repairs can be carried out promptly 
enough to avoid disruptions in the operation of the communications network 
components with priority rating 1 or 2. 

If the resilience of cooling systems for components with priority ratings 1 or 2 has 
been implemented by the redundancy or N+1 redundancy of the structural parts of 
the cooling systems, the operating condition of the structural parts must be tested 
at least once a year. The operating condition can, for example, be tested during 
annual maintenance. 

7.1 Requirements for ensuring the cooling of transmission 
systems 

In looped backbone and area networks, the transmission system components 
practically provide redundancy to each other. For this reason, the priority rating of 
the components of the mutually redundant transmission systems of a backbone or 
area network is, in practice, determined according to the number of users and the 
size of the entire network. In this case, the priority rating of the components of 
such network is often 1 or 2. 

The priority rating and the associated requirements for equipment facilities and 
their characteristics are justified, but in smaller municipalities, facilities meeting the 
requirements of priority rating 1 or 2 are not always available. It is not practical to 
acquire such facilities solely for such transmission system components. For this 
reason, this section contains a relaxation of the requirements concerning the 
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resilience of the cooling systems of such transmission system components: if the 
equipment facility of a transmission system component with priority rating 1 or 2 
fulfils by virtue of section 17, subsection 3 of the Regulation only the priority rating 
3 requirements for the protection of equipment facilities, it is not obligatory to 
secure the cooling of such a transmission system component. 

However, it should be noted that if an equipment facility that meets the 
requirements of priority rating 1 or 2 is available in the vicinity (an area of about 
500 km² with the component location at the centre) of the location of the 
transmission system component with priority rating 1 or 2, the transmission system 
components should always be primarily located in facilities corresponding to their 
priority rating. This does not mean that a telecommunications operator should 
change its existing network if an equipment facility becomes available or a new 
facility is built within that area. The location of a communications network or 
service component means either the planned or the existing location of the 
component. 

7.2 Updating and documenting the resilience of cooling systems 

A telecommunications operator must update and document the resilience of cooling 
systems of communications network and service components with priority ratings 1 
and 2 and the results of testing the operating condition of resilient structural parts.  

Inspection visits by the Finnish Transport and Communications Agency to 
telecommunications operators have revealed, for example, that the resilience of 
cooling systems has not always been kept up to date (with requirements) as the 
communications networks and services provided by a telecommunications operator 
change and evolve. Similarly, the solutions to ensure the resilience of cooling 
systems have not always been evident on the basis of existing documentation. The 
purpose of the above requirement is to remedy such shortcomings. 

8  Securing power supply 

As the operation of all communications networks and the services provided through 
them require electricity, it is justifiable to secure the power supply of their 
components in order to minimise the number of interruptions. 

According to the Regulation, the power supply of public communications network or 
service components must be secured with an emergency power supply unit in the 
event of faults in power supply equipment and power cuts in the public electricity 
network. The Regulation provides the respective minimum requirements. In 
addition, the Regulation provides for the minimum standards of securing the power 
supply with emergency power stations. 

The requirements for securing the power supply of public communications networks 
or services are set out in Table 2 of the Regulation. The securing requirement is 
determined in accordance with the priority rating of the component in question. 
Naturally, it is also possible to secure the power supply according to the 
requirements of a higher priority rating instead of the component’s own priority 
rating. The Regulation requires that the power supply of components must be 
secured at least in accordance with the requirements set out in Table 2 of section 8. 
In practice, this means that the required back-up time of an emergency power 
supply unit must be reached in all situations where power is needed. 
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8.1 Extending the back-up time of an emergency power supply 

unit 

Public electricity networks located in rural areas are considerably more vulnerable 
than those in localities. In the last few years, this vulnerability has become 
apparent particularly during storms and when there is heavy snow. This is growing 
in importance because repairs proceed more slowly outside localities for a variety of 
reasons (see, for example, the electricity supply interruption statistics by Finnish 
Energy9). Reasons for this include the fact that outside localities, the distribution of 
electricity is mainly arranged with open wires or aerial cables located, at least 
partly, in areas where storms may fell trees on top of the wires or cables, resulting 
in power cuts and possibly complicating the subsequent repairs of the electricity 
network. Trees that fall on roads cut transport routes and further complicate the 
repairs of public electricity networks. Telecommunications operators’ equipment 
facilities located outside localities may also be difficult to access because of, for 
example, difficult terrain, weather conditions, long distances or fallen trees on 
roads, which means that taking an emergency power station there takes a longer 
time than in a locality.  

The vulnerability of the electricity networks outside localities has been considered 
in the requirements concerning the back-up times of emergency power supply units 
as follows: 

• In priority rating 3, the back-up time must be at least 12 hours if power 
supply is not secured with a stationary back-up generator. 

• At least 30 per cent of a mobile network’s basic coverage area base stations 
must have a back-up time of 4 hours. 

• In priority rating 5, the back-up time must be extended from 2–4 hours to 6 
hours if the equipment facility cannot be accessed throughout the year within 
2–4 hours and the equipment facility is not equipped with a stationary back-
up generator. This may be the case when the terrain or weather conditions 
make the equipment facility difficult to access (e.g. in mountainous regions 
and insular areas or in areas suffering from frost heaving in the spring). 

8.2 Connections for mobile emergency power stations 

If the public electricity distribution network is not backed up with a stationary 
emergency power station, it must be possible to supply power to communications 
network or service components using a mobile emergency power station brought to 
the site. The necessary connections of a mobile emergency power station referred 
to in Table 2 of the Regulation mean that the power unit system has a built-in 
appliance inlet required for connecting a mobile emergency power station. The 
properties of the appliance inlet are defined in the Regulation for systems where 
the power fed with the emergency power station is no higher than 63 A. The 
purpose of a precise, universal definition of the appliance inlet is to ensure an 
optimal connectivity of emergency power stations when using, for example, leased 
back-up generators. If the power to be fed with an emergency power station 
exceeds 63 A, the connection to the equipment facility may be arranged on a case-
by-case basis. However, the appliance inlet and its installation must, in all cases, 
comply with electrical safety regulations. 

                                           
9 Interruption statistics by Finnish Energy: https://energia.fi/uutishuone/materiaalipankki/sahkon_kes-
keytystilastot_2010-2019.html 
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8.3 Problems in using an emergency power station related to the 

location and characteristics of an equipment facility 

The following cases are examples of situations where the use of an emergency 
power station may be impossible or involve considerable risks. Note that these 
situations mostly occur in urban conditions: 

• It is not possible to bring a mobile emergency power station sufficiently close 
without compromising the fire safety of the property (such as a supermarket, 
commercial building, school, or kindergarten) because of reasons related to 
the handling of fuel or the heat generation in the emergency power station.    

• It is not possible to bring a mobile emergency power station to the site 
without unauthorised parties accessing it, or it is not possible to supervise 
efficiently the operation of the emergency power station (places with public 
access and children in particular involve a risk).  

• It is not possible to bring a mobile emergency power station sufficiently close 
to the site (in the attic of a tall building or, in some cases, a basement).  

• The noise and exhaust gas generated by a mobile emergency power station 
prevent it from being used. 

• It is not possible to arrange enough room in the equipment facility for a 
stationary emergency power station and its fuel tank because of a lack of 
space, limited carrying capacity of the floor or other such reason. 

In the above special cases, it may be decided, with respect to priority ratings 3 to 5 
in Table 2 of the Regulation, that it is not possible to use a mobile emergency 
power station in the facility.  

In these cases, for transmission system components with priority ratings 1 or 2, a 
telecommunications operator may request an authorisation from the Finnish 
Transport and Communications Agency to diverge from the requirement of Table 2 
of the Regulation and not secure the power supply with an emergency power 
station. 

8.4 Exemptions related to terrestrial mass communications 
networks 

If the power supply for a transmitter in a terrestrial mass communications network 
(such as DVB-T, DVB-T2 and ULA) is secured with a stationary emergency power 
station, no emergency power supply unit is required for the transmitter (Table 2, 
footnote 1 of the Regulation). The reason for this exemption is that, in the case of 
DVB-T networks in particular, the power consumption of the main transmitters is so 
immense that it is not possible to secure them with emergency power supply units 
at a reasonable cost.  

Similarly, no back-up of a stationary emergency power station is absolutely 
required for terrestrial mass communications network transmitters (Table 2, 
footnote 3 of the Regulation). The reason for this is that the building of emergency 
power stations would, because of current equipment facility solutions and the size 
of such stations, involve unreasonable costs. 

If no back-up has been built for the emergency power station of a terrestrial mass 
communications network component, the telecommunications operator should pay 
particular attention to the maintenance, servicing, and test use of the emergency 
power station. 
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8.5 Securing the power supply of a mobile network’s basic 

coverage area base stations and the transmission system 
components serving them 

According to the Regulation, the priority rating of a base station of a mobile 
network’s basic coverage area as well as the transmission system components that 
serve such base stations is always 5, i.e. the general back-up time of an emergency 
power supply unit is 3 hours. The following exemptions apply to this requirement:  

Table 2, footnote 6: 

The back-up time of the emergency power supply for a mobile 
network's basic coverage area base station and the transmission 
system component serving it must be: 
 ≥ 4 hours for at least 30 per cent of the base stations located 

outside localities,  
 ≥ 2 hours, if the base station is a building base station located in 

a locality, 
 ≥ 15 minutes, if the base station is a 5G network base station. 

This means that if there are other than 5G network basic coverage 
area base stations outside localities, at least 30 per cent of such base 
stations must be secured with an emergency power supply unit with 
a back-up time of ≥ 4 hours. 

The Finnish Transport and Communications Agency recommends that 
base stations secured by a telecommunications operator with the ≥ 
4-hour back-up time of the emergency power supply unit should 
primarily be those base stations located outside localities that are 
housed by the same equipment facility (owned or leased) with the 
corresponding base stations of two other national mobile network 
operators (i.e. there are base stations of a total of three mobile 
network operators in the same equipment facility). In this context, 
one base station of the Finnish Shared Network Ltd is considered a 
base station of two network operators. If the 30 per cent share of 
the base stations outside localities is not reached with this measure, 
the Finnish Transport and Communications Agency recommends that 
the telecommunications operator also secure with the ≥ 4-hour back-
up time of the emergency power supply unit those base stations 
outside localities that are located in the same equipment facility as 
the corresponding base stations of one other national mobile network 
operator (i.e. there are base stations of a total of two mobile network 
operators in the same equipment facility) to reach the required 
30 per cent share. 

In practice, ‘in the same equipment facility’ means that the base 
stations of the two or three mobile network operators are connected 
to the public electricity network with the same connection and have a 
shared power supply back-up.  

If the power supply to all base stations of the overlapping coverage 
area of all three national mobile network operators is cut off, it is not 
possible to make emergency calls or send an emergency SMS in this 
area. The recommendation of the previous paragraph is therefore 
based on the need to secure emergency communications in this area 
with a long-lasting emergency power supply unit. This also helps the 
telecommunications operators ensure that their customers have 
access to functioning mobile communications services in the area.  
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Table 2, footnote 7: 

If the equipment facility cannot be reached within the 2- to 4-hour 
minimum back-up time required for the emergency power supply 
unit due to its remote location, difficult terrain conditions or expected 
weather conditions, the minimum back-up time of the emergency 
power supply unit shall be extended to 6 hours, if the equipment 
facility is not equipped with a stationary back-up generator.  

Note: If the conditions of footnote 7 in Table 2 are met, the 
applicable back-up time requirement for an emergency power supply 
unit in a mobile network and the transmission system serving it (not 
including 5G networks) is 6 hours, irrespective of footnote 6. 

The objective is to target the back-up time requirements in order to 
extend the back-up times the emergency power supply units in 
regions where power cuts in the public electricity network tend to 
last longer (because of the fact that a smaller share of the network 
uses ground cables instead of open wires). Therefore, the overall 
objective is to improve fairness in securing the availability of 
communications services.  

With respect to mobile networks, only 5G networks enjoy more relaxed power 
supply back-up requirements. The back-up time of the emergency power supply 
units of a mobile network’s basic coverage area base stations using 5G technology 
is 15 minutes, as was the case with LTE networks in the early stages of their 
construction. If the importance, use or network coverage of such networks changes 
substantially from what it is now, the back-up time requirement will be extended. 
The significance, use and network coverage of LTE networks have increased 
considerably since 2012. The volume of data transmitted via mobile networks has 
increased tenfold in five years. The majority of this data is transmitted via LTE 
networks, the significance of which is very high in terms of broadband usage. 
Furthermore, the general telephone service is currently provided in LTE networks 
using the Voice over LTE (VoLTE) technology. As a result, the relaxation concerning 
the back-up time of base stations of an LTE network was removed, and the back-up 
time was set to be the same as that applied to base stations of GSM and UMTS 
networks. A telecommunications operator may shorten the back-up time of an 
emergency power supply unit of a GSM or UMTS network’s basic coverage area 
base station to ≥ 15 minutes while increasing the back-up time of an emergency 
power supply unit of an LTE network’s basic coverage area base station. The 
telecommunications operators must, however, ensure that those technologies 
whose emergency power supply unit back-up time has not been reduced can 
maintain sufficient network coverage in the area to secure the operation of 
telephone services and emergency services, in particular. (For example, if a 
telecommunications operator shortens the back-up time of an emergency power 
supply unit of its UMTS network’s basic coverage area base station, it must ensure 
that the operation of telephone services and emergency services, in particular, is 
secured in the area with GSM and LTE networks.)  

8.6 Securing the power supply of transmission system 
components 

In looped backbone and area networks, the transmission system components 
practically provide redundancy for each other. For this reason, the priority rating of 
the components of mutually redundant transmission systems of a backbone or area 
network is, in practice, determined according to the number of users and the size of 
the entire network. In this case, the priority rating of the components of such a 
network may be 1. 
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The requirements concerning the resilience of power supply associated with priority 
rating 1 are justified, but in smaller municipalities, facilities meeting the 
requirements for resilience of the power supply in priority rating 1 are not always 
available. It is not practical to acquire such facilities and stationary emergency 
power stations solely for such transmission system components. For this reason, 
Table 2, footnote 9 of this section allows for an exemption from the requirements 
for resilience of the power supply of transmission system components: if there is no 
equipment facility meeting the requirements of priority rating 1 in the proximity of 
the location of a transmission system component, it is enough if the requirements 
for resilience of the power supply of priority rating 2 are met with respect to the 
transmission system component.   

However, it should be noted that if an equipment facility that meets the 
requirements of priority rating 1 is available in the proximity (an area of 
approximately 500 km² with the component location at the centre) of the location 
of the transmission system component with priority rating 1, the transmission 
system component should always be located in a facility that corresponds to its 
priority rating. This does not mean that a telecommunications operator should 
change its existing network if an equipment facility becomes available or a new 
facility is built within the area. 

8.7 Emergency power supply units in customer buildings 

According to the exemption in Table 2, footnote 2 in section 8 of the Regulation, no 
emergency power supply unit is required for a communications network or service 
component, if the component has been placed in an equipment facility located in a 
customer building and only serves the building in question. 

In this Regulation, customer building refers to buildings (apartment blocks or 
terraced houses) owned by a single housing company and located in the area of a 
single property.  

The justification for the exemption in Table 2, footnote 2 from the requirements 
concerning emergency power supply units is that the communications network or 
service components located in an equipment facility and the customer building 
communications service consumption sites typically have a shared electricity 
supply. Therefore, an emergency power supply unit backing up the power supply of 
the components would be unnecessary, because using communications services in 
a customer building typically requires a device (such as a broadband modem) that 
needs an external power supply. If the broadband modem has no power, the user 
will not be able to use the fixed internet access service even if the access network 
component in the customer building would be supplied with an emergency power 
supply unit. 

In accordance with the exemption in the Regulation, the requirement concerning 
emergency power supply units does not apply to broadband network equipment in 
the building distributor of an apartment block (such as mini-DSLAM). However, it 
should be noted that if the service of any equipment installed in a customer 
building is available to users other than those in the customer building, this 
exemption does not apply. An example of this is a mobile network base station 
installed in an apartment block with coverage mainly outside the apartment block in 
question. 
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8.8 Finnish Transport and Communications Agency’s 

recommendations concerning the resilience of the power 
supply 

The Finnish Transport and Communications Agency recommends that equipment 
facilities should not be built in locations where the problems described in section 
8.3 prevent the use of a mobile emergency power station. 

The extension of the back-up time of emergency power supply units is discussed in 
section 8.1. The Finnish Transport and Communications Agency recommends that 
in locations where the back-up time of a communications network or service 
component with priority rating 5 is 6 hours, as required by Table 2, footnote 7 of 
the Regulation, the minimum back-up time of an emergency power supply unit 
should be extended to 12 hours wherever possible. 

The Finnish Transport and Communications Agency recommends that also for 
components with priority rating 3 that are located in localities, the back-up time of 
an emergency power supply unit should comply with the minimum back-up time of 
12 hours in situations where, for example, the power supply from the public 
electricity network to the component is through an open wire or an aerial cable that 
may be cut off by a tree felled by storm or for some other reason. 

In equipment facilities operated by several telecommunications operators, 
particular attention should be paid to the resilience of the power supply. The Finnish 
Transport and Communications Agency recommends that the owner of the 
equipment facility and the telecommunications operators leasing it jointly determine 
the required total power supply of all devices in the equipment facility, the 
dimensioning of the emergency power supply unit required as a back-up and the 
necessary emergency power supply arrangements. 

The Finnish Transport and Communications Agency recommends that if the back-up 
time of an emergency power supply unit with priority rating 4 or 5 required by 
section 8, Table 2 of the Regulation cannot be achieved or extended with a battery 
unit (see section 11 of the Regulation for exemptions related to the build of the 
battery unit), telecommunications operators use other solutions (such as a solution 
based on a fuel cell) to achieve the required resilience of the emergency power 
supply unit. 

Section 15.2 discusses the obligation laid down in the Regulation concerning the 
number of emergency power stations and the dimensioning of the power supply 
capacity with a view to maintaining with the emergency power stations, where 
necessary, the power supply to all those communications network or service 
components with priority rating 1 or 2 for which the Regulation requires an 
available mobile power station to secure their power supply. As it is highly likely 
that not all such mobile emergency power stations are needed at once to secure the 
power supply of all communications network or service components with priority 
rating 1 or 2, the Finnish Transport and Communications Agency recommends that 
the relevant mobile emergency power stations should also be used, in case of a 
public electricity network failure, to secure the power supply of communications 
network or service components with priority rating 3 to 5. It is recommended that 
this should be considered when drawing up a plan on preparing for public electricity 
network failures with mobile emergency power stations, as required by the 
Regulation. 

In addition, section 15.2 contains an application guideline on calculating the 
sufficient number of emergency power stations in a situation where the 
telecommunications operator does not have any components with priority rating 1 
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or 2. If the result of a calculation that follows the application guideline is that the 
required number of mobile emergency power stations is less than one, the Finnish 
Transport and Communications Agency recommends that such telecommunications 
operators should always have at least one mobile emergency power station with 
sufficient power supply capacity. 

9  Planning and monitoring of power supply systems 

The power supply of communications network or service components and its 
maintenance must be arranged so that the telecommunications operator will be 
informed as quickly as possible of any failures or disruptions in the power supply. 
The requirement of the Regulation is also related to section 4 of Regulation 6610 
requiring the monitoring of power supply. 

When designing and implementing the power supply of components with priority 
rating 1, it should be noted that if the equipment facilities of a single building have 
several communications network or service components of priority rating 1, the 
components must be divided into appropriate functional entities, which are fed by 
separate power supplies. However, these separate entities may be fed by a shared 
public electricity network connection and emergency power stations. 

Power supply systems and the related power supply back-up systems and their 
tests must be kept up to date and documented in writing. Keeping up to date with 
requirements means, among other things, that the adequacy of the capacity (back-
up times) of emergency power supply units or the existence of N+1 redundancy for 
rectifiers is ensured wherever the load of the power supply is increased. The 
documentation must indicate how the resilience of power supply required by the 
Regulation is achieved and where the equipment are located. In addition, the 
documentation must describe the technical features and maintenance 
arrangements of the equipment. 

10  Emergency power supply units 

An emergency power supply unit allows the operating time of a communications 
network or service component to be extended in the event of both power cuts of 
the public electricity network and failures of power supply systems. Because of 
emergency power supply units, relatively short power cuts do not have any impact 
on the operation of a communications service. Within the back-up time of an 
emergency power supply unit, a telecommunications operator is also able to repair 
failures of power supply systems before they affect the communications service. 
The back-up time of an emergency power supply unit gives the telecommunications 
operator time to bring a mobile back-up generator to the site during long power 
cuts. The emergency power supply unit may be a battery unit, but also an UPS 
device or similar. 

10.1 Verifying the condition and sufficient capacity of the 
emergency power supply unit 

The operating condition and sufficient capacity of an emergency power supply unit 
must be tested at least once a year and the test results must be documented. The 
sufficiency of the emergency power supply unit’s capacity must also be checked 
every time new devices are connected to the power supply system, or if the power 
consumption of the existing devices connected to the system changes. 

                                           
10 At the time of publishing these notes, regulation Traficom 66 A/2019 M on disturbances in telecommunications ser-
vices; for an up-to-date version, see: https://www.traficom.fi/en/regulations. 
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Particularly in sealed batteries, the quality may vary, and in some cases a battery 
that is only a few years old may already be virtually unusable. For this reason, the 
condition of the emergency power supply unit (in this case, battery unit) must be 
checked at least once a year to verify that the emergency power supply unit is in 
working order in case it is needed, for example, in the event of a power cut in the 
public electricity network. A power cut is not considered as checking the condition 
of an emergency power supply unit, even if the power cut lasts almost as long as 
the required back-up time of the emergency power supply unit. 

The sufficiency of the capacity of the emergency power supply unit (i.e. that the 
unit is able to supply the power required by the power supply system load for at 
least the required back-up time) must also be checked whenever new power-
consuming devices are added to the power supply system to which the emergency 
power supply unit belongs or the power consumption of the existing devices 
connected to the system increases. These devices may include not only the 
communications network or service components (to be) connected to the system, 
but also ventilation or cooling fans in equipment facilities or other similar 
equipment. 

10.2 Emergency power supply unit dimensioning principle and the 
equipment or systems necessary for securing the operation of 
a communications network or service 

If the back-up time of an emergency power supply unit required in this Regulation 
exceeds three hours, the emergency power supply unit must be dimensioned so 
that it can feed all devices or systems needed for securing the operation of a 
communications network or system component during the required back-up time.  

Examples of the above devices and systems: 

• Devices for ensuring that the temperature of the equipment facility remains 
within the temperature area required for the normal operation of the 
communications network or service components in the facility. Such devices 
include fans with relatively small power consumption for the ventilation or 
cooling of the equipment facility.  

• If the equipment facility has electronic locks, the locks must function also 
when supplied with the emergency power supply unit. 

• Intruder detection, fire alarm or other devices of the detector and alarm 
system. 

The above devices and systems does not refer to the following: 

• actual cooling equipment, or 

• basic lighting of the equipment facility. 

10.3 Prioritising the uses of an emergency power supply unit 

A general principle is that if communications network or system components use a 
shared emergency power supply unit, the back-up of the power supply of a 
component with a lower priority rating may be cut off once the required minimum 
back-up time of the emergency power supply unit has elapsed to enable longer 
power supply with the emergency power supply unit to a component with a higher 
priority rating. 

The power supply to a base station connected to a network node may, if necessary, 
be cut off once the required back-up time has elapsed to ensure the continued 
operation of a component of the transmission system of the node and avoid the 
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other parts of the network connected to the node from being cut off from the 
communications network. One way of enabling longer-term power supply with the 
emergency power supply unit to a component with higher priority rating is to cut off 
LTE or mobile WiMAX base stations from the emergency power supply unit once the 
back-up time has elapsed. 

In case of leased facilities, lease contracts should be followed; in other words, the 
lessee is offered a power supply back-up time of the emergency power supply unit 
as defined in the leasing contract, after which the potentially remaining emergency 
power supply capacity may be used by the lessor. In concluding contracts, lessees 
should ensure that the requirements of this Regulation are complied with. 

11  Accumulators 

Accumulators are currently the most common way to secure the power supply with 
an emergency power supply unit. As the back-up times become longer, the number 
and weight of accumulators as well as the space required increase significantly. 
When the back-up time obligations concerning emergency power supply units 
change, it may no longer possible to meet the new obligations with accumulator 
technology because of the structural properties of the equipment facility, for 
example. This section contains the exemptions allowed by the Finnish Transport 
and Communications Agency as well as the related additional conditions regarding 
the back-up time of an emergency power supply unit when emergency power is 
supplied from accumulators. 

Regarding communications network or service components with priority rating 4, if 
the structure of an equipment facility or conditions at the facility make it impossible 
to achieve, at a reasonable cost, the ≥ 6-hour back-up time of an emergency 
supply unit by using an accumulator, the component in question must be secured 
with a ≥ 3-hour accumulator instead of a ≥ 6-hour accumulator. The reason for 
derogating from the ≥ 6-hour back-up time must be documented, and it is 
prohibited to add new communications network or service components to the 
equipment facility or significantly increase the capacity of existing components. 

Regarding communications network or service components with priority rating 5, if 
the structure of an equipment facility or conditions at the facility make it impossible 
to achieve, at a reasonable cost, the ≥ 4-hour back-up time of the emergency 
power supply unit in accordance with footnote 6 of Table 2 by using an 
accumulator, the component in question must be secured with a ≥ 3-hour 
accumulator instead of a ≥ 4-hour accumulator. The reason for derogating from the 
≥ 4-hour back-up time must be documented, and it is prohibited to add new 
communications network or service components to the equipment facility or 
significantly increase the capacity of existing components. 

As a reason for derogating from the requirement, the Regulation cites the structure 
of or the conditions at the equipment facility. The structures or conditions for which 
an exception may be acceptable are the structure (carrying capacity) of the 
equipment facility floor, problems in arranging gas removal or the lack of space in 
the equipment facility. The exception may only be invoked in case it is impossible to 
place an accumulator in the equipment facility and the telecommunications operator 
cannot at a reasonable cost alter the equipment facility so that the accumulator 
could be placed there. A telecommunications operator may not invoke the 
exception when designing or constructing new equipment facilities. 
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12  UPS equipment 

UPS (Uninterruptible Power Supply) devices mean power supply devices for 
communications network or service components that typically integrate into a 
single device an accumulator, the necessary rectifiers and inverters, a change-over 
switch or a static by-pass switch (possibly a mechanical maintenance/by-pass 
switch) as well as the control and monitoring system of the UPS device. 

If UPS devices are used as the only power supply device or as the only emergency 
power supply unit for a communications network or service component, they are 
subject to the same power supply back-up requirements as power supply systems 
consisting of separate accumulators, rectifiers and inverters. 

Another requirement is that all UPS devices must be secured with at least N+1 
redundancy. However, this is not required from an access network system, if the 
number of subscriber connections is ≤ 30. 

The requirements concerning the securing of UPS devices do not apply to UPS 
devices that are used as the power supply device or emergency power supply unit 
only for equipment or services that are not employed in public telecommunications, 
such as a web server. If, in addition to the above, the UPS device is also used as 
the only power supply device or as the only emergency power supply unit of 
equipment or services employed in public telecommunications, it must be secured 
according to the requirements of this Regulation. 

13  Rectifiers 

Rectifiers convert the AC power in the public electricity network to the DC power 
consumed by a communications network or service component. This section 
contains requirements for telecommunications operators concerning the 
dimensioning of rectifiers and the method of implementing rectifier redundancy. 

According to the Regulation, all rectifiers must be dimensioned so that the power 
needed for the load can be fed in parallel to the discharged accumulator without a 
standby rectifier. In addition, the rectifier must be able to recharge the discharged 
accumulator to 80 per cent of its nominal capacity within 48 hours in parallel with 
the load. A standby rectifier can also be used for recharging. 

Another requirement is that all rectifiers must be secured with at least N+1 
redundancy. However, this is not required from an access network system, if the 
number of subscriber connections is ≤ 30. 

Access network means the part of a public communications network which links 
internal communications networks in customers’ buildings to the 
telecommunications operator’s area or backbone network. 

14 Inventers 

Inverters convert DC current from a rectifier, accumulator, etc. to AC current. The 
combination of a rectifier/accumulator and an inverter may supply, for example, an 
AC blower that ensures the ventilation/cooling of an equipment facility; in this case, 
the accumulator back-up system (emergency power supply unit back-up system) is 
extended to also cover the AC blower. 

Inverters must also be secured with at least N+1 redundancy. However, this is not 
required from an access network system, if the number of subscriber connections is 
≤ 30. If the inverter is only used, for example, in accordance with the case 
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described in the previous paragraph (i.e. it does not feed any communications 
network or service components), N+1 redundancy is not necessary.  

15 Emergency power stations 

The principal function of emergency power stations is to replace the power supply 
from the public electricity network if a power cut occurs. This is necessary in case 
of failures of the public electricity network, but also in case of maintenance or 
repairs in the power supply system. 

The use of a ‘circulating emergency power station’ as an available mobile 
emergency power station is not acceptable. This is because experience has shown 
that circulating one emergency power station in several equipment facilities (for 
loading the accumulators in one equipment facility, moving to the next, loading the 
accumulators again, and so on) is not a realistic, generally applicable solution in 
long-term power cuts. 

15.1 Dimensioning of emergency power stations 

Emergency power stations (both mobile and stationary) must be dimensioned so 
that they enable the normal functioning of all communications system or service 
components in the equipment facility and the auxiliary systems supporting the 
operation of such components (such as cooling equipment). Similarly, also the 
various systems designed for the physical protection of the equipment facility (such 
as access control, locking, fire alarm and moisture detection systems) must 
function when fed from an emergency power station. 

Stationary emergency power stations 

A stationary emergency power station must turn on automatically in the event of a 
power cut. It will take some time to turn on the power station and stabilise the 
voltage and the frequency of the voltage produced by the power station within the 
required values. Automatically controlled power stations are switched to supply 
their load only when the voltage and the voltage frequency have reached the 
required values. Until then, the power required by the load is supplied with an 
emergency power supply unit, such as an accumulator. 

The fuel storage tank of a stationary emergency power station and the amount of 
fuel must be dimensioned for at least one week’s use. If it is impossible to 
dimension the fuel storage tank of a stationary emergency power station and the 
amount of fuel to meet a week’s demand because of a justified reason, a 
telecommunications operator must take other measures to ensure fuel supply to 
the stationary emergency power station for at least a week. This arrangement must 
be documented. Such an arrangement may, for example, be a fuel delivery contract 
with a fuel supplier based on sufficiently prompt fuel delivery times and the 
necessary sanctions. The dimensioning of the fuel storage tanks of stationary 
emergency power stations possibly employed in securing the power supply of 
communications network components with priority rating other than 1 or 2 may be 
smaller than required, in which case an alternative arrangement, such as the one 
described above, is recommended. 

A stationary emergency power station must be kept functional at all times. The 
condition of a stationary emergency power station feeding a communications 
network or service component of priority rating 1 or 2 must be tested at least every 
month by using the station for test use. The test use of an emergency power 
station feeding a communications network or service component with a priority 
rating 1 or 2 must be implemented at least annually so that the power supply for a 
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load secured with the station is cut off from the public electricity network and the 
stationary emergency power station feeds the power that the load needs. The test 
use must be continued at least for so long that all structural components of the 
stationary emergency power station are confirmed to be operable and the motor 
rotating the generator has reached its normal operating temperature. Keeping a 
stationary emergency power station functional at all times means, inter alia, that 
the functionality of the emergency power station is ensured with a variety of 
checks, tests and test runs, which do not, however, need to be repeated on a 
regular basis at fixed intervals. With respect to stationary emergency power 
stations feeding communications network or service components with priority rating 
1 or 2, however, such procedures must be repeated on a regular basis at least once 
a year. Keeping an emergency power station functional also refers to performing 
scheduled maintenance, such as changing the oils and replacing filters. In the 
context of a test use of a stationary emergency power station, an actual and 
sufficiently long-term power cut in the public electricity network caused by a storm 
or a similar reason may also be considered as cutting off the power supply from the 
public electricity network. With this interpretation, the test uses of stationary 
emergency power stations that must be repeated at least once a year, as required 
by the Regulation, will not cause unnecessary interruptions to terrestrial mass 
communications network transmitters that are not, and are not required to be, 
backed up with an emergency power supply unit. The structural components of a 
stationary emergency power station refer to the motor rotating the generator, the 
generator itself, automation, control and start-up accumulators and their chargers 
as well as fuel and cooling equipment. 

15.2 Mobile emergency power stations 

An available mobile emergency power station means a mobile emergency power 
station, which is reserved for a certain communications network or service 
component and which, for this reason, is available with certainty at all times for the 
back-up of the power supply of that component in the event of a failure. In the 
storage, maintenance and transport of such emergency power stations, it must be 
kept in mind that it must always be possible to connect the emergency power 
station to the back-up of the power supply of the component in question before the 
back-up time of the component’s emergency power supply unit has elapsed. An 
uninterrupted power supply to the component to be backed up must be secured by 
refuelling the emergency power station for the entire period of time the station is 
needed. 

The number of available mobile emergency power stations and the dimensioning of 
their power supply capacity must, on the basis of the requirements of the 
Regulation, allow maintaining, where necessary, the power supply to all those 
communications network or service components with priority ratings 1 or 2 for 
which the Regulation requires an available mobile emergency power station to 
secure their power supply. 

An available mobile emergency power station may also be used to secure the power 
supply of other communications network or service components than those for 
which it is reserved, if it is certain that the emergency power station may be, where 
and when necessary, connected to the back-up of the power supply of the 
component for which it is reserved. 

The number of available mobile emergency power stations is the minimum number 
of mobile emergency power stations that a telecommunications operator must 
have. If the telecommunications operator has fewer than ten communications 
network or service components with priority rating 1 or 2, with power supply 
secured with an available mobile emergency power supply in the manner specified 
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in the Regulation, it must, when assessing the sufficient number of mobile 
emergency power stations, also consider the number and location of components 
with a lower priority rating and their importance for its customers, and ensure that 
mobile emergency power stations with adequate power supply capacity are 
reserved also for components with a lower priority rating. The number of mobile 
emergency power stations of telecommunications operators that do not have any 
components with priority ratings 1 or 2 may be 0.2 times the number of 
communications network or service components with priority rating 3. 

15.3 Plan for securing power supply with mobile emergency power 
stations 

The purpose of the plan required by the Regulation is to provide 
telecommunications operators with the best possible ability to manage long-term 
(> 3 hours) power cuts in the public electricity network with mobile emergency 
power stations. The plan is particularly indispensable in the current situation where 
telecommunications operators have outsourced the repair and maintenance 
functions of their communications networks. The existence of the required updated 
plan also allows more efficient monitoring by both authorities and the 
telecommunications operator itself. 

16 Power supply for telecommunications terminal equipment 

In a standard connection to a public fixed telephone network, telecommunications 
terminal equipment are supplied power either directly from the electricity network 
or through the user connection – from the network terminal (in the case of an ISDN 
connection) or from the switching centre or concentrator (in the case of an 
analogue connection).  

To guarantee the availability of the telephone service and emergency calls in 
particular, telephone traffic to and from a standard connection to public fixed 
telephone network must be enabled also during power cuts with a single 
telecommunications terminal device. The necessary power supply must be arranged 
primarily from the switching centre or concentrator. It must be possible to supply 
power to the terminal for at least the minimum back-up time required by the 
priority rating of the supplying device. 

It is not necessary to arrange power supply to terminals of a telephone service 
based on IP technology or when a repeater is needed for an ISDN subscriber line, 
because it is not technically possible to arrange the power supply. When a 
telecommunications operator offers the above subscriptions to its customers, it has 
to inform them clearly of the possible limitations of the power supply to the 
terminal during power cuts in the public electricity network. 

Telecommunications operators customarily offer their customers ‘desktop GSM’ 
subscriptions, in which the GSM terminal resembles, in terms of its appearance and 
functions, a terminal of a fixed telephone network. In practice, the desktop GSM 
subscription is an ordinary mobile network subscription in which the terminal is 
similar to a fixed telephone network terminal. The Finnish Transport and 
Communications Agency recommends that telecommunications operators should 
inform their customers of the limitations of the power supply to the terminals of 
such subscriptions during power cuts in the public electricity network and of the 
possible battery back-up of the terminal. 
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17 Protection of equipment facilities 

The Regulation lays down general requirements concerning the physical protection 
of all priority-rated communications network or system components. According to 
section 4 of the Regulation, the priority rating of an equipment facility is the same 
as that of a communications network or service component of the highest priority 
rating placed in the facility. 

Each telecommunications operator is responsible for ensuring that an equipment 
facility complies with the physical protection requirements laid down in sections 17 
and 18 of the Regulation that concern its own communications network or service 
components. Even if there are communications network or service components of 
several different telecommunications operators in the same equipment facility, only 
the communications network or service components belonging to the 
telecommunications operator itself are relevant for the priority rating binding the 
telecommunications operator. 

With the physical protection of communications network or service components with 
no priority rating, it must be ensured that the components are not easily accessible 
to unauthorised persons. This may mean, for example, placing a component at a 
sufficient height or in a controlled room.  

17.1 Requirements concerning the physical protection of 
transmission systems 

In looped backbone and area networks, the transmission system components 
practically provide redundancy for each other. For this reason, the priority rating of 
the components of mutually redundant transmission systems of a backbone or area 
network is, in practice, determined according to the number of users and the size of 
the entire network. In this case, the priority rating of the components of such a 
network is often 1 or 2. 

The priority rating and the associated requirements for physical protection are 
justified, but in smaller municipalities, facilities meeting the requirements of priority 
rating 1 or 2 are not always available. It is not practical to acquire such facilities 
solely for such transmission system components. For this reason, this section 
provides for a relaxation of the physical protection requirements concerning such 
transmission system components: Concerning transmission system components 
with priority rating 1 or 2, if in the proximity of the location of the component there 
is no equipment facility meeting the requirements for the physical protection of the 
priority rating in question, the equipment facility containing such a transmission 
system component must meet at least the physical protection requirements for 
priority rating 3.  

However, it should be noted that if an equipment facility that meets the 
requirements of priority ratings 1 or 2 is available in the proximity (an area of 
approximately 500 km² with the component location at the centre) of the location 
of the transmission system component with this priority rating, the transmission 
system components should always be primarily located in facilities corresponding to 
their priority rating. This does not mean that a telecommunications operator should 
change its existing network if an equipment facility becomes available or a new 
facility is built within the area.  

17.2 Access control 

Requirements for access control in equipment facilities based on the priority rating 
of the relevant facility are set out in Table 3 of the Regulation. 
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Personnel and subcontractors refer to the personnel of the telecommunications 
operator, the personnel of its subcontractors, and the personnel of another 
telecommunications operator leasing the facilities of the telecommunications 
operator or its subcontractors.  

Visitors, on the other hand, mean any other persons accessing the facilities of the 
telecommunications operator than those referred to in the previous paragraph, such 
as visiting students. 

An electronic key means an electronic opening device that enables access rights to 
be defined down to the level of individual electronic opening devices and each 
access to be registered (e.g. iLOQ and CLIQ). A key-operated mechanical lock 
means a lock operated with a regular mechanical key, such as an EXEC or SENTO 
key. A key-operated electromechanical lock, on the other hand, means a lock that 
can be operated remotely, with a clock control, a push button or the like. An 
electromechanical lock may be controlled with a clock, in which case the lock is 
always opened with a key from the outside, but from the inside the lock is opened 
with a push button during the day and with a key or an emergency exit knob during 
the night.  

In this context, a mechanical key does not mean a triangle key or similar key that 
is commonly available in large numbers. 

Telecommunications operators must implement the locking of doors leading to an 
equipment facility with priority rating 3 and the access control of such facilities 
using at least door locks based on an electronic key. The purpose is to improve the 
security and access control of equipment facilities with priority rating 3. Jointly used 
facilities often are equipment facilities with priority rating 3. This requirement is not 
considered to be unreasonable for telecommunications operators as, according to 
the Finnish Transport and Communications Agency’s knowledge, many 
telecommunications operators are already using locks based on electronic keys in 
their equipment facilities with priority rating 3 and, therefore, already fulfil the new 
requirement. 

Telecommunications operators are obligated to lock electrical cabinets connected to 
equipment facilities with priority ratings 3, 4 or 5 that are directly accessible to 
unauthorised persons and that supply the electricity required by communications 
network equipment located in equipment facilities using a key-operated mechanical 
or electromechanical lock. The purpose of this obligation is to prevent any 
unauthorised access to the power supply of communications network equipment. 
This obligation does not apply to electrical cabinets that are located inside locked 
equipment facilities.   

Here, ‘directly’ means, for example, that a wall box, enclosure, or electrical cabinet 
does not have a door, the door is unlocked, or the door only includes a lock opened 
using a triangular key. Furthermore, “direct” covers situations where an unlocked 
wall box, enclosure or switchboard or one locked with a lock opened using a 
triangular key is installed higher than normal, while it still can be accessed using 
ladders, for example. The Finnish Transport and Communications Agency 
recommends that the access of the personnel, including those of the 
subcontractors, of a telecommunications operator that is leasing facilities from 
another telecommunications operator should be controlled by the lessor 
telecommunications operator in a similar manner as required by section 17 of the 
Regulation for the equipment facilities owned by the telecommunications operator 
itself. Alternatively, the equipment facilities of the lessee are at least recommended 
to be separated from the equipment facilities of the lessor so that the personnel of 
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the lessee do not need to access the actual equipment facilities of the lessor 
(excluding lobbies, hallways, corridors and so on). 

17.3 Structure of the equipment facilities 

Table 4 of the Regulation presents different requirements for the structures of 
equipment facilities based on their priority ratings. 

As an exception to the structural requirements specified in Table 4, a 
telecommunications operator may place a component providing redundancy to a 
communications network or service component with priority rating 1 in an 
equipment facility whose surrounding structure only meets the requirements for 
priority rating 2. It should be noted that the exemption does not concern the doors 
and windows of the equipment facility, which must comply with the requirements of 
priority rating 1. The surrounding structure refers to the walls, roof and floor of the 
building. 

An equipment facility of priority rating 1 must, according to the Regulation, be 
situated below ground or its surrounding structure must comply at least with the 
requirements for a reinforced concrete shelter of protection class S1. Requirements 
for the surrounding structure of reinforced concrete shelters of protection class S1 
are laid down in Government decree on civil defence shelters (408/2011)11 and the 
Decree of the Ministry of the Interior on technical requirements for civil defence 
shelters and the maintenance of civil defence shelter equipment (506/2011)12. 
According to the decree, the structure surrounding a reinforced concrete shelter of 
class S1, i.e. the roof and walls, must be made from reinforced concrete of at least 
300 mm in thickness. 

According to the Regulation, an equipment facility with priority rating 2 must be 
made from stone or steel and built so that the wall elements cannot be removed 
intact from outside the facility. A steel structure equipment facility can, for 
example, be built in a steel shipping container. The roof, floor and walls of the 
facility must hold against break-in with conventional hand tools.  

 

The Regulation lays down the following criteria for the break-in resistance of the 
structure, installation and locking systems of the doors to the equipment facility: 

• must hold against attempts to break-in with heavy tools, 

• must hold against attempts to break-in with conventional hand tools, and 

• must hold against attempts to break-in without specific tools. 

A break-in without specific tools means breaking in to the equipment facility by, for 
example, kicking, pulling or lifting the door or by pushing it with a shoulder. This 
corresponds roughly to resistance class 1 of standard SFS-EN 162713. 

A break-in with conventional tools means breaking into the equipment facility by 
using a screwdriver, hammer, crowbar or a similar tool. This corresponds roughly to 
resistance classes 2 and 3 of standard SFS-EN 1627. 

                                           
11 Government decree on civil defence shelters (408/2011); for an up-to-date version, see: 
https://www.finlex.fi/fi/laki/ajantasa/2011/20110408 
12 Decree of the Ministry of the Interior on technical requirements for civil defence shelters and the maintenance of 
civil defence shelter equipment (506/2011): https://www.finlex.fi/fi/laki/alkup/2011/20110506 
13 Finnish Standards Association SFS: https://www.sfs.fi/en 
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A break-in with heavy tools means breaking into the equipment facility by using an 
axe, chainsaw. or power tools (such as a drill, angle grinder, keyhole saw, etc.). 
This corresponds roughly to resistance classes 4 to 6 of standard SFS-EN 1627. 

General guidelines for the structural break-in protection of equipment facilities are 
also available in the loss prevention guidelines of Finance Finland14:  

 
17.4 Alarms triggered by circumstantial factors 

Table 5 of the Regulation lists the requirements concerning the alarms triggered by 
circumstances in the equipment facility on the basis of the priority rating of the 
equipment facility. The requirements of the Regulation are also related to section 4 
of Regulation 6615 requiring the monitoring of circumstances. 

Control personnel mean the personnel of the telecommunications operator or its 
subcontractor that monitor the operation of the telecommunications operator’s 
communications networks and services 24 hours a day, 7 days a week throughout 
the year. The control personnel may include personnel working in the control room 
of the telecommunications operator, a duty officer or a stand-by employee who 
works outside standard office hours from home using a remote connection, or the 
corresponding employees of the subcontractor of the telecommunications operator. 

This Regulation does not lay down requirements concerning control room terminals 
of the management network that are located in office rooms or, more generally, 
anywhere outside the actual equipment facilities. Section 8 of Regulation 6716 
provides for the protection of management network and management connection 
traffic.  

If the control room terminals are situated in the equipment facility, the facility must 
meet the requirements of the priority rating of the communications network or 
service component to be controlled with the control room terminal. It should also 
be noted that the criteria for the priority rating of the management network itself 
are the same as the requirements concerning the communications network or 
service component controlled or managed through the network. 

Requirements of the equipment facilities with priority ratings 1 or 2 listed in Table 5 
of the Regulation include an automatic fire alarm system. This means a fire alarm 
system designed to detect a fire when it starts. In other words, the purpose of the 
system is to alert so early that it is still possible to extinguish the fire. The fire 
alarm system may be a sampling one or equipped with a laser probe. 

18 Transmission links 

When installing or digging transmission links, a telecommunications operator must 
comply with the requirements of the currently valid standard SFS-EN 50174-3, 
second edition17 (adopted on 28 April 2014). If other legal provisions lay down 
more demanding requirements than the standard concerning, for example, the 
installation depth of ground cables or the installation height of aerial cables, the 
more demanding requirements must be complied with. In addition to the above 
standard, telecommunications operators must comply with the physical protection 

                                           
14 https://www.finanssiala.fi/en 
15 At the time of publishing this report, regulation Traficom 66 A/2019 M on disturbances in telecommunications ser-
vices; for an up-to-date version, see: https://www.traficom.fi/en/regulations. 
16 At the time of publishing this report, regulation FICORA 67 A/2015 M on information security in telecommunications 
operations; for an up-to-date version, see: https://www.traficom.fi/en/regulations. 
17 Finnish Standards Association SFS: https://www.sfs.fi/en 
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requirements listed in Table 6, which have remained unchanged compared to the 
previous Regulation. 

The above standard contains, inter alia, the requirement for a signal ribbon or 
conductor to be installed alongside a ground cable to enable the location of the 
cable to be determined with an appropriate cable detection device. Alternatively, 
the location data of a ground cable must be documented at the installation site 
(paragraph 5.3.7.4.1 of the standard). 

The Regulation allows for a possibility to deviate from the minimum installation 
depths listed in standard SFS-EN 50174-3 for access networks, taking into 
consideration the installation circumstances, the structure of the cable and 
sufficient protection of the cable. If the requirements of the standard are deviated 
from, the recommendations of the manufacturers of the cable, the cable duct and 
other protection equipment concerning the installation and protection of the cable 
must be followed.  

The requirements of this section do not apply to the digging of a building cable on a 
private plot of land.  For example, when installing the local loop of an optical access 
network to a detached house, the requirements apply to the excavation work in the 
street area, but not to the digging of the building cable in the private area of the 
house plot. In such cases, however, it is recommended to install the cables at least 
at the depths specified in the standard. 

Submarine cables used for public telecommunications operations comprise a vital 
part of the infrastructure of Finnish communications networks. During its technical 
inspections, the Finnish Transport and Communications Agency has discovered 
flaws in the protection of submarine cable landing parts. With this Regulation, the 
Agency obligates telecommunications operators to protect their submarine cables. 
In coastal areas and shallow waters, unprotected submarine cables are exposed to 
damage resulting from the weather, waves, and unintentional and intentional 
vandalism. 

Submarine cables that are connected to communications network components with 
priority rating 1 or 2 must be protected in compliance with ITU-T Recommendation 
L.28 so that submarine cables built after 1 July 2021 must be protected with shells 
and buried at a depth of at least two metres between the water’s edge and the 
nearest beach manhole or equipment station. If the ground type at the cable 
landing point does not allow burial, for example, because of the bedrock rising close 
to the surface, the cable must be otherwise protected as possible, such as by 
means of shells. Close to the shore between the water’s edge and a water depth of 
five metres, new and existing unprotected cables must be protected with shells and 
buried at a depth of one metre at the sea bottom. If the sea bottom does not allow 
burial, for example, due to bedrock, the cable must be otherwise protected as 
possible, for example by using sandbags.  

Here, “shells” mean a protective structure for cables made from cast iron elements. 
These elements can protect cables, for example, against mechanical chafing and ice 
loads, and they can be installed during or after the cable installation phase. Shells 
can also be implemented by other means, for example, by using concrete if it 
achieves the same level of protection. Here, “beach manhole” means the first cable 
access chamber when viewed from the sea, where the submarine cable is extended 
or the cable type is changed into a terrestrial cable. 

Submarine cables built after 1 July 2021 must be buried at the sea bottom at a 
depth of one metre, also from a water depth of five metres up to a water depth of 
30 metres, if possible. However, the cable must be protected at least 500 metres 
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away from the landing point. If the sea bottom does not allow burial, the cable 
must be otherwise protected as possible, for example by using sandbags.  

Beach manholes of new submarine cables must always be locked. Existing 
uncovered or unlocked beach manholes of submarine cables must be locked or 
protected by means of covering them or filling them with gravel.  

Beach manholes must be locked so that the submarine cable extensions and other 
structural parts located inside them are better protected against vandalism, for 
example. Here, “covering” means that a manhole is protected by means of 
landscaping so that its location is not directly visible. 

Telecommunications operators must inspect and documents all landing points of 
submarine cables connected to communications network components with priority 
rating 1 or 2 at least once every five years. The documentation must include 
photographs and coordinates of the submarine cable landing points. 

19 Implementation of frequency synchronisation 

Inadequate synchronisation would cause transmission errors and subsequent 
disruptions in communications connections and services. ITU-T Recommendation 
G.82218 determines minimum requirements for transmission and service quality. 
Compliance with these requirements must be ensured when implementing 
synchronisation.  

The Finnish Transport and Communications Agency’s recommendation 
Synchronization in communications networks contains a detailed explanation of 
synchronisation principles and structures and the available options as well as a list 
of the related standards. 

A hierarchically built and secured synchronisation network ensures, as far as 
possible, an undisturbed operation of communications networks and services also in 
case of various network failures. 

Whether the method used is synchronous or pseudo-synchronous, the top-level 
primary reference clock (PRC) system must comply with the requirements of 
section 20. 

It is also required that the PRC system must be established in Finland. The 
following are examples of the reasons why the requirement concerning the 
establishment of the PRC system in Finland is justified:  

• if the top-level PRC system would not be established in Finland and the 
connection by the telecommunications operators to their PRC systems 
established abroad would be lost (in case of, for example, a failure of 
international telecommunications), connections between telecommunications 
operators and, for example, GSM and 3G networks would begin to experience 
disturbances in just a few days (even though the impact on internal 
connections of telecommunications operators would be less significant),  

• if a telecommunications operator using a synchronisation source established 
abroad would lose the connection to its source, it would perform the 
synchronisation using an interface with another telecommunications operator 
until the foreign source would be restored, and 

• using a shared synchronisation source would ensure that the source of this 
level would remain in Finland.  

                                           
18 ITU-T Recommendation G.822 Controlled slip rate objectives on an international digital connection: 
https://www.itu.int/rec/T-REC-G/en 
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Section 281 of the Act on Electronic Communication Services concerns the 
obligation of contingency planning and preparations for exceptional circumstances. 
Pursuant to section 281, a telecommunications operator must ensure that its 
activities will continue with minimal disruption even in the exceptional 
circumstances referred to in the Emergency Powers Act and in disruptive situations 
under normal circumstances. 

Section 283 of the Act on Electronic Communications Services concerns the location 
of a critical communications system. Pursuant to section 283, a telecommunications 
operator must ensure that a communications system that is critical to the 
communications service it provides as well as its guidance, maintenance and 
control may be returned to Finland without delay using the state authority referred 
to in section 60, subsection 1, paragraph 8 of the Emergency Powers Act and that 
the service or system it provides can be maintained from a location determined 
using the procedure referred to in subsection 1 of this section. This obligation does 
not apply to communications services of minor significance.  

National communications networks are dependent on the operation of the PRC 
system. Therefore, it is justified to consider the PRC system a critical 
communications system within the meaning of the Act on Electronic 
Communications Services. 

Replacing the PRC system with another system established in Finland may prove 
challenging or impossible during disruptions or in exceptional circumstances. It is 
estimated that such a replacement operation could take at least 6 months. In 
practice, the requirement of returning without delay could mean that Finland 
should, at all times, have in reserve an alternative synchronisation network and a 
PRC system based entirely on national systems.  

On the basis of the documentation provided by the telecommunications operator 
implementing the synchronisation, the telecommunications operators of the 
transmission chain are able to verify that the maximum values set for the numbers 
of the different nodes of the transmission chain are not exceeded. 

20 Requirements for synchronisation clocks in frequency 
synchronisation 

Complying with the quality requirements for frequency synchronisation in the entire 
transmission chain requires that each node of the synchronisation network meets 
the requirements of its hierarchical level.  

The Finnish Transport and Communications Agency's recommendation 
Synchronization in communications networks describes the structure of a 
synchronisation network using different transmission system technologies and 
details the ITU-T recommendations determining the requirements for the clocks at 
each hierarchical level.  

In the synchronisation of packet networks (Synchronous Ethernet), a situation may 
emerge where a part of the synchronisation network is replaced with an Ethernet 
device. Also in these cases, it must be ensured that the synchronous Ethernet node 
in question meets the requirements of the synchronisation nodes at this level. 

21 Implementation and resilience of time and phase synchronisation 

The 5G network technologies to be deployed in Finland use time division duplexing 
(TDD). In TDD, a single radio channel is used to transmit incoming and outgoing 



 
Explanatory notes 

52 (59) 
TRAFICOM/54045/03.04.05.00/2020 

 
traffic, whereas separate channels are assigned for incoming and outgoing traffic in 
frequency division duplexing. 

When using TDD, the transmission and receipt times of radio transmitters must be 
synchronised so that there are no simultaneous incoming or outgoing transmissions 
between base stations and terminal devices. Simultaneous transmissions would 
cause interference in base station and terminal device transmissions, leading to low 
activity in mobile networks or even to prevented operations. Interference would not 
only be directed at a single mobile network and its frequency block, but it could 
also be directed at other mobile networks operating in the same geographical area 
and in adjacent frequency blocks. 

To operate without any interference, time and phase synchronisation alongside 
existing frequency synchronisation must be deployed when building 5G networks 
based on TDD in Finland. Operators using phase synchronisation at adjacent TDD 
frequencies must agree upon a reference time to be used for the frequency range in 
question. 

On the basis of 3GPP specifications, the strictest synchronisation requirement 
regarding the prevention of interference applies to network cells that have 
overlapping coverage areas. In these cases, a difference of at most 3 µs is 
permitted for the start time of frames transmitted from different cells (3GPP TS 
38.133, section 7.4).  

In practice, time and phase synchronisation needs to be implemented on the basis 
of time and phase data obtained from GNSS, at least during the initial stages of 5G 
network deployment. However, GNSS may be susceptible to interference and 
disturbance.  

Pursuant to section 281, subsection 1 of the Act on Electronic Communications 
Services, a telecommunications operator must ensure that its activities will continue 
with minimal disruption even in the exceptional circumstances referred to in the 
Emergency Powers Act and in disruptive situations under normal circumstances. 

Time and phase synchronisation obtained through GNSS must be secured through 
the fixed network so that time and phase synchronisation is sufficiently accurate, 
considering the operation of TDD-based networks, for at least two weeks if 
synchronisation via GNSS is unavailable. 

Time and phase synchronisation can be transferred via the fixed network using the 
Precision Time Protocol (PTP). Telecommunications operators may deviate from the 
two-week resilience period set for time and phase synchronisation regarding 
individual base stations if it cannot be implemented at a reasonable cost. 
Telecommunications operators must document by the end of the transitional period 
information about these base stations and their locations, as well as detailed 
information about the reasons why the resilience period is not possible at a 
reasonable cost by the end of the transitional period. With respect to any similar 
base stations commissioned after the end of the transitional period, the above-
mentioned information must be documented by the end of each year. In the same 
connection, telecommunications operators must also document information on any 
base stations that have been subject to the exceptions referred to above but for 
which resilience has been implemented during the year in question. 

Section 283 of the Act on Electronic Communications Services concerns the location 
of a critical communications system. Pursuant to section 283, a telecommunications 
operator must ensure that a communications system that is critical to the 
communications service it provides as well as its guidance, maintenance and 
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control may be returned to Finland without delay using the state authority referred 
to in section 60, subsection 1, paragraph 8 of the Emergency Powers Act and that 
the service or system it provides can be maintained from a location determined 
using the procedure referred to in subsection 1 of this section. This obligation does 
not apply to communications services of minor significance. 

Time synchronisation can be considered to be a critical system for operations when 
critical traffic is transmitted via a network which is dependent on its operations or 
when a significant part of traffic passes through a network which is dependent on 
its operations. In practice, returning synchronisation to Finland is not possible, at 
least during the initial stage, because transferring synchronisation via a fixed 
network is not possible so that the synchronisation remains accurate for a sufficient 
period. 

As the significance and use of 5G networks increase and the related technology and 
standards develop further, the Finnish Transport and Communications Agency may 
re-examine the two-week minimum resilience period and extend it, if necessary. 

The Finnish Transport and Communications Agency recommends that 
telecommunications operators investigate the opportunity to develop their networks 
so that time and phase synchronisation would be wholly possible via the fixed 
network over a time span of five years.  

 

22 Maintenance and documentation of synchronisation 

The synchronisation arrangements of communications networks must be taken into 
account and kept up to date whenever the structures of communications networks 
change. 

The synchronisation documentation must contain at least the number of clocks at 
different levels and their location in the transmission chain. 

 

ENTRY INTO FORCE AND TRANSITIONAL PROVISIONS 

The Regulation enters into force on 1 July 2021 and will remain in force until further 
notice. 

The Regulation contains a transitional provision concerning power supply back-up 
requirements to provide telecommunications operators with the time and possibility 
to implement the necessary changes in a cost-effective manner:  

Mobile networks’ basic coverage area base stations and the 
emergency power supply units and rectifiers for their transmission 
systems constructed or under construction before this Regulation 
enters into force must meet the requirements laid down in section 8 
of this Regulation for securing the power supply regarding base 
stations in LTE networks as follows: by 31 December 2023 the back-
up time for an emergency power supply unit with priority rating 5 is 
≥ 3 hours in accordance with Table, and ≥ 4 hours and ≥ 2 hours in 
accordance with footnote 6 of Table 2, and by 31 December 2021, 
the back-up time for an emergency power supply unit regarding base 
stations in 5G networks is ≥ 15 minutes in accordance with footnote 
6 of Table 2. 
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Until then, the base stations and the emergency power supply units 
and rectifiers for their transmission systems must at least meet the 
requirements set in FICORA Regulation 54 B/2014 M. 

The above deadline of 31 December 2023 for extending the back-up time of the 
emergency power supply units of mobile networks’ basic coverage area base 
stations in LTE networks and their transmission systems is justified, because many 
base stations already meet the requirement. Furthermore, the explanatory notes of 
Regulation 54 A/2012 state that the backup time of the LTE network will most likely 
be extended if the LTE network’s “importance, use or network coverage changes 
substantially from what it is now”. In other words, telecommunications operators 
have, since 2012, known that the back-up times of base stations in LTE networks 
will be extended and have been able to prepare for it.  The significance, use and 
network coverage of LTE networks have increased considerably since 2012. 

The aforementioned deadline of 31 December 2021 for the resilience period of 
emergency power supply units of base stations in the 5G network and their 
transmission systems is justified because not many base stations have yet been 
built for the 5G network and the base stations that have already been built are 
mainly located in existing base station locations.  

A transitional provision has been included in the Regulation with respect to the 
testing of emergency power supply units and the documentation of test results. The 
purpose of the provision is to give telecommunications operators time so that they 
can implement the changes mainly in connection with maintenance work.  

Emergency power supply units constructed or under construction 
before this Regulation enters into force must be tested and the test 
results documented in accordance with section 10 of this Regulation 
by 31 December 2022. Until this time, checks to ensure the 
operation and capacity of emergency power supply units must meet 
at least the requirements laid down in FICORA Regulation 54B/2014 
M. 

The above-mentioned transitional period is justified to give telecommunications 
operators have time to implement the required changes. 

The Regulation contains a transitional provision concerning the protection of beach 
manholes. The purpose of the provision is to provide telecommunications operators 
with the time and possibility to implement the necessary changes in a cost-effective 
manner: 

Submarine cables and their beach manholes constructed and under 
construction before the entry into force of this Regulation must fulfil 
the requirements of section 18 of this Regulation regarding 
uncovered or unlocked beach manholes by 31 December 2022. 

The Regulation contains a transitional provision concerning requirements for the 
protection of equipment facilities. The purpose of the provision is to provide 
telecommunications operators with the time and possibility to implement the 
necessary changes in a cost-effective manner: 

Equipment facilities constructed and under construction before the 
entry into force of this Regulation must fulfil the requirements for the 
protection of equipment facilities set out in section 17 of this 
Regulation regarding the locking and access control of doors leading 
to equipment facilities with priority rating 3 using at least door locks 
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and access control based on electronic keys by 31 December 2022 
and the locking of electrical cabinets connected to equipment 
facilities with priority rating 3, 4 or 5 by 31 December 2022. 

Until then, these equipment facilities must at least fulfil the protection requirements 
set out in regulation FICORA 54 B/2014 M. 

The aforementioned deadline of 31 December 2022 for the locking and access 
control of doors leading to equipment facilities with priority rating 3 based on 
electronic keys is justified because, according to the Finnish Transport and 
Communications Agency’s knowledge, many telecommunications operators are 
already widely using locks based on electronic keys in their equipment facilities with 
priority rating 3 and, therefore, already fulfil the new requirement. The 
aforementioned deadline of 31 December 2022 for the locking of electrical cabinets 
located in equipment facilities with priority rating 3, 4 or 5 is justified because the 
provision only aims to clarify that the obligation to lock cabinets originally applied 
to these electrical cabinets. This obligation does not apply to electrical cabinets that 
are located inside locked equipment facilities. 

The transitional provisions of the Regulation do not apply to communications 
network or service components or equipment facilities to be commissioned after the 
Regulation enters into force, and they must be designed from the beginning to 
meet the requirements of this Regulation. 

MONITORING 

Compliance with and the effectiveness of the Regulation will be monitored for 
example by means of inspections, separate surveys conducted on a case-by-case 
basis and feedback received from telecommunications operators. 
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ANNEX 1 

Legal basis of the Regulation and other related provisions 

This Annex describes first the legal basis of the Regulation, including the Finnish 
Transport and Communications Agency’s regulatory powers, followed by other key 
provisions related to the matter. 

Legal basis of the Regulation 

This Regulation is based on sections 243, 244 and 247 of the Act on Electronic 
Communications Services.  

Quality requirements for a communications network and service  

The Regulation is related to the requirements set out in section 243, subsection 1, 
paragraphs 1, 2, 5, 7, 9 and 14 of the Act on Electronic Communications Services, 
according to which public communications networks and communications services 
and the communications networks and services connected to them must be 
planned, built and maintained in such a manner that: 

1) the technical quality of electronic communications is of a high standard and 
information security is ensured; 

2) the networks and services withstand normal, foreseeable climatic, mechanical, 
electromagnetic and other external interference as well as information security 
threats; 

5) access to emergency services is secured as reliably as possible even in the event 
of network disruptions; 

7) the data protection, information security and other rights of users and other 
persons are not endangered; 

9) the networks and services do not cause unreasonable electromagnetic or other 
interference or information security threats; 

14) they function as reliably as possible even in the exceptional circumstances 
referred to in the Emergency Powers Act (1552/2011) and in disruptive situations 
under normal circumstances. 

These quality requirements referred to in paragraphs 1, 2 and 14 of subsection 1 
must be commensurate with the number of users of the communications networks 
and services, the geographical area served, as well as their significance to the 
users. 

The measures referred to in paragraphs 1, 2, 7 and 9 of subsection 1 related to 
information security mean measures to ensure the security of operations, 
communications, equipment and programmes, as well as the security of information 
material. These measures shall be commensurate with the seriousness of threats, 
level of technical development to defend against the threat and costs incurred by 
these measures. 
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Regulations on communications networks and communications services  

This Regulation specifies the aforementioned technical requirements of section 243 
under the following paragraphs of section 244 pursuant to which regulations issued 
by the Finnish Transport and Communications Agency may relate to: 

1) priority rating, power supply, ensuring maintenance of integrity and redundancy 
routes; 

2) electronic and physical protection of a communications network and the related 
site; 

3) performance capacity, information security and functionality as well as their 
maintenance, follow-up and network management; 

5) structure of communications networks and technical characteristics of 
communications network termination points; 

6) technical aspects of implementing and safeguarding emergency traffic; 

8) interconnection, interoperability, signalling and synchronisation; 

12) technical documentation and statistics as well as the form of related documents 
and their storage; 

13) standards to be complied with;  

14) other comparable technical requirements set for a communications network or 
communications service. 

 

Obligation of a communications provider or a provider of added value services to maintain 
information security  

 

The Regulation is related to a requirement laid down in section 247, subsection 1 of 
the Act on Electronic Communications Services, according to which communications 
providers, such as telecommunications operators, when transmitting messages, 
must maintain the information security of their services, messages, traffic data and 
location data.  

Pursuant to subsection 3 of the said section, the information security measures 
must be commensurate with the seriousness of threats, level of technical 
development to defend against the threat and costs incurred by these measures. 

Under subsection 4, the Finnish Transport and Communications Agency may issue 
further regulations on information security referred to in subsections 1 and 2. 

Technical regulations issued by the Finnish Transport and Communications Agency 

This chapter describes other regulations issued by the Finnish Transport and 
Communications Agency related to the subject matter of this Regulation. The aim of 
this chapter is to assist the reader of the Regulation in creating an overview of the 
obligations concerning communications networks and services. 
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The Regulation on the technical implementation and ensuring of emergency traffic 
contains requirements with which it is ensured, as regards public communications 
networks, that emergency calls and emergency text messages as well as related 
information essential for the emergency service are transferred from 
communications networks to Emergency Response Centres.  The requirements of 
the Regulation also ensure better chances of success for emergency calls in the 
event of different congestion and disturbance cases in communications networks.  

 

The Regulation on the electronic protection of a communications network makes 
obligatory certain measures to protect a public communications network and a 
communications network connected to a public communications network with 
which the network can be made to endure and withstand overvoltage of climatic 
origin and caused by other networks. The objective of the requirements is to 
prevent a communications network from causing danger and to improve the 
reliability of the communications network. 

The Regulation on the quality and universal service of communications networks 
and services applies to the measurement and management of the operability, 
performance, reliability and quality of communications networks and services. The 
Regulation contains general obligations that apply to all public communications 
networks and services as well as special requirements for telephone services, 
internet access services and television services. In addition, the Regulation 
specifies the meters used for quality assessment of customer services. The 
Regulation also determines in detail the measurement and verification 
requirements for internet access subscriptions covered by the universal service 
obligation as well as the technical features of universal service subscriptions 
provided to persons with hearing and speech impairments.  

The Regulation on disturbances in telecommunications services. Chapter 2 of the 
Regulation lays down general obligations concerning communications networks 
and services for the purpose of prevention, detection and management of 
disturbances with network and service management, including management of 
modifications. Section 4 of the Regulation provides for the control of and 
appropriate response to the power supply and circumstance monitoring required 
by this Regulation. 

The Regulation on information security in telecommunications operations. This 
Regulation applies to operations related to the provision of public communications 
services by telecommunications operators as well as to the systems, 
communications networks and services employed by telecommunications 
operators for public telecommunications, and it lays down provisions primarily on 
the management of information security issues by telecommunications operators. 
The objective of the Regulation is to make the consideration of information 
security issues part of the everyday operations of telecommunications operators. 
In other words, the Regulation serves to ensure that information security factors 
are taken into consideration routinely and, through effective processes, as part of 
the implementation of communications networks and services. 

The above list reflects the situation at the time of the publication of these 
explanatory notes. All regulations issued by the Finnish Transport and 
Communications Agency are published on the Agency’s website at 
www.traficom.fi/en and on Finlex. 
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