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Rationale of the regulation 

1. Background and legal basis of the regulation 

Provisions on the devices used in the critical parts of a communications network are 

laid down in section 244 a (in Act 1207/2020; HE 98/2020 vp) of the Act on Electronic 

Communications Services (917/2014). According to subsection 1 of said section, a 

communications network device must not be used in the critical parts of a public com-

munications network if there are strong grounds for suspecting that the use of the 

device would endanger national security or national defence in such a way as to enable 

foreign intelligence or activities that would disrupt, paralyse or otherwise adversely 

affect Finland’s important interests, the basic functions of society or the democratic 

social order. The subsection goes on to state that the critical parts of a communications 

network are key functions and measures of a network that are used to control or man-

age network access and network traffic in a significant manner.  

According to section 244 a, subsection 6 of the Act on Electronic Communications Ser-

vices, the Finnish Transport and Communications Agency (hereinafter also referred to 

as “Traficom”) shall issue more detailed regulations on the technical definition of com-

munications networks, especially their critical parts, taking into account the recom-

mendations of the Advisory Board for Network Security referred to in section 244 b.  

As regards the application of section 244 a, subsection 1 of the Act on Electronic Com-

munications Services, the assessment of whether there are strong grounds to suspect 

that the use of a network communications device would endanger national security or 

national defence can be considered separate from the assessment of the critical parts 

of a communications network. This regulation does not concern the assessment of this 

so-called endangerment condition as, according to subsection 6, Traficom’s mandate 

to issue regulations is limited to the technical definition of the critical parts of commu-

nications networks. 

On 29 January 2020, EU Member States published the EU Toolbox of risk mitigating 

measures1, a common set of instruments to manage and address the security risks of 

5G networks. This regulation contributes to the implementation of the measure of the 

EU Toolbox concerning the protection of critical network components.  

In addition to section 244 a, subsection 6 of the Act on Electronic Communications 

Services, the Finnish Transport and Communications Agency’s mandate to issue regu-

lations is based on section 244, paragraphs 1, 3 and 12 of the Act. The Finnish 

Transport and Communications Agency may issue regulations relating to priority rating 

according to paragraph 1, information security and functionality as well as their 

maintenance, follow-up and network management according to paragraph 3 and tech-

nical documentation and statistics as well as the form of related documents and their 

storage according to paragraph 12. 

2. Other relevant regulations issued by the Finnish Transport and Communica-
tions Agency 

Regulation 67 on information security in telecommunications operations defines the 

minimum requirements for the implementation of information security. The purpose of 

this regulation is to ensure that the consideration of information security is part of the 

                                           

 

1 Cybersecurity of 5G networks – EU Toolbox of risk mitigating measures. CG Publication 01/2020. https://digital-strat-
egy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures.   

https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures
https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures
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everyday activities of telecommunications operators. The regulation aims to ensure 

that information security matters are routinely considered through efficient processes 

as part of the implementation of communications networks and services.  

Regulation 54 on the resilience of communications networks and services and synchro-

nisation of communications networks imposes minimum obligations on telecommuni-

cations operators concerning, among other things, the resilience of the power supply 

of devices used in the implementation of communications networks and services, the 

resilience of devices and connections and the physical protection of devices.  

Regulation 66 on disturbances in telecommunications services addresses various types 

of disturbances in telecommunications. The regulation covers both events where ser-

vices offered by a telecommunications operator are subjected to or threatened by a 

significant information security violation (information security incident) and events 

that prevent a communications service from functioning or cause significant disturb-

ance (functionality incident). The regulation imposes obligations on telecommunica-

tions operators concerning the detection and management of information security and 

functionality incidents as well as related notifications and statistics. 

Recommendation 311 on contingency planning for telecommunications operations pro-

vides telecommunications operators with advice on how to ensure compliance with the 

contingency planning obligations of the Act on Electronic Communications Services. 

This recommendation, which is partly confidential, is not a public, all-encompassing 

guide on preparedness, continuity and contingency planning. Instead, it covers issues 

that the Finnish Transport and Communications Agency recommends telecommunica-

tions operators take into account as part of their contingency planning obligation and 

their existing preparedness procedures.  

Regulation 58 on the quality and universal services of communications networks and 

services concerns the measurement and management of the functionality, perfor-

mance capacity, reliability and quality of communications networks and services. The 

regulation contains general obligations that apply to all public communications net-

works and services as well as special requirements for telephone services, internet 

access services and television services.  

Regulation 33 on the technical implementation and ensuring of emergency traffic con-

tains requirements to ensure that emergency calls and emergency text messages and 

essential emergency services information related to them is transferred from telecom-

munications networks to the emergency response centres. The requirements also en-

sure better chances of success for emergency calls in different cases of congestion in 

the network and in the event of communications network disturbances.   

3. Objective of the regulation 

The objective of the regulation is to define the critical parts of a communications net-

work. In accordance with the rationale of the government proposal (HE 98/2020 vp) 

and the Transport and Communications Committee’s report (LiVM 16/2020 vp), the 

regulation provides a technical description of the critical parts of a communications 

network, meaning the key functions and measures of a network that are used to con-

trol and manage network access and network traffic in a significant manner.  

The regulation guides telecommunications operators and dedicated network operators 

covered by its scope of application in the design of networks, the procurement of net-
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work devices and the building, maintenance and administration of networks. The reg-

ulation promotes national security and information security in communications net-

works. 

The regulation specifies the parts of a communications network that the obligation not 

to use a communications network device imposed by section 244 a of the Act on Elec-

tronic Communications Services may pertain to. As such, the regulation clarifies the 

scope of application of the section in question. 

4. Other implementation options 

4.1. Networks and network technologies covered by the scope of application of the regulation 

The scope of application of section 244 a of the Act on Electronic Communications 

Services encompasses all public communications networks and the dedicated networks 

of operators essential to the vital functions of society that have been connected to a 

public communications network.  

During the drafting of the regulation, Traficom assessed which networks should first 

and foremost be covered by the regulation, considering that the scope of application 

of the regulation can be expanded at a later stage, if necessary. In this assessment, 

Traficom considered the urgency and effectiveness of defining the critical parts of a 

communications network and the amount of work that the definition will require. 

A key point regarding the scope of application of the regulation is that the criticality of 

the parts of networks that are not covered by the regulation is determined directly 

based on the general clause of the Act (section 244, subsection 1 of the Act on Elec-

tronic Communications Services). In other words, if the regulation does not define the 

critical parts of certain networks or network technologies, this does not mean that their 

critical parts cannot be identified, if necessary. In the case of established technologies 

and technologies that have remained in use for a long time, it can be considered rela-

tively straightforward for the owner or holder of a network to assess the critical parts 

of the network. As such, the added value of the regulation is greatest in situations 

where the application of the general clause can be challenging, such as in the case of 

new network technologies. 

4.1.1. Definition of critical parts common to all communications networks 

During the drafting of the regulation, Traficom assessed the need and possibility of 

defining the critical parts common to all communications networks. If deemed feasible, 

this type of definition would have the benefit of clarifying the regulation compared to 

the direct application of the general clause of the Act on Electronic Communications 

Services without causing an unreasonable workload. On the other hand, this type of 

definition will inevitably remain more general in nature than technology-specific defi-

nitions. Considering the fact that this type of collective definition would also facilitate 

the application of the Act as regards networks whose critical parts are not separately 

defined, Traficom considered it justified to carry out a detailed assessment to ascertain 

whether such a definition could be drawn up at the level of precision required of the 

regulation. This type of common definition would also eliminate the need for a separate 

definition for fixed networks, for example. 

The definition of the critical parts common to all communications networks also com-

plements technology-specific definitions by helping avoid repetition in the definition of 

their critical parts. The definition of common critical parts also serves to fill in gaps in 

regard to functions that are not separately defined in the technical specifications re-

ferred to in the technology-specific definitions. 
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As part of the drafting process, Traficom heard views on whether the definition of 

common critical parts should be limited to IP-based communications networks only. 

Some operators were of the opinion that circuit switching networks should not be ex-

cluded from the scope of application, as a common definition applies to them as well 

for the most part. Other operators, however, were of the opinion that limiting the 

definition to IP-based communications networks could cause problems in regard to the 

application of the regulation. The method of definition used in Germany is also tech-

nologically neutral (see rationale section 4.3.1). 

Traficom ultimately assessed that it is possible to define the critical parts of a commu-

nications network at an appropriate level of precision in such a manner that the defi-

nition applies to a large proportion of different communications networks. IP networks, 

in particular, are so similar in many respects that a definition of the critical parts com-

mon to all communications networks is very well suited for them. However, the defi-

nition is not limited only to IP-based packet switching networks, because a common 

definition can be prepared in a technologically neutral manner. In the event that the 

definition of the critical parts common to all communications networks cannot be ap-

plied to a specific communications network, the critical parts of the network have to 

be determined directly on the basis of the definition provided in the Act, unless they 

are subject to a separate definition. This issue is discussed in greater detail below in 

the section on the alternative methods for defining the critical parts and the detailed 

rationale of the regulation. 

4.1.2. 2G and 3G networks 

Second generation (2G) mobile network technologies are traditionally considered to 

include GSM, GPRS and EDGE technologies. Third generation (3G) mobile network 

technologies include UMTS and HSPA. 2G and 3G networks utilise both circuit-switched 

and packet switching backbone networks. Traditional voice traffic is routed to a circuit-

switched network, while data traffic is routed to a packet switching network. 

3G technologies are in the process of being phased out, and new 3G components are, 

as a rule, no longer being procured. 3G components are not likely to be widely utilised 

in the services of the more modern generations, and no specific critical use cases are 

known. 3G technologies are not used in dedicated networks either. 

2G technologies may remain in use for a very long time yet, which will result in com-

ponents reaching the end of their life cycle and needing to be replaced. Furthermore, 

2G technologies will continue to have some critical applications in the future as well 

(such as 2G IoT, emergency traffic, eCall). On the other hand, 2G technologies boast 

a high level of maturity and are notably less complex than newer generations of net-

work technologies.  

Traficom’s assessment is that as far as these technologies are concerned, telecommu-

nications operators are able to define the critical parts of their communications net-

works sufficiently clearly on the basis of the regulation’s definition of the critical parts 

common to all communications networks and the general clause of section 244 a of 

the Act on Electronic Communications Services. Because of this, there is no need to 

prepare a definition of the critical parts of a communications network specific to 2G 

and 3G technologies to supplement the common definition. 

4.1.3. 4G networks and 5G Non-Standalone networks (5G NSA networks) 

In assessing the scope of application of the regulation, Traficom focused particularly 

on 4G and 5G mobile network technologies. In this context, 4G networks refer to net-

works implemented using LTE technology. 
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During the drafting of the regulation, Traficom assessed the scope of application of the 

regulation as regards 4G networks. The conclusion was that a definition of the critical 

parts of a 4G network would cover not only 4G networks based entirely on LTE tech-

nology, but also the parts of 5G NSA networks that are based on LTE technology (the 

4G network core or EPC). 

The definition of the core network and thus the critical parts of the network is more 

explicit in the case of previous generations of mobile technologies than in the case of 

5G even without the regulation, which in itself reduces the need for a specific definition. 

The technology of older networks is quite mature and the architecture is well estab-

lished. On the other hand, this means that the workload for the authority resulting 

from drawing up a definition of the critical parts can be estimated as reasonable. This 

being the case, the deciding factor is how large an impact the definition will have.  

4G networks will be widely utilised in critical functions for the foreseeable future, such 

as in the new public authority communication service (Virve 2.0) and critical dedicated 

networks, which speaks strongly in favour of defining their critical parts. In addition, 

the life cycle of the 4G network will continue to extend for a long time, as 5G networks 

will not be able to match the extensive coverage of the national mobile networks im-

plemented with LTE technology any time soon. As such, 4G networks will remain a 

very important part of Finnish communications networks for a long time to come. Ad-

ditionally, it should be noted that 5G NSA networks consist of a radio network based 

on 5G technology that relies on a 4G core network, meaning that 4G technology plays 

a critical role in 5G NSA networks as well. It should also be noted that there are nu-

merous interfaces between 4G and 5G networks to ensure interoperability (EPC-5GC 

interworking), which may create interdependencies between networks. 

As an international point of comparison, it can be noted that in the United Kingdom 

telecommunications operators have been urged to also focus their attention on the 

particularly high-risk parts of 4G networks alongside those of 5G networks.2  

One of the key use cases of 5G NSA networks is increasing the transmission capacity 

of the radio network. A 5G NSA network is based on the EPC (Evolved Packet Core) of 

an existing 4G network. As such, 5G NSA networks do not yet represent a paradigm 

shift in the nature of the network, nor will they support the large-scale implementation 

of the new use cases of 5G networks despite development versions. A 5G NSA network 

will eventually be upgraded to a 5G Standalone, or 5G SA, network during its life cycle, 

at which point it will become fully subject to the definition of the critical parts of a 5G 

network. 

The 5G components of a 5G NSA network fall within the scope of application of the 

definition of the critical parts of a 5G network. This means that the parts of a 5G 

network that are defined as critical are also critical when used in a 5G NSA network. 

Similarly, the criticality of the 4G parts used in 5G NSA networks must be assessed 

primarily according to the regulation’s provisions concerning the parts of 4G networks.  

On the basis of the above, it can be assessed that there is sufficient cause for the 

regulation to define the critical parts of 4G networks and 5G NSA networks that are 

based on LTE technology. A more precise definition of the critical parts of 4G and 5G 

                                           

 

2 NCSC advice on the use of equipment from high risk vendors in UK telecoms networks, section 11.a.iii. 
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-net-
works.  

https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-networks
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-networks
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networks was also widely supported in the opinions received by Traficom during the 

drafting of the regulation. 

4.1.4. Networks based on 5G technology 

It can be considered important for the regulation to cover networks implemented using 

5G technology insofar it is possible to define their critical parts in light of the rapid 

development of the technology. Based on the legislative history of the Act on Electronic 

Communications Services, the new section 244 a implements the measure of the EU 

Toolbox of risk mitigating measures concerning the protection of the critical parts of a 

network. As such, defining the critical parts of 5G networks is crucial for achieving the 

objectives of the new section.  

To facilitate the application of the new regulation, it is important to specify the critical 

parts of 5G networks in particular. The construction of 5G networks is currently in its 

initial stages, and major investments to be made in the near future will have a far-

reaching impact on the security of the networks and the risks associated with the 

components used. Whereas in previous mobile network generations the definition of 

the core network was relatively straightforward, in the case of 5G the definition of the 

core or other critical parts is more open to interpretation.  

One of the key difference of 5G networks compared to previous generations is the 

redesigned core network, which is based on a service bus and software components. 

Data traffic between core network functions is carried out via a standardised service 

bus, which also enables the fixed integration of service providers into the 5G core 

network. This, in turn, makes the network adaptable, allowing it to be optimised for 

the services used by users. It will also be possible to add new components to the 

service bus without changing it.  

The new functionalities critical to the security of society and users that will be imple-

mented using 5G technology will change the very nature of the entire network. A sys-

tem that has so far been largely based on data transfer and physical network elements 

will be transformed into a mostly software-based cloud service that refines data, in 

which sufficient controls need to be defined in order to ensure secure functioning. 5G 

technology will be used to realise time-critical services and other services for specific 

use cases. Unlike in the past, data processing based on edge computing can be carried 

out in the network itself, differentiating it from previous networks.  

Based on the above, defining the critical parts of 5G networks can be assessed to be 

justified. However, the definition has to be drawn up taking into consideration the 

constant development of technical specifications and the technology and the fact that 

the future practical implementations of 5G networks are as of yet largely undefined. 

The preparation of the definition also needs to include an assessment of the time frame 

in which different 5G technologies can be expected to be introduced to commercial 

networks.  

Traficom has launched a separate reference architecture project for the purpose of 

determining common operating methods, processes and best practices for ensuring 

the secure deployment and management of mobile networks, with a focus on 5G net-

works. The work is being carried out in collaboration with hardware manufacturers and 

telecommunications operators. 

4.1.5. Mobile network base stations 

A base station consists of a base station unit and an antenna unit used to receive and 

transmit data for terminal equipment. In 4G and 5G networks, a base station transmits 
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the users’ traffic directly from the network interface of the operator (telecommunica-

tions operator or dedicated network operator) to other data networks. In previous 

generations of mobile technologies, the traffic is transmitted via a separate base sta-

tion or radio network controller.  

4G and 5G base stations implement partially equivalent functionalities (such as radio 

resource management) as the base station and radio network controllers of previous 

generations (Base Station Controller, BSC in 2G; Radio Network Controller, RNC in 

3G). However, in the case of an individual 4G or 5G base station, these transferred 

functionalities affect only a relatively small number of users compared to e.g. the fact 

that, in a 3G network, one RNC may control up to a thousand base stations.  

The security architecture of a 5G network is based on the configuration and segmen-

tation of the network into different security domains and the control and monitoring of 

traffic between domains. The network can be configured to process a base station as 

a lower security level component due to the risks associated with the base station.  

Traficom’s opinion is that the special characteristics of 5G SA base stations (gNodeB; 

also ng-eNodeB3) can only be assessed in the future, as the technical development of 

the base stations is still in progress. In all important respects, the definition of the 

architecture and the use cases of the base stations are still at the development phase. 

The base stations may end up taking over decision-making, computational and smart 

functions or core network components. These are factors that should be given partic-

ular consideration in the criticality assessment of the base stations. The architecture 

of the base station components and the manner in which components or functions can 

be distributed and virtualised are still being developed (cf. Open RAN). Similarly, the 

development and applications of network slicing and edge computing are still taking 

shape, so it would be premature to issue regulations concerning them, at least with 

regard to public communications networks.  

5G base stations (gNodeB/en-gNodeB) are also used in 5G NSA networks based on the 

4G core network, with the central use case being the increase of radio network data 

transmission capacity. These types of networks do not usually implement the new 

services of 5G networks (see rationale section 4.1.4). 

In dedicated networks, the role of an individual base station as part of the network 

may differ significantly from public communications networks. Traficom’s assessment 

is that due to the special characteristics of dedicated networks, their base stations 

must be assessed separately. This issue is discussed further below in the detailed ra-

tionale section. 

This regulation is not intended to provide separate provisions on the assessment of 

the criticality of 4G or 5G network base stations as regards public telecommunications. 

As such, their criticality as parts of a network should be assessed, when necessary, 

directly based on the definition of the critical parts of a communications network pro-

vided in section 244 a, subsection 1 of the Act on Electronic Communications Services 

and the regulation’s technologically neutral definition of the critical parts common to 

                                           

 

3 An ng-eNodeB is an eNodeB specified in Rel-15 that operates together with a gNodeB when the core network is 5GC 
(3GPP TS 37.340, k. 4.1.3.1 and 4.1.3.2). This enables the implementation of new functionalities (such as QoS, network 
slicing) enabled by a 5G core with LTE radio technology. See also 3GPP TS 36.300, paragraph 24.1 and 3GPP TS 38.300, 
paragraphs 4.1 and 4.2. 
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all networks. The criticality assessment of base stations will be re-examined during the 

follow-up of the regulation, if necessary. 

For the same reason, Traficom considers it premature to issue provisions on the criti-

cality of functions associated with trusted Wi-Fi networks or Wireline Access, which are 

made possible by 5G networks and may complement an access network based on 5G 

base stations in the future. Associated functions specified by the 3GPP include at least 

the Wireline Access Gateway Function (W-AGF), the Trusted Non-3GPP Gateway Func-

tion (TNGF) and the Trusted WLAN Interworking Function (TWIF). Assessing the extent 

of any future utilisation and implementation of these functions is premature at this 

point, so their assessment will be re-examined during the follow-up of the regulation, 

if necessary.  

4.1.6. Other communications network technologies 

During the drafting of the regulation, Traficom assessed the need to separately define 

the critical parts of some of the other most common communications network technol-

ogies. The definition of the critical parts common to all communications networks is 

discussed above, and the outcome of this assessment also affects the need to define 

the critical parts of networks at the level of individual network technologies. 

Traficom’s assessment is that there is no particular need to define the critical parts of 

mass communications networks. Their determination can be considered to be clear-

cut for telecommunications operators even without the aid of the regulation. The need 

for a definition is also reduced by the fact that mass communications networks are not 

used to relay confidential messages and that, as a general rule, there is no need to 

control users’ access to the networks, although the functioning of the networks is a 

key consideration. 

During the drafting, Traficom also assessed the need to define the critical parts of fixed 

broadband networks, particularly because their components are also utilised in 5G 

networks as transmission links and backbone connections. The operation of base sta-

tions is reliant on connections between the access network and the regional network. 

However, the implementation of 5G networks does not change the role of fixed net-

works in the implementation of mobile networks, at least not until more critical services 

are migrated over to 5G. In the case of transmission links, voice and other traffic can 

be encrypted, thereby reducing the risks associated with them. As regards wide area 

network and access network components, there is assessed to be no need to define 

critical parts, as their impacts are quite localised. The definition of the critical compo-

nents of a fixed network can also be assessed as relatively clear-cut even without the 

support of the regulation. 

As regards fixed wireless networks, Traficom’s assessment is that there is no urgent 

need for a definition of critical parts. Wi-Fi technology (IEEE 802.11 WLAN) is primarily 

used for the establishment of local networks, which can allow access to a 5G or 4G 

core network using non-mobile network technologies, for example. In such a case, the 

operator allows direct access to 5G services via a wireless Wi-Fi network, for example.4 

Although Wi-Fi networks, for example, can be utilised to improve indoor coverage via 

an external interface (Non-3GPP Access), the core network does not need to rely on 

                                           

 

4 Finnish Transport and Communications Agency: Selvitys 5G:n kyberturvallisuudesta. Yhteenveto. (“Report on the 
cyber security of 5G. Summary.”), p. 5. https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-
selvityksen-5gn-kyberturvallisuudesta.  

https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta
https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta
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such networks. Furthermore, Wi-Fi technology is, as a rule, not used in critical net-

works. A LoRa network may also fall within the scope of application of the regulation 

and may have use cases that are important for the functioning of society. However, at 

this stage, Traficom considers that the issuing of a regulation for these networks in 

particular would not provide any significant benefits compared to the definition of their 

critical parts being based on either the general clause of the Act on Electronic Com-

munications Services or on the definition of critical parts common to all communica-

tions networks (see rationale section 4.1.1). 

4.2. Significance of solutions related to network architecture, security architecture or infor-

mation security controls 

It is pertinent to ask at which point of the application of section 244 a of the Act on 

Electronic Communications Services should solutions related to network architecture, 

security architecture, information security controls or other similar domains be as-

sessed. As regards the application of section 244 a, it is necessary to distinguish be-

tween 1) the assessment of the critical parts of a communications network and 2) the 

assessment of whether there are strong grounds to suspect that the use of a network 

communications device would endanger national security or national defence, meaning 

whether the use of the device in the specific part of the communications network meets 

the so-called endangerment condition laid down in section 244 a, subsection 1, sen-

tence 1 of the Act on Electronic Communications Services.  

It should be noted that the above-mentioned section and its rationale indicate the 

possibility that a security defect in a network device used in a critical part of a network 

could, depending on the situation, be rectified by means other than removing the de-

vice from the network, such as by updating it.5 This suggests that at least concrete 

information security controls could be best assessed in the context of the endanger-

ment condition instead of whether that part of the network or the network device used 

in it is considered a critical part of the network. On the other hand, it would be con-

ceivable for factors related to network architecture, at least, to have sufficient impact 

to cause the critical parts of two networks implemented using the same technology to 

differ from one another to a certain extent in some situations.  

Taking factors related to architecture or information security controls into account in 

the regulation in the context of defining the critical parts of a communications network 

would significantly increase the complexity of the regulation. In addition, such an ap-

proach would make it more difficult for different operators to apply the regulation in a 

uniform manner, thus increasing the need for oversight. If, however, a clearly defina-

ble situation arises in which these factors play a decisive role, a regulatory approach 

that takes network architecture or information security controls into account could be 

justified. As a result, the regulation primarily uses a method of definition in which the 

criticality of the parts of a communications network is not bound to any specific solu-

tions used by telecommunications operators. Instead, Traficom has assessed that a 

method of definition based on these factors is covered by section 7 of the regulation, 

which provides for an exception from the definition of the critical parts of a communi-

cations network for functions supporting services at the edge of the network. 

                                           

 

5 HE 98/2020 vp, page 263: “Before making a decision, the Finnish Transport and Communications Agency should con-
sult the owner or other operator of the communications network and provide them with the opportunity to remedy the 
observed security defects. This would aim to emphasise, in particular, the application of the principle of proportionality 
in control measures. The owner or operator of the communications network could remedy the security defect by e.g. 
updating the communications network device if this was sufficient to remedy the situation.” 
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A somewhat separate issue from the above is the use of the same network device in 

different parts of a communications network. A specific concrete network device can 

be usable in both the critical and non-critical parts of a communications network. 

4.3. The method for defining the critical parts of a communications network used in the regu-

lation 

4.3.1. Chosen method of definition 

One of the requirements for the regulation mentioned in the legislative history of sec-

tion 244 a of the Act on Electronic Communications Services is that the regulation 

should provide a technical definition that takes into account standards concerning com-

munications networks. Such standards include specifications issued by the 3GPP, in 

which the parts of networks are typically defined at a logical level, meaning based on 

their functions and functionalities. According to the rationale of section 244 a of the 

Act on Electronic Communications Services (HE 98/2020 vp, page 264), “the regulation 

would provide a technical description of the critical parts of a network referred to and 

defined in the section, meaning the functions and measures used to centrally manage 

the network and the traffic in the network. –– The technical definitions of the regulation 

should take into account the international standards based on which communications 

networks are designed and built.”  

In view of the above, when assessing the implementation options Traficom prioritised 

the option of having the regulation specify the functions or functionalities that should 

at least be considered critical parts of a communications network insofar as the defi-

nition is carried out technology-specifically. A function-oriented definition based on the 

3GPP’s specifications has also been adopted by the two countries known to Traficom 

that have sought to define the critical parts of 5G or 4G networks from a technological 

standpoint, namely France and the United Kingdom.6 

As a consequence of this prioritisation, the definitions of the critical parts of 5G and 

4G networks must be separate, as the names and functionalities of their functions 

differ. The functions are also logical and distributed across multiple applications, in 

addition to which it is not always possible to unequivocally demarcate them in the real-

world operating environment. However, this method of definition also leads to a situ-

ation where in a case where a single software component can be shown to implement 

even part of a 3GPP function defined as a critical part of a network, the component 

itself has to be considered a critical part of the network, even if it does not implement 

the function in full. 

A more precise definition streamlines the application of the regulation to individual 

networks and facilitates the uniform application of the definition by different operators. 

A more precise definition also makes it possible to draw on past examples from other 

countries. A more precise definition also helps reduce the administrative costs that 

arise from the application and interpretation of an operator-specific definition at the 

implementation stage and the risk of the supervisory authority regarding the opera-

tor’s interpretation as incorrect.  

A technologically neutral list of critical parts common to all communications networks 

cannot be based on technical standards, as they are bound to specific technologies. 

                                           

 

6 For the United Kingdom, see footnote 2 and for France, see Arrêté du 6 décembre 2019 fixant la liste des appareils 
prévue par l'article L. 34-11 du code des postes et des communications électroniques. 
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000039455672.  

https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000039455672
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An approach based on defining the importance of network components via the func-

tionalities they implement instead is also used in the EU Toolbox of risk mitigating 

measures, although the 5G network functions defined by the 3GPP are not specifically 

referenced.7 Various attempts to define critical functions widely applicable to different 

networks have also been made in Germany and the United Kingdom. The German 

solution, in particular, is considered by Traficom to serve as a useful benchmark for 

this regulation in terms of its structure and content.  

In Germany, the Federal Telecommunications Supervisory Authority (Bundesnetzagen-

tur, BNetzA) and the Information Security Authority (Bundesamt für Sicherheit in der 

Informationstechnik, BSI) have prepared a draft of critical network functions.8 Accord-

ing to the draft, the list is not intended to be exhaustive, and it is technologically 

neutral. The list includes subscriber management, cryptographic mechanisms, network 

interfaces, network services, NFV and MANO, virtualisation, management and other 

support systems, transport and information-flow control and lawful interception. The 

draft also includes a brief explanation of each item on the list. 

In the United Kingdom, a steering letter by the National Cyber Security Centre (NCSC) 

has drawn the attention of telecommunications operators to certain functions that are 

a particularly high risk for all networks.9 These are defined in the steering letter as 

follows: "IP Core, Security Functions, Operational Support Systems (OSS), Manage-

ment and Authentication, Authorisation and Audit (AAA) functions, Virtualisation infra-

structure (including Network Function Virtualisation Infrastructure (NFVI)), Orchestra-

tor and controller functions (including Management and Network Orchestration 

(MANO) and Software Defined Networks (SDN) orchestrators/controllers), Network 

monitoring and optimisation, Interconnection equipment, Internet gateway functions, 

Lawful Intercept related functions." 

4.3.2. Assessment of alternative methods for defining the critical parts of a communi-

cations network 

During the drafting of the regulation, Traficom also sought to identify alternative meth-

ods for defining the critical parts of a communications network in addition to those 

listed in the previous subsection. After all, the chosen function-oriented definition 

based on published technical specifications carries the risk that, if drawn up as a closed 

list, some critical components may end up being excluded from the definition due to 

its inflexibility. For example, the changing of the 3GPP’s specifications or the develop-

ment of new functions could lead to the defined functions no longer covering all critical 

components. However, this risk can be reduced, if necessary, by including equivalent 

functions in the definition, by formulating the list to be non-exhaustive, by not refer-

encing specific versions of standards and by monitoring the development of standard-

isation, though these measures would also increase the regulatory workload. 

                                           

 

7 Cybersecurity of 5G networks – EU Toolbox of risk mitigating measures. CG Publication 01/2020. Annex 2, page 39. 
https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures.  
8 Liste der kritischen Funktionen für öffentliche Telekommunikationsnetze und -dienste mit erhöhtem Gefährdungspoten-
zial, draft. https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unterneh-
men_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/ListekritischeFunktio-
nen.pdf. 
9 NCSC advice on the use of equipment from high risk vendors in UK telecoms networks, paragraph 11.a. 
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-net-
works; see also paragraph 12. 

https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/ListekritischeFunktionen.pdf
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/ListekritischeFunktionen.pdf
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/ListekritischeFunktionen.pdf
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-networks
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-networks
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A function-oriented, precise definition could also prove inflexible in a case where the 

criticality of the same components used in the networks of different operators would 

have to be deemed decisively variable on the basis of the network or security archi-

tecture chosen by the telecommunications operator, for example. After all, the security 

of 5G networks is fundamentally affected by the implementation-specific solutions of 

each network, the physical protection of devices and the security solutions of the edge 

computing environment, which are not covered by the 5G standard.10 A precise defi-

nition is also likely to require more frequent amendment than a general definition.  

On the other hand, a more general definition would be more burdensome for the net-

work owner to apply, since the assessment can depend on the specific characteristics 

of the network and would have to be updated whenever changes occur. Conversely, if 

the definition did not significantly depend on the solutions of an individual telecommu-

nications operator, oversight would be simpler and it would be easier to ensure that 

the regulation is applied in a uniform manner. 

A more general definition can be carried out at more than one level, however, and its 

advantages and disadvantages depend on its details.  

Firstly, it can be pointed out that in Traficom Regulations 54 and 66 (see rationale 

section 2), the priority rating of the components of a communications network or ser-

vice and the severity rating of functionality incidents are based on the type of commu-

nications service, the number of users and the geographical area of impact. With this 

in mind, a method for defining the critical parts of a communications network based 

on the type of service and user impact would have the advantage of not requiring the 

regulation to include precise technical definitions, which will quickly become obsolete. 

However, if this option were chosen, it would be necessary to carry out a more detailed 

analysis of whether the method of definition meets the requirements of Traficom’s 

mandate to issue regulations; this question is assessed below in this section and in 

rationale section 4.5. 

A method of definition based on the impacts of potential functionality incidents would 

have the advantage of enabling the classification of the components of a communica-

tions network on the basis of user impact. Another advantage would be the fact that 

Traficom has some prior experience with the use of such a method of definition. One 

of the disadvantages of this method is that it is unsuited to defining the criticality of 

the parts of dedicated networks on its own, meaning that dedicated networks would 

require their own criteria. Furthermore, this method fails to take into account situations 

where the criticality of a component is based on ensuring the confidentiality of com-

munications or situations in which a functionality may be distributed across multiple 

devices, which may result in the number of users of a single device remaining below 

the limit set for the number of users. As a result, the criteria used in the existing 

regulations are not suited as such for the definition of critical components, as the ob-

jectives of the definition of critical components are different from those of the priority 

rating covered in the previous regulations. It is therefore unclear what the criteria 

based on user impact for defining the criticality of network components could be. 

From a regulatory standpoint, it would, in principle, be possible to draw up a definition 

based on user impact consistent with the existing Traficom regulations by also taking 

the type of service into consideration. In the existing regulations, the priority rating is 

                                           

 

10 Finnish Transport and Communications Agency: Selvitys 5G:n kyberturvallisuudesta. Yhteenveto. (“Report on the 
cyber security of 5G. Summary.”), p. 9. https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-
selvityksen-5gn-kyberturvallisuudesta.  

https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta
https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta
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linked to incidents that prevent a certain number of users from using a public telephone 

service, internet access service or SMS service, for example. The disadvantage of such 

a method of definition would be that it would not necessarily make the definition of 

the critical parts of a communications network sufficiently clear, as the operator of the 

network applying the regulation would have to decide for themselves which compo-

nents could potentially have the user impact required by the regulation. However, 

Traficom’s assessment is that a definition based on the type of communications service 

would be suitable for complementing other methods of definition as regards 4G and 

5G network voice services (Voice over LTE or VoLTE and Voice over New Radio, 

VoNR/5G Voice), for example, because this method could eliminate the need to define 

components separately in the regulation. In other words, it would be a question of 

defining the components of the IP Multimedia Core Network Subsystem (IMS). This 

matter is discussed in greater detail below in the detailed rationale section. 

A second option would be to describe the functions based on the implementation of 

which network components would need to be considered critical at a more abstract 

level than the core network functions defined by the 3GPP. This would mean a level of 

definition based on concepts such as traffic steering and routing, user identification 

and authorisation, and the management of cryptographic keys. The advantage of this 

type of definition would be a lower susceptibility to changes in comparison to a method 

of definition with direct references to network parts or functions defined in standards 

or technical specifications. The downside, however, is that such a definition would be 

more ambiguous to apply in practice. If functions defined in specifications can be ref-

erenced directly, this type of more general-level definition could complement a precise 

list and reduce the disadvantages of a function-oriented definition described above. 

This type of slightly more general definition based on network functions is, however, 

well suited for defining the critical parts common to all communications networks. In 

this context, referencing specific functions defined in standards would in fact be out of 

the question entirely due to the differences between networks. 

A third option would be to require the telecommunications operator or other network 

owner or operator subject to the regulation to independently identify and describe 

which components of its network it has identified as the critical parts of its network 

based on the regulatory framework. In other words, it would be left up to each network 

owner or operator to precisely define the critical parts of their networks on the basis 

of the regulatory criteria. This option would take into account the conceivable inter-

pretation where the assessment of the criticality of a network part can vary depending 

on the network or security architecture chosen by the individual operator or the con-

crete security controls implemented by the operator. Such a requirement could, in all 

cases, complement definitions by requiring the operator to explicitly identify and doc-

ument the critical parts of its communications network (as specified by the regulation). 

On the other hand, this type of regulatory approach could be part of a method of 

definition in which the operator independently identifies the critical parts of its network 

based on the most general but technical assessment criteria of the regulation. 

During the drafting of the regulation, Traficom assessed the possibility of issuing a 

regulation on the process of defining the critical parts of a network. Traficom’s mandate 

to issue regulations as laid down in section 244 a, subsection 6 of the Act on Electronic 

Communications Services could be interpreted as meaning that, or at least making it 

possible for, Traficom’s regulation to concern the process by which the critical parts of 

a network are defined instead of serving as a definition in itself. In this case, the party 

responsible for the actual definition would be the telecommunications operator or ded-

icated network operator. However, the rationale for section 244 a of the Act on Elec-

tronic Communications Services states that “the regulation would provide a technical 

description of the critical parts of the network referred to and defined by the section.” 
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The purpose of the regulation therefore appears to be for Traficom to define the critical 

parts of a communications network. This interpretation is supported by the part of the 

rationale stating that Traficom would regularly assess the need to update the regula-

tions based on the development of communications network technologies. As a result, 

section 244 a of the Act on Electronic Communications Services does not seem suffi-

cient on its own to allow operators to be involved in the process of defining the critical 

parts of their own communications networks. On the other hand, the provision does 

not appear to require the regulation issued by Traficom to include an exhaustive defi-

nition of the critical parts of a communications network.  

During the drafting process, Traficom also assessed the possibility of using the other 

provisions of the Act on Electronic Communications Services as a basis for obliging the 

owner or operator of a communications network to participate in the definition process 

and its documentation. The rationale for the new section 244 a states that “the pro-

posed regulation would complement the other measures and obligations of the Act.” 

Consequently, Traficom’s more general mandates to issue regulations as laid down in 

section 244 of the Act can be applied in parallel with the specific mandate laid down in 

the new section 244 a, subsection 6. Paragraphs 1, 3 and 12 of section 244 are espe-

cially relevant to the definition and documentation of the critical parts of a communi-

cations network. According to these paragraphs, regulations by the Finnish Transport 

and Communications Agency may cover matters such as priority rating; information 

security and functionality as well as their maintenance, follow-up and network man-

agement; and technical documentation and statistics as well as the form of related 

documents and their storage.  

The Norwegian model can be cited as an international point of comparison. In this 

model, ministries identify the basic functions of society in their sectors and all signifi-

cant enterprises that are essential for the realisation of one or more of these basic 

functions pursuant to the Norwegian act on national security. The identified enter-

prises, in turn, carry out damage assessments for their own activities and submit them 

to the ministries governing their sector pursuant to an enterprise security regulation 

issued by the Ministry of Defence. The ministries then classify the objects or infrastruc-

ture to be protected on the basis of the damage assessments carried out by the en-

terprises and inform the security authority of the classification. The responsibility for 

protecting the objects and infrastructure to be protected lies with the enterprises.11 

In the Norwegian model, enterprises are obligated to carry out damage assessments 

by the enterprise security regulation, which also provides the grounds on which the 

assessments are to be based. More detailed instructions on the preparation and docu-

mentation of the damage assessment can be found in a manual for enterprises pre-

pared by the Norwegian National Security Authority.12 The manual divides the assess-

ment process into four stages, in which the enterprise 1) examines the significance of 

its business for the basic functions of society, 2) lists objects and infrastructure, 3) 

conducts a damage assessment on the objects and the infrastructure, and 4) docu-

ments the damage assessment. Each stage of the assessment process is described in 

                                           

 

11 Lov om nasjonal sikkerhet (sikkerhetsloven; https://lovdata.no/dokument/NL/lov/2018-06-01-24); Forskrift om 
virksomheters arbeid med forebyggende sikkerhet (virksomhetsikkerhetsforskriften, 57 §; https://lovdata.no/doku-
ment/LTI/forskrift/2018-12-20-2053). An object to be protected refers e.g. to a building, a facility, a means of 
transport, another material or a part thereof; infrastructure refers to facilities or systems, and often includes two or 
more components and their interconnections. 
12 Nasjonal sikkerhetsmyndiget: Håndbok i skadevurdering. https://nsm.no/regelverk-og-hjelp/veiledere-og-handboker-
til-sikkerhetsloven/handbok-i-skadevurdering/om-denne-handboken/.  

https://lovdata.no/dokument/NL/lov/2018-06-01-24
https://lovdata.no/dokument/LTI/forskrift/2018-12-20-2053
https://lovdata.no/dokument/LTI/forskrift/2018-12-20-2053
https://nsm.no/regelverk-og-hjelp/veiledere-og-handboker-til-sikkerhetsloven/handbok-i-skadevurdering/om-denne-handboken/
https://nsm.no/regelverk-og-hjelp/veiledere-og-handboker-til-sikkerhetsloven/handbok-i-skadevurdering/om-denne-handboken/
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greater detail in the manual. For example, for stage 3 the manual provides step-by-

step instructions on how to define the kind of harmful consequences that could occur 

for the basic functions of society in the event of the identified objects or infrastructure 

being exposed to damage, destruction or an illegal takeover13.   

In the Norwegian model, the assessments carried out by the enterprises themselves 

are an integral and essential part of the public authority’s process of identifying, as-

sessing and classifying the operators critical to the functioning of society and their 

critical objects. The model is based on an act, a regulation and instructions and man-

uals describing the process. The definition work emphasises interaction and the notion 

that enterprises are the best experts in assessing their own objects and their vulnera-

bility.  

A regulatory solution similar to the Norwegian model could be partially implemented 

in Finland by, firstly, Traficom issuing a regulation providing all operators with common 

criteria on what should at least be considered the critical parts of a network. Secondly, 

operators could be required to independently assess whether their networks include 

any parts that are critical as regards their functioning pursuant to the regulation or the 

general clause of the Act on Electronic Communications Services (section 244 a, sub-

section 1). The operator would be obligated to document which parts of its communi-

cations network it has identified as being critical, and Traficom would have the right to 

obtain this documentation under its general right to obtain information pursuant to 

section 315 of the Act on Electronic Communications Services. However, a regulation 

issued by Traficom cannot impose an obligation to disclose any documentation to Trafi-

com on a regular or ex ante basis at the time of the introduction of new components. 

Instead, a request from an authority would be required. 

It can be stated that no fully substitutive alternatives were found for a function-based 

listing insofar as the goal is to define the critical parts of a communications network in 

the context of specific network technologies. The identified alternatives would not be 

as clear or provide any significant advantages over a function-based definition. How-

ever, a more general-level definition is assessed to be suitable for complementing the 

more detailed, technology-specific definitions. 

4.4. Management systems for base stations and other components 

Base station management systems can be used to influence, or even prevent, users’ 

access to a network and affect the traffic transmitted by base stations by slowing it 

down, for example. A base station management system can therefore be assessed as 

being a critical part of a communications network, even if an individual base station 

under its management is not considered a critical part of the communications network. 

The same principle may also apply to the management systems of other elements. 

Typically, the base station supplier also provides the management system for the base 

stations. Most interfaces between the radio network and the management system are 

closed, although the management systems of different suppliers may also have limited 

                                           

 

13 At stage 3, the enterprise must determine (i) the harmful consequences for the basic functions of society that could 
be caused in the event of total or partial loss of the identified objects or infrastructure, (ii) how long the objects or infra-
structure could be completely or partially inaccessible before having an impact on the basic functions of society, (iii) how 
the objects or infrastructure could be replaced or restored within a reasonable period of time, and (iv) how an illegal 
takeover of the objects or infrastructure could affect the basic safety of the population. 
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capacity to manage the base station elements of another manufacturer. The industry 

is working on opening the systems and their interfaces in the Open RAN project. 

Related matters assessed during the drafting of the regulation included, in particular, 

the criticality of base station management systems and the appropriate manner of 

defining it in the regulation. The different options assessed were:  

A) defining all base station management systems as critical  

B) assessing the criticality of management systems on a case-by-case basis or  

C) defining specific criteria for deeming a base station management system non-

critical.  

Option C was rejected on the grounds that it would appear to require the regulation to 

define the necessary security controls and other relevant criteria in advance. Traficom 

is of the opinion that there are no appropriate criteria that could be determined in 

advance for deeming a system non-critical with certainty. The significance of concrete 

information security controls is best assessed only after determining whether the en-

dangerment condition described in the first clause of section 244 a, subsection 1 of 

the Act on Electronic Communications Services is met. 

Option A was rejected because it was not deemed possible to define a base station 

management system as a critical part of a communications network without any ex-

ceptions. It is appropriate for the regulation to designate as critical parts of a commu-

nications network at least those network management systems that are involved in 

managing the critical parts of the communications network. The components being 

managed, meaning the base stations, are not necessarily critical parts of the commu-

nications network; instead, their criticality should be assessed, if necessary, directly 

based on the definition provided in section 244 a, subsection 1 of the Act on Electronic 

Communications Services, as this regulation does not yet provide provisions for an 

assessment of the criticality of base stations. As a result, the criticality of base station 

management systems should be assessed on a separate basis in cases where the base 

stations themselves are not critical. The assessment of the criticality of a base station 

management system ultimately depends on whether it meets the definition of a critical 

part of a communications network in the specific case. This may be influenced by the 

specific characteristics of the situation in question, such as the number of base stations 

managed by the management system.  

Option B was therefore deemed to be the only viable option. As a result, the manage-

ment and monitoring systems of non-critical parts of a communications network are 

considered critical parts of the communications network according to the regulation 

when they can have a significant impact on access to the network or traffic in the 

network. Making this assessment increases the administrative burden on telecommu-

nications operators and dedicated network operators to some degree, but the benefit 

is that base station management systems can be deemed non-critical on a case-by-

case basis. 

4.5. Mobile telephone services 

IP-based 4G and, in the future, 5G mobile communications networks implement a 

packet switching public telephone service through the IP Multimedia Core Network 

Subsystem (IMS). In previous generations of mobile network technologies, public tel-

ephone services are circuit-switched. 
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In the comments received by Traficom during the drafting of the regulation, IP-based 

telephone services were primarily considered critical, with the commenters stating that 

the parts of communications networks related to them should be separately defined 

as critical. The availability of telephone services, as well as the confidentiality of calls, 

are extremely important. In terms of the availability of the mobile network’s public 

telephone service, it should be noted that, for the time being, calls can be normally 

realised through 2G or 3G networks as well. In fact, some of the parties involved in 

the drafting were of the opinion that 2G or 3G network services would ensure the 

availability of voice calls for the time being. Traficom is of the opinion that it is never-

theless justified to define IMS Core to the appropriate extent as a critical part of a 

communications network. In the case of telephone services implemented with newer 

network technologies, IMS Core plays a major role in ensuring the confidentiality of 

communications, as it can provide access to both unencrypted voice traffic and a user’s 

location data. In addition, it is not possible to use circuit-switched services in all situ-

ations to replace it, and thus IMS Core is also important in terms of availability.  

Given the importance of public telephone services, Traficom considers it justified to 

define the criticality of the IP-based functions related to them separately. The criticality 

of functions and measures related to the implementation of a circuit-switched tele-

phone service should be assessed on the basis of the list of critical parts common to 

all communications networks included in the regulation and, where appropriate, di-

rectly on the basis of section 244 a, subsection 1 of the Act on Electronic Communica-

tions Services.  

As mentioned above in section 4.3.2 on the method for defining the critical parts of a 

communications network, a definition based on the type of communications service 

may be suitable for complementing other methods of definition. Using such a method 

of definition can eliminate the need for the regulation to define the critical components 

of IMS separately. 

Traficom’s assessment is that the utilisation of the 3GPP’s specifications is also appro-

priate for IMS Core, as this approach provides a common basis for different telecom-

munications operators. On this basis, the option of defining only the functions related 

to the implementation of the IP-based public telephone service on mobile networks as 

critical was rejected, as this type of definition would present some problems in terms 

of defining the scope of application. The comments submitted to Traficom also sup-

ported the application of the 3GPP’s function-level definition to IMS, although some of 

the commenters felt that the critical parts could also be defined as a whole. Traficom 

is of the opinion that a detailed and function-based definition of IMS Core’s critical 

functions would significantly and unnecessarily increase the complexity of the regula-

tion, as the technical specification of the IP Multimedia Core Network Subsystem in-

cludes a considerably complex set of functions. For this reason, Traficom ended up 

adopting a method of definition based on both the type of communications service and 

the 3GPP’s technical specifications. This method of definition was assessed as still be-

ing sufficiently clear for the telecommunications operators applying it. 

4.6. Critical dedicated networks 

According to section 244 a, subsection 2 of the Act on Electronic Communications Ser-

vices, “the provisions of subsection 1 shall also apply to the dedicated networks of 

power plants, ports, airports and corresponding operators essential to the vital func-

tions of society, where such dedicated networks are connected to a public communi-

cations network.” These networks are referred to as critical dedicated networks and 

the owners or holders of these networks are referred to as dedicated network operators 

in the regulation. Section 244 a of the Act on Electronic Communications Services does 
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not specify the technology by which a critical dedicated network is implemented, as a 

result of which a critical dedicated network can be either fixed or wireless. 

4G and 5G networks can be implemented as dedicated networks adapted to local pur-

poses. Sites where these types of dedicated networks may be implemented include 

educational establishments, hospitals, shopping centres, event venues and factories, 

among others. Local customised network implementations can, in principle, make use 

of frequencies rented from national operators or frequencies specifically allocated for 

this purpose, or operate in licence-free bandwidths. Edge computing introduced into 

the local operator’s facilities and environment can play a key role in the implementation 

of special service content and computing functions.14 

Local 4G or 5G networks can, in principle, be implemented with a wide variety of de-

ployment models using architectures conforming to the 3GPP’s specifications.15 Such 

networks may be referred to in technical specifications as non-public networks (NPN). 

In the case of a standalone NPN, all network functions are implemented locally. An 

NPN may be connected to a public communications network through a firewall. In 

addition, it is possible to set up different combinations of a public communications 

network and an NPN, with some functions implemented locally and others implemented 

in the public communications network. In such a case, the NPN is dependent on the 

public communications network. For example, only the radio network can be shared, 

but the control plane can also be implemented in the public communications network. 

Available implementation methods include e.g. local breakout, network slicing and a 

dedicated access point name (APN).  

During the drafting of the regulation, Traficom assessed the following options: 

A) the critical parts of critical dedicated networks are not separately defined; in-

stead they are determined according to the same criteria as the critical parts of 

public communications networks 

B) the critical parts of critical dedicated networks are defined independently or 

C) the definition of the critical parts common to all communications networks is 

supplemented, where appropriate, with clarifications concerning critical dedi-

cated networks. 

Option B was rejected on the grounds that it would lead to unnecessarily overlapping 

definitions, as dedicated networks use the same technologies as public communica-

tions networks. Traficom determined that the range of the critical parts of dedicated 

networks cannot be narrower than that of public communications networks, which left 

options A and C for further assessment.  

Traficom’s assessment is that the regulation should be primarily applied as is to the 

definition of the critical parts of critical dedicated networks as well. There are consid-

ered to be no major fundamental differences between public communications networks 

and dedicated networks in terms of architecture or functionalities. However, given the 

                                           

 

14 Finnish Transport and Communications Agency: Selvitys 5G:n kyberturvallisuudesta. Yhteenveto. (“Report on the 
cyber security of 5G. Summary.”), p. 8. 
15 See e.g. 5G-ACIA: 5G Non-Public Networks for Industrial Scenarios; GSA: Private LTE & 5G Networks Report; and 
Ericsson: Critical capabilities for private 5G networks. https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavi-
rasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta. 

https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta
https://www.traficom.fi/fi/ajankohtaista/liikenne-ja-viestintavirasto-julkaisi-selvityksen-5gn-kyberturvallisuudesta
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special characteristics of dedicated networks, additional regulation is considered nec-

essary as regards base stations (see rationale section 4.1.5 on network base stations 

and detailed rationale section 3). No other specific needs to clarify the definition of the 

critical parts of dedicated networks arose during the drafting of the regulation. Conse-

quently, option C was selected.  

4.7. Functions supporting services at the edge of the network 

Edge computing can be used to produce data processing services at the edge of a 5G 

network in cases where very low latencies are required, for example. Edge computing 

enables the implementation of several sets of services on the same platform. A set of 

services may consist of one or more workloads produced on the platform, virtualised.16 

The interfaces between edge computing and the core network can be seen as being 

particularly vulnerable to attacks and their impact on the functioning of the entire 

network can be significant. One of the main risks of edge computing is the potential 

exploitation of the platform for network or workload intrusion or carrying out denial-

of-service attacks elsewhere in the network. The key means by which these risks may 

be realised include programmatic intrusion through another workload, the internet or 

a radio interface or physical access to the device.  

Edge computing involves moving core network functions to the edge of the network or 

otherwise closer to the users of the network. Edge computing makes it possible to 

implement core network functions, such as a 5G network UPF (User Plane Function) or 

a local copy thereof, or other core functions defined by default as critical parts of a 

network based on section 6 of the regulation, at the edge of the network. If user traffic 

is to be steered and decrypted at the edge of the network for edge computing, the UPF 

must be implemented at the edge. This requires interfaces to the actual core network. 

For this reason, the following section focuses on examining the UPF in particular and 

presents reasons why the UPF is, by default, a critical part of a communications net-

work, even when implemented at the edge of the network. 

The central role of the UPF in the management and monitoring of user traffic at the 

edge of the network makes it a critical function in a 5G network by default, even at 

the edge of the network. The UPF also implements other critical services, such as the 

steering, filtering, monitoring or rerouting of user traffic to a local data network or the 

internet via an N6 interface where necessary. The UPF provides services and directs 

the traffic of mobile network users from the radio access network (RAN) and non-3GPP 

networks. The UPF also plays a key role in the lawful interception of user traffic and 

the collection of charging data. The UPF can be a function that is commonly used for 

all data traffic, session-specific or network slice-specific. It can also be implemented 

on a dedicated edge computing platform, to which user traffic is routed via the N6 

interface.   

On the one hand, the UPF decides on user traffic steering, monitoring and, if necessary, 

termination towards a local network or data network, as a result of which it is important 

to ensure the security of the UPF itself. The UPF’s key security functions in terms of 

user traffic include DPI (Deep Packet Inspection), encryption functions and the ena-

bling of lawful interception at the edge of the network.  

                                           

 

16 Components related to edge computing are described in, for instance, the ENISA Threat Landscape for 5G Networks, 
section 3.9. https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-for-5g-networks. 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-for-5g-networks
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On the other hand, the UPF interacts with the Session Management Function (SMF), 

which manages the core network’s user sessions and is directly connected to the SBA 

service bus, the security of which is critical in terms of the overall security of the 

network. The UPF also interacts with other network functions, the use cases of which 

may vary depending on the session, network slice or application, for example. The UPF 

requires a connection to the network’s common SMF so that user traffic can be trans-

ferred from one UPF to another in the event that the user moves between several 

functions implemented at different geographical locations, for example. The question 

is, therefore, whether the core network can be protected from the local implementa-

tions of core network functions.  

Given the potentially high importance of the UPF as part of a network, the regulation 

must set a high threshold for defining it as non-critical, even when implemented at the 

edge of a network. Factors that may have an impact on the assessment include, at 

least, whether the function only serves specific users and whether it provides access 

to a public communications network, such as the internet. The assessment may also 

be influenced by how the resource requests of local functions are handled and moni-

tored, and whether local functions are treated as untrusted from the point of view of 

the security of the core network. In view of the above, Traficom has assessed the 

following options. 

A) The UPF and other core functions are always defined as critical parts of a network, 

including when they support services provided at the edge of the network. 

This definition would have the advantage of being both clear and unambiguous to ap-

ply. However, it is conceivable that the definition of these functions as critical parts of 

a communications network would, to some extent, influence their deployment and the 

decisions of telecommunications operators regarding which equipment manufacturers 

to use. However, the number of potential suppliers of a UPF realised at the edge of a 

network, for example, is high due to not being limited to the most well-known equip-

ment manufacturers.  

This definition would be safer considering the uncertainty as regards how important 

steering at the edge of the network will eventually be in 5G networks and what pur-

poses edge computing will be used for in practice. Moving network functions to the 

edge of the network could potentially become very commonplace in cases where low 

latencies and the optimisation of available capacity are essential. If this turns out to 

be the case, this definition would ensure that the functions are not excluded from the 

scope of application of section 244 a of the Act on Electronic Communications Services. 

B) An exception is defined according to which functions supporting services provided 

at the edge of the network are not considered critical parts of a communications 

network under certain conditions. 

This option requires the regulation to include at least a general set of criteria for de-

fining a function as non-critical. The challenge is establishing criteria for ensuring that 

the function does not meet the definition of a critical part of a communications net-

work. It is not possible to define concrete ways of applying the protection mechanisms 

necessary for ensuring this in advance; instead, this is left up to telecommunications 

operators. The necessary protection mechanisms also depend on how the functions 

are used and how technology develops in terms of how the interfaces between these 
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functions and other core network functions will be organised in the future17. Moreover, 

it is not known whether it is actually possible to apply sufficient protection mechanisms 

to ensure this with the current level of technology. The threshold for considering pro-

tection mechanisms sufficient should be high.  

It would be problematic if the exception included in the regulation were to eventually 

cause a large proportion of network functions to become defined as non-critical as 

networks continue to develop. In other words, defining an exception carries the risk 

that a large proportion of network functionalities that would support new ways of uti-

lising 5G networks could be deemed non-critical.  

Weighing, on the one hand, the disadvantages associated with each of the two options, 

such as their potential impact on market development, and, on the other hand, taking 

into account the large number of potential suppliers as regards functions implemented 

at the edge of the network, option B can be considered more justified overall. The risks 

associated with defining an exception are significantly reduced by the fact that the 

regulation will be subject to regular follow-up monitoring to keep it up to date. The 

application of the regulation, the effects of technological development and the practical 

implementation of edge computing will be examined within the next few years as part 

of the follow-up monitoring of the regulation. The grounds for the exception and the 

potential criticality of functions related to edge computing overall can be re-evaluated 

at that point as part of the follow-up monitoring. 

5. Drafting of the regulation 

5.1. Starting points of the drafting and the hearing of stakeholders 

According to the government proposal (HE 98/2020 vp), the technical definitions of 

the regulation must take into account international standards on the basis of which 

communications networks are designed and built. The drafting of the regulation has 

relied particularly on ETSI standards and the 3GPP’s technical specifications, which 

have been taken into account in the definition of the critical parts of 4G and 5G net-

works. 

The regulation was drafted in extensive collaboration with the Finnish telecommunica-

tions industry, national authorities responsible for national security and national de-

fence and other national authorities. In September 2020, Traficom sent an invitation 

to all telecommunications operators operating in Finland, key network device manu-

facturers and key authorities to participate in the drafting of the regulation. As a result, 

the following parties participated in the drafting, either by providing comments or 

monitoring the work, from the early draft stage of the regulation: DNA Oyj, Cinia Oy, 

Digita Oy, Elisa Oyj, Oy L M Ericsson Ab, FiCom ry, Finnet-liitto ry, FNE-Finland Oy, 

Huawei Technologies Oy (Finland) Co. Ltd, Luoteis-Kuhmon kyläverkko-osuuskunta, 

Länsilinkki Oy, NDC Networks Oy, Nokia Oyj, Suomen Erillisverkot Oy, Telia Finland 

Oyj, Ålands Telekommunikation Ab, the National Emergency Supply Agency, the Min-

istry of Defence, the Finnish Defence Forces, the Ministry of the Interior, the Ministry 

for Foreign Affairs and the Ministry of Finance. Five remote meetings were held be-

tween the parties involved in the drafting (the preparatory group) between September 

and November, in addition to which many of the participants replied to written ques-

tions drawn up by Traficom in support of the drafting of the regulation between the 

                                           

 

17 For example, it is possible that future versions of 5G network technical specifications will allow the opening of the ser-
vice bus to user traffic and thus to the UPF instead of it being indirectly connected to the core via the Session Manage-
ment Function (SMF), which manages user sessions. 
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meetings. The participants also had the opportunity to comment on drafts of the reg-

ulation and the explanatory notes drafted by Traficom. 

The parties participating in the preparatory group also had the opportunity to comment 

on the draft regulation and explanatory notes between 21 January and 3 February 

2021 before the draft versions were submitted for consultation. The most notable com-

ments and the clarifications made based on them are described below. 

Some comments suggested that the regulation should include an obligation to disclose 

documentation to the authority on a regular basis or in advance whenever new com-

ponents are deployed. Traficom notes that it does not have the authority to issue 

regulations for the purpose of imposing new obligations regarding access to infor-

mation or rights to information, due to which existing relevant provisions must be 

applied instead. In the case of Traficom, these include sections 315; 320; 244 a, sub-

section 5; and 244 b, subsection 3 of the Act on Electronic Communications Services, 

among others. The comments also included a proposal to always define 4G and 5G 

base stations as critical, but this proposal was rejected. This issue is covered above in 

section 4.1.5, which was clarified based on the comments. 

On the basis of the received comments, one example describing the infrastructure 

services necessary for and supporting the operation of a communications network and 

service was clarified (detailed rationale section 4.2, item 4) of the explanatory notes). 

These can include a centralised time service system that transmits and verifies base 

stations’ time and phase synchronisation signals, for example.  

As regards the definition of the critical parts associated with interconnection, requests 

were made to specify that the receiving party is not responsible for the critical parts 

of the communications network on behalf of the other party. In response, Traficom 

states that the prohibition on the use of a network device in the critical parts of a public 

communications network imposed by section 244 a, subsection 1 of the Act on Elec-

tronic Communications Services applies specifically to the owner or other holder of the 

communications network (i.e. the network device concerned), meaning the parties 

which may be subject to the obligation to remove the network device from the network 

pursuant to section 244 a, subsection 3 of the Act on Electronic Communications Ser-

vices.  

Several comments suggested that 2G and 3G network base station controllers should 

be excluded from the scope of section 4, paragraph 1, subparagraph i of the regulation, 

irrespective of their priority rating. Traficom did not consider the proposal justified if 

the base station controller would still be assigned a priority rating of 1 or 2 based on 

the number of users or the geographical coverage area. However, Traficom clarified 

the section in question by stating that base station controllers are not deemed critical 

parts of a communications network solely on the basis of being assigned a priority 

rating of at least 2 based on Regulation 54. The impact assessment was supplemented 

in this respect. 

5.2.  Comments received through consultation  

A draft of the regulation on critical parts of a communications network and a draft of 

the regulation’s explanatory notes were circulated for comments on the lausunto-

palvelu.fi service from 3 to 23 March 2021. The Advisory Board for Network Security 

was also informed of the consultation request. Traficom received a total of 12 com-

ments during the consultation period. These comments were submitted by DNA Oyj, 

Elisa Oyj, Finnet-liitto ry, Huawei Technologies Oy (Finland) Co. Ltd, Nokia Oyj, the 

Ministry of Defence, the Ministry of the Interior, Suomen Erillisverkot Oy, Telia Finland 
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Oyj, FiCom ry, the Ministry for Foreign Affairs and the Ministry of Finance. The com-

ments are available on lausuntopalvelu.fi. 

The comments received during the consultation were, for the most part, similar to the 

comments received during the round of comments among the preparatory group mem-

bers, which are described above. Issues highlighted in the comments included, in par-

ticular, the documentation of the critical parts of a communications network, base 

station controllers and priority rating, base station management, functions supporting 

services provided at the edge of the network, the chosen method for defining the 

critical parts of a network and the definition of the criticality of base stations. As a 

result of the issues highlighted in the comments, Traficom clarified the regulation and 

the explanatory notes as regards the documentation obligations and the instructions 

for applying the exception provided for in section 7 of the regulation. The comments 

and Traficom’s views regarding the amendment proposals and views presented in them 

are discussed in greater detail in the summary of comments.18   

6. Assessment of the impact of the regulation 

This is a new regulation. There have been no previous regulations on the definition of 

the critical parts of a communications network. The regulation will provide advance 

guidance to telecommunications operators and dedicated network operators covered 

by its scope of application in the design of networks, the procurement of network 

devices and the construction, maintenance and administration of networks. The regu-

lation promotes national security and information security in communications net-

works. The regulation clarifies the parts of a communications network that the prohi-

bition on the use of a network device imposed by section 244 a of the Act on Electronic 

Communications Services may apply to. As such, the regulation clarifies the scope of 

application of the section in question.  

Obligation to identify and document 

Business impacts. The obligation to identify and document the critical parts of a com-

munications network imposed by section 3 of the regulation is estimated to entail some 

financial costs for the telecommunications operators and dedicated network operators 

affected by it from having to identify and document the critical parts of their networks 

and the components used therein. The obligation applies equally to all telecommuni-

cations operators and dedicated network operators covered by section 244 a of the Act 

on Electronic Communications Services. However, the workload required for documen-

tation will, in practice, be smaller for the owners or holders of small and technically 

simple networks than for the owners or holders of large and complex networks. The 

obligation to identify and document can also be assessed to have positive business 

impacts, as the obligation will promote compliance with the new regulation among 

telecommunications operators and dedicated network operators. As a result, the re-

quirements of the new regulation are more likely to be considered in the planning of 

changes to communications networks as well. Moreover, the obligation can be ex-

pected to some extent reduce – but not completely eliminate – the risk that an operator 

would have to remove a communications network device from its network pursuant to 

section 244 a of the Act on Electronic Communications Services. Most of the comments 

received by Traficom during the drafting of the regulation did not support the limiting 

                                           

 

18 Lausuntoyhteenveto – määräys viestintäverkon kriittisistä osista (Summary of comments – regulation on the critical 
parts of a communications network), reg. no. TRAFICOM/161584/03.04.05.00/2020. 

https://www.lausuntopalvelu.fi/FI/Proposal/Participation?proposalId=0c026e2d-3285-4b85-946d-d7d45cdb632a
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of the obligation to identify and document to only some public communications net-

works or critical dedicated networks in order to reduce the administrative burden. 

Impact on the operations of the authorities. It is assessed that the obligation to identify 

and document will have a significant positive impact on the realisation of the regulatory 

tasks of the regulatory authority. Up-to-date documentation will serve as a basis for 

compliance oversight and initiating necessary follow-up procedures.  

Other impacts on society. The obligation to identify and document is expected to con-

tribute to securing the critical parts of communications networks as referred to in sec-

tion 244 a of the Act on Electronic Communications Services, thus facilitating the re-

alisation of the objective of the regulation and the security of communications net-

works.   

Definition of the critical parts common to all communications networks and the critical 

parts of 4G and 5G networks 

- Virtualisation and virtualised network functions 

Business impacts. The regulation defines virtualisation as a critical part of a commu-

nications network if it is used for the implementation of a function or measure deemed 

a critical part of the communications network. In addition, any other function or meas-

ure if implemented by such virtualisation that is deemed a critical part of a communi-

cations network is also considered a critical part of the communications network. The 

regulation does not, in principle, prevent the implementation of both critical and non-

critical functions on the same virtualisation platform, but the risk of the use of a net-

work device being prohibited pursuant to section 244 a of the Act on Electronic Com-

munications Services could, however, lead to a telecommunications operator imple-

menting several virtualisation platforms to separate critical and non-critical functions 

just in case. However, from a regulatory point of view, it is possible for a telecommu-

nications operator to implement both types of functions on the same platform if it can 

still fulfil its obligations while doing so. Efforts have been made to limit the range of 

the critical parts of a communications network to the bare minimum, and not all virtu-

alisation platforms are considered critical parts of a network on the basis of the regu-

lation. 

- Functions supporting services at the edge of the network 

Business impacts. The regulation includes criteria on the basis of which network man-

agement functionalities, which are otherwise considered core functions of a network, 

can be considered non-critical parts of the communications network when they support 

services at the edge of a 4G or 5G network. This exception makes it so that the regu-

lation is not unnecessarily applied to functions that can be assured not to control or 

manage access to the network or traffic in the network, thus ensuring that the tele-

communications operator’s operations are not unduly restricted by section 244 a of 

the Act on Electronic Communications Services. However, the telecommunications op-

erator does incur some costs from having to demonstrate that the conditions for the 

exception are met and applying the necessary protection mechanisms. These are con-

sidered necessary, however, to make it possible to consider these functions as non-

critical parts of a communications network. 

Impact on the operations of the authorities. Should a telecommunications operator or 

dedicated network operator invoke the exception, Traficom has to assess the suffi-

ciency of the protection mechanisms for the application of section 244 a of the Act on 
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Electronic Communications Services, which may require considerable expertise. As-

sessing these matters is necessary in any case, however, as part of the assessment of 

whether the so-called endangerment condition is met as a result of the measures taken 

by the telecommunications operator or dedicated network operator. Because of this, 

the exception is not assessed to significantly increase Traficom’s workload. 

- Radio access network components and base station management systems 

Business impacts. At this point, Traficom considers it premature to define in the regu-

lation whether base stations are critical parts of a communications network. Because 

of this the telecommunications operator or dedicated network operator has to inde-

pendently assess their criticality in relation to the level of technology and the functions 

and measures carried out by the base stations, among other factors. This causes some 

uncertainty for operators in terms of the choice of devices, but Traficom believes that 

this is unavoidable under the present circumstances. However, the regulation does 

cover the assessment of the criticality of some specific parts of a network related to 

base stations, irrespective of whether the base stations themselves are critical parts 

of the communications network. The parts in question are management systems and 

base station controllers. 

According to the regulation, network management and network monitoring systems 

are critical parts of a communications network if they may have a significant impact 

on access to the network or on traffic in the network, even if the managed element 

itself is not a critical part of the communications network. On this basis, a base station 

management system may be a critical part of the communications network, even if 

the base stations themselves are not considered critical parts of the communications 

network. Making this assessment causes some administrative burden for telecommu-

nications operators and dedicated network operators, but the benefit is that base sta-

tion management systems can be deemed non-critical on a case-by-case basis. 

As the base station supplier typically also supplies the management system for them, 

procuring a base station management system from another supplier or developing one 

is not necessarily viable from a financial or technical standpoint at the moment. It can 

therefore be assessed that the potential criticality of a base station management sys-

tem as part of a network may also indirectly affect a telecommunications operator’s or 

dedicated network operator’s choice of base station supplier. Management systems 

may also support the management of the base stations of another manufacturer, but 

there may be limitations in the functions in such a case. 

Even if a specific base station management system is deemed a critical part of a com-

munications network, the telecommunications operator can still select a communica-

tions network device the use of which can entail a higher risk of the prohibition of use 

pursuant to section 244 a of the Act on Electronic Communications Services being 

realised. Even in the case of a critical part, the operator can seek to demonstrate that 

use of the specific base station management system in the network does not endanger 

national security or national defence. This can be demonstrated by applying additional 

controls to ensure information security, for example (see rationale section 4.3). This 

can create segments with different security levels in the management environment, 

which make it essential to ensure their separation and security. As section 244 a of 

the Act on Electronic Communications Services is based on ex post control, it is not 

possible for the operator to completely eliminate in advance the risk that the base 

station management system could be subject to the removal obligation in the future. 

In addition, it should be noted that, depending on the specific characteristics of the 
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case, a base station management system is not necessarily a critical part of the com-

munications network on the basis of the regulation if the base stations managed by it 

themselves are not considered critical parts of the communications network.  

On the other hand, even when network base stations are not considered critical parts 

of the communications network, the telecommunications operator, having assessed 

the risks, could conclude that it would not be sensible to procure the base stations 

without a management system from the same supplier if the management system is 

considered a critical part of the communications network. Such a conclusion could re-

sult if an economically and functionally viable system for managing base station ele-

ments is not available or its development is not possible, and if the telecommunications 

operator considers there to be too high a risk that the management system would be 

subject to the removal obligation without full compensation during the life cycle of the 

base stations. In practice, this kind of assessment could narrow the operator’s range 

of potential base station suppliers, which could have an impact on the negotiating 

position of the operator and on the competitive situation between suppliers. However, 

it is assessed that the impact would be limited in relation to the fact that the operator 

in any case bears a risk due to how the criticality of the base stations themselves is 

assessed, since this regulation does not define whether base stations are critical parts 

of a communications network.  

2G and 3G networks use dedicated base station and radio network controllers which, 

according to this regulation, are critical parts of a communications network when they 

are assigned a priority rating 1 or 2 based on the number of users or the geographical 

coverage area pursuant to Regulation 54. According to the comments submitted to 

Traficom, base stations are in practice dependent on the same manufacturer’s base 

station controllers, although Traficom’s information indicates that there is an interface 

that could enable the use of devices from a different manufacturer. Considering base 

station controllers as critical parts of a communications network can be assessed to 

have similar impacts to considering a base station management system as a critical 

part of a communications network, as described above, and it is not financially and 

functionally viable to operate base stations without base station controllers from the 

same manufacturer. Different network technologies may be integrated into a single 

base station unit, in which case the 2G and 3G functionalities of an integrated base 

station could not be used in this case, but the 4G and 5G features would be maintained. 

However, 3G technology is in any case already being phased out. 

In the longer term, deeming a base station management system or base stations as 

critical parts of a communications network could affect radio network architecture 

choices and lead to the deployment of an OpenRAN solution, for example, which would 

significantly diminish the link between the management system and base stations and 

their suppliers. This would make radio network architecture more supplier-independ-

ent, which could make it easier to change management systems. However, the rele-

vant technical solutions were still in the development and pilot phase at the time this 

regulation was issued. 
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Detailed rationale 

1. Scope of application 

According to section 1 of the regulation, the regulation applies to public telecommuni-

cations and dedicated networks of operators essential to vital functions of society, 

where such dedicated networks are connected to a public communications network, as 

referred to in section 244 a, subsection 2 of the Act on Electronic Communications 

Services (917/2014). 

The scope of application of the regulation covers all operators to whom section 244 a 

of the Act on Electronic Communications Services applies, meaning both telecommu-

nications operators and dedicated network operators.  

The regulation is not exhaustive. The regulation’s definition of the critical parts of a 

communications network is applied in conjunction with section 244 a of the Act on 

Electronic Communications Services, which means that the critical parts of a commu-

nications network may also be determined directly according to the definition of the 

critical parts of a communications network provided in subsection 1 of said section.  

2. Definitions 

This section defines the main concepts used in the regulation. 

Critical part of a communications network  

The definition of a critical part of a communications network corresponds to the defi-

nition provided in section 244 a, subsection 1 of the Act on Electronic Communications 

Services. According to said subsection, a critical part of a communications network 

means key functions and measures of a network that are used to control and manage 

network access and network traffic in a significant manner. It follows from the defini-

tion that, in principle, every communications network has parts that are critical for the 

operation of that network.  

It should be noted that the question of whether the use of a specific communications 

network device in a critical part of a network meets the so-called endangerment con-

dition detailed in section 244 a, subsection 1 of the Act on Electronic Communications 

Services is separate from the assessment of whether a part of a communications net-

work is critical. The condition is met if “there are strong grounds for suspecting that 

the use of the device would endanger national security or national defence in such a 

way as to enable foreign intelligence or activities that would disrupt, paralyse or oth-

erwise adversely affect Finland’s important interests, the basic functions of society or 

the democratic social order.” The regulation does not concern the assessment of the 

endangerment condition as, according to subsection 6, Traficom’s mandate to issue 

regulations is limited to the technical definition of the critical parts of communications 

networks. 

In the government proposal, the concept of a critical part of a communications network 

is clarified as follows (HE 98/2020 vp, page 261):  

The critical parts of a communications network should be understood as comprising the core 
network, in particular the functions and measures used to centrally manage and administer 

the network and traffic in the network. In the case of current network technology, the critical 
core encompasses, for instance, the part of the backbone network that administers access for 
different users and maintains the status of user connections. The critical parts of a communi-
cations network ensure the availability of services and the confidentiality of communications. 
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The critical parts of a communications network also include those parts of the network that 
ensure the information security of the entire communications network. In existing networks, 
these functions and measures have been implemented in the backbone network. 

It is also possible to distinguish the critical parts of a 5G network, although the structure of a 
5G network is more complex than that of previous network generations. In future network 
generations, such as 5G and 6G networks, the critical parts should be defined in accordance 

with the current level of technological development. In the definition of the critical parts of a 
communications network, it would also be essential to assess who has the capacity to actually 
affect the operation and characteristics of the part of the communications network or the 
operation and features of a communications network device therein. 

The definition of a critical part of a communications network is further specified in a 

report by the Transport and Communications Committee (LiVM 16/2020 vp, page 16), 

as required by an opinion of the Constitutional Law Committee (PeVL 35/2020 vp). 

According to the report, “the critical parts of a communications network include only 

the key functions and measures used to control or manage access to the network and 

traffic in the network in a significant manner. According to the report received by the 

committee, the clarification was drawn up in discussions between various ministries. 

However, the committee has added the word ‘key’ to the amendment as a result of 

the opinion of the Constitutional Law Committee. The critical parts of a communica-

tions network play a key role in the functioning, maintenance, confidentiality of com-

munications and information security of the network.”  

When it comes to assessing the comments presented in the government proposal on 

the critical parts of a communications network, it should therefore be noted that the 

scope of the critical parts was, in accordance with the Committee report, clarified to 

cover the control and management of network access instead of the management and 

administration of the network. However, the concept of network access is not limited 

to the access of users to the network as specified in the Government proposal; instead, 

the critical parts of a communications network can also control or manage other access 

to network functions and devices, which can be based on network interconnections or 

control connections related to network maintenance, for example. In addition, the con-

cept of controlling or managing network access may encompass functions linked to 

ensuring the confidentiality of communications and the availability of network services, 

for example, provided that they are also linked to the control or management of net-

work access.  

On the basis of the report by the Transport and Communications Committee, it can be 

concluded that whether a function or measure is considered key and whether it is used 

to control and manage network access and network traffic in a significant manner is 

affected by whether the function has an impact on the functioning of the network, the 

maintenance of the network, the confidentiality of communications or the information 

security of the network. In addition, it should be noted that functions related to the 

control or management of network traffic have been defined as critical parts of a com-

munications network in accordance with the Government proposal, notwithstanding 

the fact that the concept of administration has been replaced with the concept of con-

trol. 

Critical dedicated network and dedicated network operator 

Section 244 a, subsection 2 of the Act on Electronic Communications Services extends 

the scope of application of the section to the dedicated networks of power plants, ports, 

airports and corresponding operators essential to the vital functions of society, where 

such dedicated networks are connected to a public communications network. In the 
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regulation, these networks are referred to as critical dedicated networks and the own-

ers or holders of such networks are referred to as dedicated network operators.19 If 

e.g. a micro-operator provides, as a service, a critical dedicated network to an operator 

essential to the vital functions of society, the micro-operator itself is also considered 

an operator essential to the vital functions of society in this respect. The obligations 

imposed by the regulation thus apply to the owner or other holder of a critical dedi-

cated network. 

Section 244 a of the Act on Electronic Communications Services and the regulation 

only apply to a dedicated network connected to a public communications network. The 

scope therefore covers only non-genuine dedicated networks as opposed to actual 

dedicated networks that are not interconnected in any way to a public communications 

network and are therefore not included in the scope of application of section 244 a of 

the Act on Electronic Communications Services.20 Section 244 a of the Act on Electronic 

Communications Services does not apply to communications networks that are neither 

public communications networks nor critical dedicated networks, such as the conven-

tional internal networks of individual properties or companies. However, when a com-

munications network is used to provide communications services to an unlimited circle 

of users, i.e. public telecommunications, section 244 a, subsection 1 of the Act on 

Electronic Communications Services and the provisions of the regulation on telecom-

munications operators apply.21 

In this context, interconnection refers to e.g. a dedicated network implemented using 

mobile network technology being connected to the internet by means of interconnec-

tion with a fixed network or providing the possibility of making calls outside the dedi-

cated network. The applicability of section 244 a, subsection 2 of the Act on Electronic 

Communications Services is therefore not dependent on the interconnection of mobile 

networks or the possibility of roaming, for example.  

Any non-public communications network can be a critical dedicated network, regard-

less of the technology used to implement it. According to the rationale of section 244 a 

of the Act on Electronic Communications Services, what is relevant in terms of the 

scope of application of subsection 2 is that the communications network in question 

operates in such a critical environment from the point of view of society that the en-

dangerment of the core functions of the network could endanger national security or 

national defence (HE 98/2020 vp, page 262).  

Component of a communications network or service 

For the purposes of the regulation, a component of a communications network or ser-

vice means a network element, device or information system which constitutes or is 

utilised by a communications network or service. The concept is used in several of 

Traficom’s regulations. Components of a communications network or service include 

                                           

 

19 According to the legislative history (HE 98/2020 vp, page 262), services critical to society have been identified based 
on, among others, the Government Decision on the Objectives of Security of Supply (VNp 1048/2018) issued pursuant 
to section 2 of the Act on the Measures Necessary to Secure Security of Supply (1390/1992) and in the context of the 
national implementation of the EU Network and Information Security Directive (HE 192/2017 vp).  
20 The concept of a dedicated network is used in section 244 a of the Act on Electronic Communications Services in a 
manner that differs from the repealed Communications Market Act (393/2003). In the Communications Market Act, a 
dedicated network meant a network that is not connected to a public communications network (section 130). 
21 As is stated in the rationale of the regulation, section 244 a, subsection 1 of the Act on Electronic Communications 
Services on public communications networks also applies to network services related to the communications of public 
authorities insofar as they make use of the public communications networks of telecommunications operators (HE 
98/2020 vp, page 261). 
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e.g. mobile communications centres, base station controllers, base stations, SMS cen-

tres, broadband hubs, DNS servers, network access management servers, switches, 

routers, SIP Application Servers, smart network components, DVB-T network primary 

transmitters and gapfillers or DVB-T2 transmitters. A component of a communications 

network or service does not refer to transmission links or parts of a device or network 

element, such as the central processing units of mobile switching centres. If a function 

(such as DNS server software) is distributed across several devices, each device is 

considered to be a separate component. 

4G network 

For the purposes of the regulation, a 4G network means a mobile network (its core or 

radio access network) implemented using LTE technology that is based on the EPS 

(Evolved Packet System) architecture defined by the 3GPP’s technical specifications. 

The EPS consists of an Evolved Packet Core (EPC) and an Evolved UTRAN (E-UTRAN), 

optimised for packet switching traffic.22 

5G network 

For the purposes of the regulation, a 5G network means a mobile network implemented 

using fifth generation mobile technology that is based on the 5GC Fifth Generation 

Core Network (TS 21.905) or fifth generation radio access technology (New Radio, NR) 

in accordance with the 3GPP’s technical specifications.  

For the purpose of the application of the regulation, the concept of a 5G network also 

encompasses the 5G components of a 5G Non-Standalone (5G NSA) network, which 

therefore fall within the scope of the regulation’s definition of the critical parts of a 5G 

network. For example, if a component used in a part of a 5G network is defined as 

critical in the regulation, the definition also applies in a case where the component is 

used as part of a 5G NSA network. A 5G NSA network will eventually be upgraded to 

a 5G Standalone, or 5G SA, network during its life cycle, at which point the definition 

of the critical parts of a 5G network will apply in full. It is not necessary to define 5G 

NSA networks separately in the regulation, as they use the functions of 4G and 5G 

networks. No new components or functions specified by the 3GPP are to be expected 

to be added to the 4G core network, meaning the EPC network, due to 5G NSA; in-

stead, advanced functionalities will be implemented using existing components.  

Other defined concepts 

Otherwise, the definitions laid down in section 3 of the Act on Electronic Communica-

tions Services apply. Concepts defined in the section that are used in the regulation 

include telecommunications operator, communications service, communications net-

work, communications network device, public telephone service and public communi-

cations network. 

                                           

 

22 TS 21.905 Vocabulary for 3GPP Specifications.  
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3. Identification and documentation of the critical parts of a communications 
network 

3.1.  Telecommunications operator’s and dedicated network operator’s obligation to identify 

and document 

The first subsection of this section obliges telecommunications operators and dedicated 

network operators to identify the critical parts of their communications networks and 

the components of a communications network or service used therein. In other words, 

telecommunications operators and dedicated network operators must assess which 

parts of their network and the components used therein they consider to be critical 

parts of the network pursuant to the Act on Electronic Communications Services and 

the regulation. A telecommunications operator and a dedicated network operator shall 

draw up and maintain up-to-date documentation on the critical parts of its communi-

cations network it has identified and the components of a communications network or 

service used therein. The documentation shall also include the grounds by which the 

telecommunications operator or dedicated network operator has assessed the parts of 

the communications network in question to be critical.  

The documentation shall include the identifying information of the components used 

in the critical parts of the communications network, such as the manufacturer, desig-

nation, model number or software number or other identifying information. As men-

tioned above, the documentation shall also include the grounds by which the part was 

assessed to be critical, which can be indicated by referencing the criteria included in 

the regulation. Traficom Regulations 67 and 54 also impose documentation and other 

requirements related to component access rights and the access control of the data 

centres in which they are housed.   

The regulation requires telecommunications operators and dedicated network opera-

tors to firstly identify the concrete components of their communications network or 

service, such as the network devices, that they use in the critical parts of their com-

munications networks. In the case of virtualisation, for example, at least the compo-

nents that are used to implement the physical virtualisation platform, the virtualisation 

infrastructure, the virtualised network functions and the management of virtualisation 

should be documented (cf. paragraph 11 in the list in section 4 of the regulation). 

Secondly, the critical parts should also be identified in relation to the network archi-

tecture so that the operator identifies and defines specific parts of its network as critical 

already at the network architecture planning stage. This way the identification can 

guide the operator to take into account the requirements of section 244 a of the Act 

on Electronic Communications Services when planning network device procurement. 

The assessment must be updated in connection with any changes to the network ar-

chitecture, security architecture or hardware and the planning thereof.  

The identification of the critical parts of a network does not oblige telecommunications 

operators or dedicated network operators to assess their relevance to national secu-

rity. In addition to the regulation, the operator must directly apply the definition pro-

vided in section 244 a, subsection 1 of the Act on Electronic Communications Services, 

according to which a critical part of a communications network means key functions 

and measures of a network that are used to control and manage network access and 

network traffic in a significant manner.  

The obligation imposed by section 3 of the regulation is intended to promote the im-

plementation of section 244 a of the Act on Electronic Communications Services and 

ensure the uniform application of it and the regulation. Without this documentation 

obligation, Traficom would not be able to as effectively oversee the application of the 



Explanatory notes 34 (67) 

 

TRAFICOM/161584/03.04.05.00/2020 

 

 

 

 
Finnish Transport and Communications Agency Traficom • P.O.Box 320 FI-00059 TRAFICOM, Finland 

Tel. +358 295 345 000 • Business ID 2924753-3 • www.traficom.fi 

new regulation by telecommunications operators and dedicated network operators. 

Traficom may, during its oversight duties, request access to the documentation under 

its general right to obtain information pursuant to section 315 of the Act on Electronic 

Communications Services. 

Telecommunications operators and dedicated network operators must independently 

assess the criticality of the parts of their communications networks pursuant to the 

obligation to identify and document laid down in this section of the regulation. Irre-

spective of the self-assessment carried out by the telecommunications operator or 

dedicated network operator, Traficom will ultimately determine in connection with its 

oversight whether a specific part of a network is to be considered critical.  

3.2. Assessment of the criticality of functions supporting services at the edge of the network 

The second subsection of this section states that a telecommunications operator and 

a dedicated network operator shall document the grounds for its assessment if, on the 

basis of section 7 of the regulation, it considers that a 4G or 5G network function or 

measure referred to in Table 1 or 2 (sections 5 and 6 of the regulation) is not a critical 

part of its communications network. Section 7 of the regulation makes it possible for 

a functionality considered by default to be a critical part of a communications network 

to be considered non-critical under certain conditions if it is used to support services 

provided at the edge of the network and it has been effectively separated from the 

critical parts of the communications network.  

The documentation should describe the grounds, such as the implemented security 

controls, on the basis of which the operator has arrived at its assessment. The docu-

mentation obligation and the exception only apply to the parts of a communications 

network that are considered critical by default, which are specifically defined in Tables 

1 and 2 of the regulation.  

The subsection also specifies that the documentation of these parts of a communica-

tions network and the components of a communications network or service used 

therein is also subject to the provisions of subsection 1. This means that the telecom-

munications operator or dedicated network operator must document the parts of the 

network and the components used therein that it considers to be subject to the excep-

tion in the same way as if they were critical parts of a communications network. The 

documentation should thus include the identifying information of the components and 

the functionality mentioned in Table 1 or 2 that the component implements. The doc-

umentation required by subsection 1 should be supplemented with the grounds by 

which the telecommunications operator or dedicated network operator has assessed 

the exception provided for in section 7 of the regulation to apply. The reference to 

subsection 1 also means that the documentation needs to be kept up to date. 

The purpose of the obligation is to ensure that the exception provided for in section 7 

of the regulation is applied transparently and that its application can be effectively 

overseen.  

3.3. Assessment of the criticality of base stations in a dedicated network 

The third subsection of this section imposes a specific obligation on dedicated network 

operators to prepare and maintain an assessment of whether the base stations in their 

dedicated networks are critical parts of the communications network. In its assess-

ment, the dedicated network operator shall take into account at least the geographical 

coverage area of the dedicated network, an individual base station’s share of the net-

work traffic and the functions and measures carried out by the base station in the 

dedicated network. In addition to the specified criteria, the operator must also assess 
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other potential factors relevant to determining whether a base station controls or man-

ages network access or network traffic in a significant manner. The obligation to main-

tain documentation means that the assessment must be kept up to date and amended 

as necessary in the event of significant changes to the network or its use. 

Traficom considers it justified to impose an emphasised identification and documenta-

tion obligation for base stations used in critical dedicated networks, as such networks 

and their base stations may serve a small area, the service may be of great importance 

to its users and the base station functions may more often be located on the same 

platform as core network functions. However, Traficom has not considered it necessary 

to define all base stations in dedicated networks as critical parts of a communications 

network or to seek to establish any binding criteria for their assessment. 

The subsection also imposes a specific obligation on the dedicated network operator 

to document how it has arrived at its assessment. The obligation is also applicable if 

the operator determines that a base station is not a critical part of its dedicated net-

work. 

The identification and documentation obligation imposed on dedicated network opera-

tors does not apply to base stations or other parts of a communications network, or 

the components of a communications network or service used therein, insofar as they 

are used for public telecommunications. The parts of a public communications network 

are subject to the obligations imposed by the regulation on telecommunications oper-

ators. 

4. Critical parts of a communications network 

4.1. Definition of critical parts 

This section defines the network functionalities that must at least be considered critical 

parts of a communications network. The list is not exhaustive, and the telecommuni-

cations operator or dedicated network operator must also assess whether there are 

any critical parts in its communications network that are not listed here. Hence, the 

regulation does not limit the direct application of the definition of a critical part of a 

communications network provided in section 244 a, subsection 1 of the Act on Elec-

tronic Communications Services. The list in this section and the technology-specific 

sections of the regulation complement each other. 

The list is technologically neutral. In principle, the section applies to all communica-

tions networks, such as circuit-switched and packet switching mobile networks and 

fixed broadband networks. The list has been drawn up primarily for targeted commu-

nications networks, but it can also be used, where applicable, for the definition of the 

critical parts of a mass communications network. According to the section, a part of a 

network is critical even if it only implements part of a functionality that has been de-

fined as critical. This and the functionality-based method of definition mean that when 

an individual component can be shown to implement even a part of a functionality 

defined as a critical part of a network, the component has to be considered a critical 

part of the network, even if it does not implement the functionality in full. An individual 

software component or network device can also implement more than one functional-

ity. 

The list was prepared using similar lists prepared in Germany and the United Kingdom 

as points of comparison (these are covered in greater detail in the detailed rationale 
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section 4.3). Additionally, the EU Toolbox of risk mitigating measures23 defines as crit-

ical not only core network functions, but also Network Function Virtualisation (NFV) 

management and Management and Network Orchestration (MANO), which have also 

been included in the list in the regulation. With some specifications, the list also in-

cludes charging, management and support systems other than MANO, transfer and 

transmission functions and Internetwork exchanges that are defined in the toolbox as 

having a sensitivity rating of moderate/high.  

4.2. Critical functionalities of a communications network 

1) Routing and other control or management of end-user traffic  

According to this paragraph, the critical parts of a communications network include 

key functions related to the routing and other control or management of end-user 

traffic in the communications network that may have a significant impact on traffic in 

the communications network. The paragraph also states that, based on the above, the 

critical parts of a communications network include at least the following:  

i. components of a public communications network or service if they are assigned, 

based on the number of users or the geographical coverage area, priority rating 

1 or 2 in accordance with the Regulation on resilience of communications net-

works and services and of synchronisation of communications networks (Regula-

tion 54);  

ii. components of a communications network or service if they otherwise control or 

manage a significant part of the traffic of the entire network; and  

iii. components of a communications network or service in a data centre network if 

they are necessary for the operation of a critical part of a communications net-

work. 

This paragraph therefore covers the key functions of a network that are used to route 

or otherwise manage end-user traffic in the network for terminal equipment and be-

tween networks. The paragraph also covers corresponding functions related to M2M 

traffic. In addition, the paragraph covers systems capable of analysing user traffic that 

are used to detect harmful traffic and that may also be covered by the later paragraph 

on information security functions. Typically, these types of functions are implemented 

in the core of the mobile network or in the backbone network. 

In the case of mobile networks, this paragraph covers, in particular, functionalities 

related to the transmission of the user plane or used to control network traffic through 

the control plane. The paragraph also covers mobility management in mobile networks. 

In mobile networks, the Short Message Service Center (SMSC) and the connected 

gateways also manage user traffic in the manner referred to in this paragraph.  

The paragraph also covers functionalities involved in network slicing insofar as they 

implement functions in accordance with the section. Network slicing refers to the 

grouping and separation of traffic in a mobile network in order to guarantee desired 

quality parameters. A network slice constitutes a logical whole (a logical network) in 

                                           

 

23 Cybersecurity of 5G networks EU Toolbox of risk mitigating measures. CG Publication 01/2020. Annex 2, page 39. 
https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures. See 
also EU coordinated risk assessment of the cybersecurity of 5G networks. Report. 9 October 2019, paragraph 2.21. 
https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security. 

https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures
https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security
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one physical network infrastructure. A network slice may have both common and ded-

icated resources. In mobile networks, fourth and fifth generation technologies support 

network slicing to different extents, and in 5G, several network functions are involved 

in slicing.   

These functions are used to control and manage network traffic, due to which they 

must be considered critical parts of a communications network. The functions also play 

a significant role in ensuring the availability of services, the confidentiality of commu-

nications and the information security of the communications network as a whole.  

The backbone network is of key importance to the management of network traffic and 

the availability of services, as network traffic is routed or transmitted through it. For 

the same reason, the backbone network is also of key importance for the confidentiality 

of communications. Similarly, regional network and transmission network components 

can also be of key importance in the same manner.  

The paragraph also specifies that the critical parts of a public communications network 

include components of a communications network or service if they are assigned, 

based on the number of users or the geographical coverage area, priority rating 1 or 

2, including peripheral routers meeting this criterion, regardless of whether they are a 

part of the backbone, regional or transmission network in the operator’s architecture. 

The priority rating is currently regulated by regulation 54 B/2014 M of the Finnish 

Communications Regulatory Authority on resilience of communications networks and 

services and synchronisation of communications networks. The priority rating obliga-

tion imposed by the regulation does not apply to dedicated networks. Network devices 

that are assigned these priority ratings are always critical parts of a communications 

network because they affect such a significant number of users that they must always 

be regarded as controlling or managing traffic in the network in a significant manner. 

A project to update Regulation 54 B/2014 M is currently in progress, as a result of 

which the regulation will be replaced by a regulation issued by the Finnish Transport 

and Communications Agency in the near future.24  

According to Regulation 54, a mobile network base station controller is always assigned 

a priority rating of at least 2, but for the purposes of this regulation, a mobile network 

base station controller is only considered a critical part of a communications network 

if it is also assigned a priority rating of 1 or 2 based on the number of users or the 

geographical coverage area pursuant to Regulation 54. Therefore, the assessment of 

their criticality is based on the same criteria as that of the other parts of the commu-

nications network in this respect. 

In addition, as specified by subparagraph ii, the critical parts of a communications 

network include components that otherwise manage a significant part of the traffic of 

the entire network. This also applies to dedicated networks. Such components include 

the centralised components of a backbone network, for example. A backbone network 

can be used to transmit the traffic of both a mobile network and a fixed network. All 

or most of the traffic between base stations and the mobile core network, internal 

traffic in the core or the traffic in a dedicated network is transmitted or managed in 

                                           

 

24 Regulations issued by the Finnish Communications Regulatory Authority are valid until otherwise enacted or ordered 
(laki liikenne- ja viestintäministeriön hallinnonalan virastouudistuksen täytäntöönpanoa sekä virastojen tehtävien 
uudelleenorganisointia koskevan lainsäädännön voimaanpanosta (Act on the implementation of legislation concerning 
the implementation of the agency reform of the administrative branch of the Ministry of Transport and Communications 
and the reorganisation of the agencies’ tasks), 937/2018, section 8). 
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the backbone network. A backbone network connects regional networks to one an-

other. An example of a part of a network covered by this paragraph is an IP/MPLS 

network connecting an operator’s regional networks. However, the application of this 

paragraph is not limited to a backbone network or a core network, as their definitions 

are ambiguous.  

On the basis of subparagraph iii, this paragraph also applies to a data centre network 

when e.g. it is used to connect critical parts of a communications network produced in 

the data centre, such as the key functions of a mobile core network, to a backbone 

network. 

2) End-user access management, authentication and authorisation, allocation of network 

resources to end-users, and management of end-user connections and sessions 

This paragraph covers functions that are used to manage the access of end-users, and 

thus the terminal equipment used by the end-users, to the network, maintain user 

sessions and the status of connections, authenticate and authorise end-users (terminal 

equipment) and ensure the allocation of network resources to them. The authentica-

tion of users, the allocation of network resources to users and the management of user 

sessions are of key importance not only for the availability of the service but also for 

maintaining the confidentiality of communications.  

This paragraph covers, among others, functions that in mobile networks are responsi-

ble for the authentication of the user’s terminal equipment, the transmission of the 

authentication between networks and bearer management between the terminal 

equipment and the network. The paragraph also covers mobility management in mo-

bile networks. 

In mobile networks, this paragraph covers, among others, the authentication of con-

nections from different networks in a centralised component (Non-3GPP Access) and 

Authentication, Authorisation and Accounting (AAA) functionality insofar as it relates 

to the authentication and authorisation of end-users.  

In terms of resource allocation, the paragraph covers, among others, the allocation of 

IP addresses to the users’ terminal equipment and DNS servers serving users, which 

are of key importance for the availability of the service. 

The paragraph also covers functionalities pertaining to network slicing insofar as they 

implement functions in accordance with the paragraph, such as the assignment of 

terminal equipment to network slices. In 5G, a number of network functions are in-

volved in network slicing. Key security risks associated with network slicing include 

insufficient slice separation and access management, which entail a risk of data leak-

age between slices or the shared computing power of the slices being reserved. 

These functions are used to control and manage the network access of users in partic-

ular, due to which they must be considered critical parts of a communications network. 

The functions also play a significant role in network traffic control, the maintenance of 

connections and ensuring the availability of services, the confidentiality of communi-

cations and the information security of the communications network as a whole. 

3) Registration, authentication and authorisation of communications network and service 

functions 

According to this paragraph, the critical parts of a communications network include the 

registration and mutual authentication and authorisation of the various functions 

within the network. The critical parts of a communications network thus include e.g. 
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different types of network registers used to maintain information on network functions 

and network functions that are responsible for the authorisation of other functions 

(Authentication, Authorisation and Accounting or AAA). 

These functions are used to control and manage network access, such as the access 

of different network functions to other network functions, due to which they must be 

considered critical parts of a communications network. The functions also play a sig-

nificant role in the control of the network, the network access management of users, 

the maintenance of connections and ensuring the availability of services, the confiden-

tiality of communications and the information security of the communications network 

as a whole. 

4) Infrastructure services necessary to support the operation of a communications net-

work and service 

According to this paragraph, the critical parts of a communications network include the 

infrastructure services necessary to support the operation of the communications net-

work and service. Such functions include: 

- data repositories containing information on critical network functions and user data 

- internal address assignment and name services in the core network serving the 

network components, such as DNS and DHCP services 

- time services used in critical parts of the network for the synchronisation of time 

(these have an impact on key management and logging, for example)  

- a centralised time service system that transmits and ensures the time and phase 

synchronisation signal of base stations25. 

These functions are used to control and manage the network access of different net-

work functions and synchronisation traffic in the network, due to which they must be 

considered critical parts of a communications network. The functions also play a sig-

nificant role in the control of the network, the network access management of users, 

the maintenance of connections and ensuring the availability of services, the confiden-

tiality of communications and the information security of the communications network 

as a whole. 

5) Functions to implement interfaces between communications networks or services, in-

cluding roaming 

According to this paragraph, functions that implement interfaces between a communi-

cations network or service and other communications networks and services are critical 

parts of a communications network. This refers, in particular, to the external interfaces 

of the core network which provide access to the network services from other networks 

or services, which can be provided either by the telecommunications operator or ded-

icated network operator itself or other operators.  

                                           

 

25 Including at least the ePRTC (Enhanced Primary Reference Time Clock), the T-GM (Telecom Grandmaster) and the 
atomic clock. The same system may transmit in a centralised manner to the base stations a synchronisation signal pro-
vided through a satellite positioning system under normal conditions, in addition to authentication. This system does not 
refer to the transmission system components used to transmit a signal, which are typically the same as for other data 
traffic and which may be critical parts of a communications network based on other sections of this regulation. 
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The critical parts of a communications network also include roaming interfaces that 

are opened to IPX operators, among others, and enable network-to-network connec-

tions. The interfaces referred to here can also enable access to network functionalities 

via a wireless local area network, for instance. An internet gateway for the users of 

the network, as well as interfaces with the other internal systems of the telecommu-

nications operator or a dedicated network operator, such as an IMS network, are also 

considered critical parts of the communications network.  

External interfaces may enable intrusion into core network functions, the undermining 

of network performance and access to confidential information about network functions 

and its users. There are a variety of ways in which interfaces can be implemented, and 

many of their security features remain outside the scope of standardisation. 

These functions are used to control and manage network traffic and the network access 

of services, due to which they must be considered critical parts of a communications 

network. The functions also play a significant role in the control of the network, the 

network access management of users, the maintenance of connections and ensuring 

the availability of services, the confidentiality of communications and the information 

security of the communications network as a whole. 

6) Functions by which communications networks or services are interconnected if such a 

function may have a significant impact on access to the communications network or 

on traffic in the network 

This paragraph covers interconnection points and direct interconnection with other 

networks and services, which enable the transmission of traffic between communica-

tions networks. In addition to an IP backbone network, elements key to the functioning 

of a communications network and its services include IP transit and routing points to 

the networks of other operators and the internet. Whether interconnection has a sig-

nificant impact on traffic in the communications network should be assessed in relation 

to traffic of the type in question in the network.  

This paragraph covers, among others, internet exchange points (IXP) and mobile op-

erator exchange points (DIX). The link to the exchange point may be part of the op-

erator’s backbone network, the components of which are critical parts of the commu-

nications network according to the criteria provided in paragraph 1.  

These functions are used to control and manage network traffic, due to which they 

must be considered critical parts of a communications network. The functions play a 

significant role in the availability of traffic and services between networks and ensuring 

the confidentiality of communications and the information security of the communica-

tions network as a whole. 

7) Centralised management of the encryption of the communications network, its func-

tions and end-user traffic and the encryption keys 

This paragraph covers centralised functions related to the creation, storage, transmis-

sion, integrity and other life cycle stages of communications network devices, software 

and users’ encryption keys. A function can be considered centralised even if it is phys-

ically distributed across several data centres, for example. This paragraph also covers 

functions that participate in the certificate hierarchy or are used to create and transmit 

keys as well as transmit key validity data (Certificate Revocation List or CRL, or equiv-

alent). 

The paragraph applies not only to authentication and encryption between users and 

the network, but also between network components and network functions. 
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The paragraph covers the following areas, in particular: encryption of traffic between 

network base stations and the core network (including base stations’ wireless trans-

mission links), encryption used by backbone network components and encryption of 

core network functions. It also covers the encryption of the data repositories used by 

the critical parts of a communications network. The paragraph does not apply to the 

encryption of radio traffic between a user and a base station at the radio interface, for 

example. 

These functions are used to control and manage the network traffic and network access 

of users, due to which they must be considered critical parts of a communications 

network. The functions play a significant role in ensuring the confidentiality of com-

munications and the information security of the communications network as a whole. 

8) Information security functions affecting critical parts of a communications network 

This paragraph covers functions which are used to monitor, manage, limit or filter 

network traffic or process the log data of systems connected to the critical parts of the 

communications network. The paragraph also covers functions that are used to man-

age and monitor measures relating to the maintenance or administration of the net-

work.  

Information security functions protect the core network from threats from the direction 

of the radio network and external networks, as well as the functions of the core net-

work from internal threats. Information security functions, such as security software 

on servers, enable the management of the platforms of critical systems or their oper-

ating systems. The paragraph also covers information security functions targeting 

other critical parts of a communications network, such as management connections. 

In terms of network architecture, an information security function protecting the core 

network covered by this paragraph may also be implemented outside the core network. 

The paragraph also covers other information security functions affecting critical parts 

of a communications network, such as management systems.  

Information security functions separate a network into different security domains and 

segments and filter and monitor traffic between them. These include:  

- segments between the core network and the transmission network and the radio 

network; and 

- interfaces between OSS and BSS systems and their interfaces with the communi-

cations network; and  

- functions used to monitor and control traffic between or within the above, such as 

firewalls, Security Gateways terminating tunnelled traffic between separate secu-

rity domains of an operator’s network, and Border Gateways that are used to con-

trol and manage traffic between the different networks of a single operator or the 

networks of different operators. 

Information security functions can also be Network Function Virtualisations (NFVs) that 

provide network services and software virtually. They can share a platform with other 

similar software. 

The paragraph also covers information security functions tasked with controlling and 

transmitting network services to external networks, such as roaming networks or other 

networks outside the mobile network. Examples include Diameter Edge Agent and, in 
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the case of a 5G network, SEPP, which acts as a proxy in the implementation of traffic 

and services between the networks of different operators and is tasked with protecting 

the communications of core network services in the direction of the link between the 

operators. Other examples of information security functions, which may also be virtu-

alised, include network security software, such as firewalls, traffic filtering software or 

network infrastructure support software, such as DHCP or DNS services.    

These functions are used to control and manage internal network traffic and network 

access, due to which they must be considered critical parts of a communications net-

work. The functions play a significant role in ensuring the confidentiality of communi-

cations and the information security of the communications network as a whole. 

9) Network management and network monitoring systems as well as certain other 

charging, support and back-end systems 

According to this paragraph, the critical parts of a communications network include, 

firstly, network management and network monitoring systems if they relate to the 

management or monitoring of critical parts of a communications network or if they 

may otherwise have a significant impact on access to the network or on traffic in the 

network. Secondly, the critical parts of a communications network also include other 

support and back-end systems that may have a significant impact on access to the 

communications network or on traffic in the network. 

Network management and network monitoring systems are therefore critical parts of 

a communications network firstly when they are involved in the management or mon-

itoring of a function that has been determined to be a critical part of the communica-

tions network on other grounds. Secondly, the functions referred to here are critical 

parts of a communications network when they may otherwise have a significant impact 

on access to the communications network or on traffic in the network due to e.g. the 

number of managed elements, even when an individual managed element is not a 

critical part of the communications network. For example, a base station management 

system can be a critical part of a communications network on the basis of this para-

graph even when an individual base station under its management is not considered a 

critical part of the communications network. This is because a base station manage-

ment system can have an impact on, or even prevent, users’ access to the network 

and influence the traffic transmitted by base stations by slowing it down, for example. 

In this context, network management and network monitoring systems refer to soft-

ware, devices or interfaces that are used to operate, maintain or otherwise manage 

and monitor the various resources of a communications network, such as base sta-

tions, information security systems, network devices and software used for network 

maintenance.  

Network management and network monitoring systems include OSS (Operations Sup-

port Systems) and MANO (Management and Orchestration) systems, as well as their 

interfaces with BSSs (Business Support Systems). OSSs and BSSs can be intercon-

nected, depending on the network architecture, by means of a service bus, in which 

case the service bus constitutes an interface that is considered a critical part. Auto-

matic systems used for network optimisation and management may also be covered 

by this paragraph in whole or in part based on the above grounds. These include sys-

tems that collect data on the performance of the network and control the network by 

supplying analysed network data back to the network functions, for example. The par-

agraph also covers IPAM systems, which manage address assignment on the network, 
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and systems for receiving and analysing communications network or service monitor-

ing notifications as referred to in section 4, subsection 2 of the Finnish Transport and 

Communications Agency’s Regulation 66A.  

MANO functions include the NFV orchestration components of a software-controlled 

network, for example. Their main tasks are to manage, define and harmonise the con-

nections between network components in software-controlled networks. The functions 

covered by the paragraph also include VIM and VNF functions that are tasked with 

managing the virtual network infrastructure and platform and related service compo-

nents. Network slicing management is also covered by this paragraph. Software De-

fined Networking (SDN) is also covered by this paragraph. SDN refers to the virtuali-

sation of network functions and their transfer to a standardised control plane where 

the network functions can be managed through software interfaces. In the case of 5G 

networks, for example, this management can be automated and the network can be 

controlled in a software-based and dynamic manner in accordance with changing 

needs.  

As regards other charging, support and back-end systems (such as BSS), the para-

graph covers systems that can have a significant impact on access to the communica-

tions network or on traffic in the network in terms of the accessibility of services, for 

example. Systems that affect the provisioning of subscriptions, for example, can po-

tentially exclude large numbers of subscriptions from a network as a result of misuse 

or a software error.  

In this context, charging systems refer to both core network functions related to the 

technical implementation of charging and charging support systems outside the core. 

Even though a network can operate without a charging system, charging can be con-

sidered a critical part of a communications network if it can have a significant impact 

on the availability of services or the confidentiality of communications. Charging sys-

tem functions can typically be divided into online and offline functions. In the case of 

mobile networks, network charging management and architecture are defined in the 

3GPP’s Technical Specification 32.240. A charging system may affect the availability 

of a service in the case of online charging by blocking, in real time, a user’s access to 

the network or its services through a quota management service, in which case it 

allows or denies the user’s access to the service on a time or data basis. A charging 

system collects and processes charging data that may contain information describing 

confidential communication between the parties involved, for example. A charging sys-

tem can provide access to traffic data processed in the network, which may compro-

mise the confidentiality of communications.  

These functions are used to control and manage network traffic and network access, 

due to which they must be considered critical parts of a communications network. The 

functions play a significant role in the management and control of the network, the 

network access management of users and ensuring the availability of services, the 

confidentiality of communications and the information security of the communications 

network as a whole. Charging system functions can be used to control and manage 

network access, due to which they can be considered critical parts of a communications 

network. The functions play a significant role in the control of network traffic and en-

suring the availability of services and the confidentiality of communications. 

10) Implementation of telecommunications interception or monitoring 

According to this paragraph, the critical parts of a communications network include 

lawful interception (LI) functionalities. This paragraph applies not only to components 

procured specifically for LI but also to other network components directly related to 
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the implementation of LI functionalities. Functions that implement LI functionalities 

are defined in the 3GPP’s technical specifications. 

This paragraph covers the technical aids and features of a communications network 

and service required by section 243, subsection 1, paragraph 16 and section 245 of 

the Act on Electronic Communications Services that a telecommunications operator 

uses to ensure the fulfilment of the technical and operational requirements for the 

monitoring and interception of telecommunications (see HE 221/2013 vp, pages 183–

184 and 187).  

The correct operation of these functionalities is of key importance for maintaining the 

confidentiality of information. Depending on the measure, they are linked at least to 

traffic management (recording of telecommunications interception data), user access 

management (potential to temporarily prevent the use of an address or device, which 

is part of the monitoring of telecommunications; section 10, subsection 6 of the Coer-

cive Measures Act, 806/2011) or other network access (access to telecommunications 

monitoring and interception data). 

11) Virtualisation if used for the implementation of a function or measure deemed a criti-

cal part of the communications network 

This paragraph defines virtualisation as a critical part of a communications network 

when functionalities regarded as critical parts of the communications network are vir-

tualised. In such a case, the virtualisation platform (the virtualisation infrastructure 

and its physical platform) manages components that in turn control and manage the 

network and the traffic therein, which is why the virtualisation platform is a critical 

part of the communications network. In a virtualised communications network, net-

work functions are dependent on the virtualisation platform and its management and 

orchestration systems.  

The critical parts of a communications network the virtualisation of which the para-

graph pertains to are, for the most part, defined in the other sections of the regulation. 

As the regulation is not exhaustive, the critical parts of a communications network 

may, pursuant to section 244 a of the Act on Electronic Communications Services, also 

include parts other than the critical parts of a communications network defined in the 

regulation. Section 3 of the regulation obliges a telecommunications operator or dedi-

cated network operator to identify the critical parts of its communications network. As 

a rule, the paragraph on virtualisation therefore means that the virtualisation of the 

critical parts of the communications network identified by the telecommunications op-

erator is also a critical part of the communications network. 

The paragraph does not define virtualisation in itself as critical. In a case where only 

functions and measures that are not considered to be critical parts of the communica-

tions network are virtualised, the virtualisation is not considered a critical part of the 

communications network either.  

The 5G core network is based on virtualised services that can be produced in environ-

ments resembling typical IT infrastructure, but the network functions of previous gen-

erations can also be virtualised. In a 5G network, the actual network functions can be 

virtualised, the network can be controlled by software and network capacity can be 

divided into virtual slices according to different needs. Network Function Virtualisation 

(NFV) refers to the implementation of 5G network functions in a software-based man-

ner instead of using traditional network devices. Virtualisation platforms can be shared 

between several functions or software products. In such cases, the security of the 

platforms becomes a critical factor in ensuring the information security of the entire 
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network.26 A virtualisation platform can be used to implement one or several network 

functions. 

According to the criteria set out in the paragraph, the critical parts of a 5G network 

include at least Virtual Network Functions (VNF), the Network Functions Virtualisation 

Infrastructure (NFVI), the management and orchestration of virtualised functions and 

virtualisation, and the physical virtualisation platform. The management of virtualised 

functions and virtualisation is realised with a MANO system, which includes at least the 

NFV Orchestrator (NFVO, responsible for the orchestration of resources between VIMs, 

among other things), the VNF Manager (VNFM, responsible for the management of 

VNF instances) and the Virtualised Infrastructure Manager (VIM, manages the virtual-

isation infrastructure or NFVI).27 

12) Functionalities implemented through virtualisation that is deemed a critical part of a 

communications network 

On the basis of this paragraph, even functions or measures other than those mentioned 

above or otherwise considered critical parts of a communications network are consid-

ered critical parts of a communications network if they are implemented by virtualisa-

tion that is deemed a critical part of a communications network in accordance with 

paragraph 11 of the list. The previous paragraph defines virtualisation itself as a critical 

part of a communications network in certain situations. When virtualisation is consid-

ered a critical part of a communications network, this paragraph also defines other 

functionalities implemented in the same virtualisation environment as critical parts of 

the communications network.  

The sharing of resources between virtualised functions gives rise to information secu-

rity risks and dependencies between virtualised functions and can make it possible for 

the functions to influence other virtualised functions. Access to the platform from a 

virtualised function can compromise other functions. For this reason, it is justified to 

consider all functions implemented on the same critical virtualisation platform as crit-

ical parts of the network and deem that they are being used in a critical part of the 

communications network, even if some of them would not be critical parts of the com-

munications network when implemented on a separate platform. For example, if a 

Central Unit (CU) of a base station that is not otherwise a critical part of a communi-

cations network is virtualised on the same platform as core functions that are consid-

ered critical parts of the communications network, the CU is also a critical part of the 

communications network pursuant to this paragraph.  

The paragraph does not prevent the implementation of critical and otherwise non-

critical functions on the same platform, but being implemented on the same virtuali-

sation platform causes virtualised functions that would be otherwise considered non-

critical to become subject to the scope of application of section 244 a. It is possible for 

a telecommunications operator to implement the functions on the same platform pro-

vided that, in so doing, it is still able to meet its other regulatory obligations. 

                                           

 

26 For information on security threats linked to virtualisation, see e.g. 3GPP TR 33.848 V0.5.0 (2019-11). Study on Se-
curity Impacts of Virtualisation. https://www.3gpp.org/DynaReport/33848.htm. 
27 For more information on virtualisation in a 5G network, see ENISA Threat Landscape for 5G Networks, paragraph 3.7. 
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-for-5g-networks.  

https://www.3gpp.org/DynaReport/33848.htm
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-for-5g-networks
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13) Key functions and measures to allow access to data on the geographical location of a 

subscription or terminal equipment processed in the communications network or to 

enable the location to be determined by means of the communications network 

Data revealing the geographical location of a subscription or terminal equipment and 

thus the user’s geographical location (geospatial data) have the potential to be mis-

used and may even expose users to physical threats. Such data may consist of traffic 

data, which is normally processed for the transmission of communication and which 

also reveals the location of the user with a certain degree of accuracy, or location data, 

which is processed for purposes other than the transmission of communication. Loca-

tion-related network services or components are not always directly connected to the 

transmission of communications; instead, they can be used for so-called added value 

services and may therefore not be fully covered by the previous paragraphs. The con-

cepts of traffic data, location data and value added service are defined in section 3 of 

the Act on Electronic Communications Services.  

According to the paragraph, the critical parts of a communications network include, 

firstly, functions and measures that allow access to data processed in the communica-

tions network on the geographical location of a subscription or terminal equipment, 

such as traffic data or location data stored in the network. These functions can be 

considered to control or manage network access, due to which they must be considered 

critical parts of a communications network. Secondly, the critical parts of a communi-

cations network include functions and measures that enable the determination of the 

geographical location of a subscription or terminal equipment. The determination of 

location can be considered to be based on the control of the network and the traffic 

therein.  

Functions covered by the paragraph include: 

- the Gateway Mobile Location Centre (GMLC), which supports the provision of loca-

tion-based services and allows functions authorised to use the data or external ser-

vice providers, such as a provider of an added value service based on the user’s 

consent, to make queries regarding the user’s location and grants them access to 

location data (3GPP TS 23.273, Rel. 16),  

- the Enhanced Serving Mobile Location Center (E-SMLC), which supports the deter-

mination of the location of terminal equipment in an LTE network (3GPP TS 23.271) 

and 

- the Location Management Function (LMF), which supports the determination of the 

location of terminal equipment in a 5G network (3GPP TS 23.273).  

The above-mentioned functions are used in emergency positioning, for example.28 

Several other functions that have been defined as critical in the previous paragraphs 

or the following sections of the regulation are also involved in the implementation of 

location-based network services. 

                                           

 

28 Network Induced Location Request (NI-LR). 3GPP TS 23.273, paragraph 6.10.1 (5GC-NI-LR Procedure). 
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5. Critical parts of a 4G network 

5.1. Definition of the critical parts of a 4G network 

This section defines the network functionalities that at least are critical parts of a 4G 

network by referencing the core network functionalities described in 3rd Generation 

Partnership Project (3GPP) Technical Specification TS 23.002. The first paragraph of 

the section is primarily a clarifying paragraph, stating the premise that core function-

alities are critical parts of a communications network.  

The first paragraph provides that in the case of the functions and measures of the core 

of a 4G network, the critical parts of a communications network include packet-

switched functionalities in accordance with sections 4.1.1, 4.1.4 and 4.1.5 of the 3GPP 

Technical Specification TS 23.002 insofar as they control or manage access to the 

network and traffic in the network in a significant manner. In other words, not all of 

the functionalities included in the referenced sections are necessarily considered criti-

cal parts of a communications network. The clarification ‘packet switching’ in the first 

paragraph is intended to exclude all circuit-switched functionalities included in the ref-

erenced sections29. The functionalities may have also been defined in the manner in-

tended by this paragraph in Technical Specification 23.002 by referencing other 3GPP 

specifications. 

The second paragraph of the section defines the 4G network functionalities that shall 

at least be regarded as critical parts of a communications network. Accordingly, the 

functionalities listed in Table 1 of the regulation are considered critical parts of a com-

munications network by default, without needing to undergo a more detailed criticality 

assessment. Section 7 of the regulation does, however, provide for an exception from 

this rule. Section 7 of the regulation makes it possible for a functionality that would 

otherwise be considered a critical part of a communications network to be considered 

non-critical under certain conditions if it is used to support services provided at the 

edge of the network and mechanisms to protect the critical parts of the communica-

tions network have been applied. 

The first paragraph and the table of critical parts referenced in the second paragraph 

are not exhaustive in any respect, because of which the telecommunications operator 

or dedicated network operator must also assess whether there are other critical parts 

in its network in addition to those listed in the table. The list must therefore be used 

in conjunction with the definition of the critical parts common to all networks in section 

4 of the regulation and the definition of the critical parts of a communications network 

provided in section 244 a, subsection 1 of the Act on Electronic Communications Ser-

vices. 

The functions (functionalities) described in the 3GPP’s specifications are logical and 

distributed across several applications. According to the section, a part of a network is 

critical even if it only implements part of a functionality that has been defined as crit-

ical. This and the functionality-based method of definition mean that when an individ-

ual software component can be shown to implement even a part of a functionality 

defined as a critical part of a network, the component has to be considered a critical 

part of the network, even if it does not implement the functionality in full. An individual 

                                           

 

29 Such as the SMS-GMSC (SMS Gateway MSC) and SMS Interworking MSC (SMS-IWMSC), which are involved in the 
delivery of text messages to base stations or from base stations to the SMS centre. 
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software component or network device can also implement more than one functional-

ity. 

It should be clarified that the criticality of 4G network parts used in 5G NSA networks 

must, as a general rule, be assessed according to the provisions for 4G network parts 

in the regulation. A 5G NSA network is based on the EPC of a 4G network. For the 

purposes of this regulation, the list of the critical parts of a 4G network therefore also 

covers the 4G network functions used by a 5G NSA network. 

Figure 1 illustrates the architecture of a communications network based on LTE tech-

nology at a general level. The IP Multimedia Subsystem (IMS) mentioned in the figure 

is covered in section 8 of the regulation. All the functionalities described below are part 

of the core network services described in the figure. 

 

Figure 1 An example of 4G network architecture at a general level 

The list in Table 1 of the regulation was drawn up using a similar list prepared in the 

United Kingdom as a point of reference. In the United Kingdom, a steering letter by 

the National Cyber Security Centre (NCSC) has drawn the attention of telecommuni-

cations operators to certain particularly high-risk functions found in 4G networks and 

common to all networks, in addition to those found in 5G networks.30 

5.2. Critical functionalities of a 4G network 

Home Subscriber Server (HSS)   

The Home Subscriber Server (HSS) is a central database that contains data for han-

dling user sessions and connections in a communications network based on LTE tech-

nology. A mobile network may have one or several central databases, depending on 

the number of users and the network architecture. 

The HSS handles user access management, user identification, user profiles and mo-

bility management by providing information on the MME serving the user, for example. 

                                           

 

30 NCSC advice on the use of equipment from high risk vendors in UK telecoms networks, paragraph 11.a. 
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-net-
works; see also paragraph 12. In the case of 4G, these functions are: “mobile core functions, including Home Subscriber 
Server (HSS), Packet Gateway (PGW), Policy and Charging Rules Function (PCRF) and, in some cases, the Mobility Man-
agement Entity (MME) and Serving Gateway (SGW).” 

https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-networks
https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment-from-high-risk-vendors-in-uk-telecoms-networks
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The HSS is also responsible for key management and the creation of user and com-

munications network authentication vectors. The HSS also plays a role in the imple-

mentation of the interception and monitoring of telecommunications (Lawful Intercep-

tion or LI functionalities). 

According to the 3GPP’s technical specifications, the HSS currently includes the Home 

Location Register (HLR) and the Authentication Centre (AuC) functionalities.31 

This function is used to control and manage the network access of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in the control and management of the communications network 

and the traffic therein, the maintenance of connections and ensuring the availability of 

services, the confidentiality of communications and the information security of the 

communications network as a whole. 

Equipment Identity Register (EIR) 

The Equipment Identity Register (EIR) is a mobile network database that stores Inter-

national Mobile Equipment Identities (IMEIs) and contains information on the authori-

sation to use mobile devices. Terminal equipment added to the EIR blacklist are pre-

vented from accessing the communications network normally.  

This function is used to control the network access of users, due to which it must be 

considered a critical part of a communications network. The function is linked to the 

prevention of the use of unauthorised devices in a network and therefore plays a sig-

nificant role in ensuring the availability of network services. 

Subscription Locator Function (SLF) 

The SLF transmits the name of the central database containing user data (HSS) to 

network functions (AAA, AS, I-CSCF) if there are more than one of them in the mobile 

network. 

This function is used to control and manage users’ access to network services, due to 

which it must be considered a critical part of a communications network. The function 

also plays a significant role in the control and management of the communications 

network and the traffic therein, the maintenance of connections and ensuring the avail-

ability of services, the confidentiality of communications and the information security 

of the communications network as a whole. 

Mobile Management Entity (MME) 

The Mobile Management Entity (MME) is responsible for terminating the control plane 

traffic of terminal equipment, registering terminal equipment and managing connec-

tions and mobility. It also plays a role in roaming. The MME also implements LI func-

tionalities. 

This function is used to control and manage the network access of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in the control and management of the communications network 

and the traffic therein, the maintenance of connections and ensuring the availability of 

                                           

 

31 3GPP TS 23.002, paragraphs 4.1.1.1.1–4.1.1.1.2. 
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services, the confidentiality of communications and the information security of the 

communications network as a whole. 

Serving Gateway (SGW) 

The Serving Gateway (SGW) is responsible for routing and managing user-level traffic 

between base stations and the PDN-GW. The MME manages the SGW to create new 

connections and modify existing connections between terminal equipment and the net-

work. The SGW also implements LI functionalities. 

This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in maintaining connections and ensuring the availability of services and 

the confidentiality of communications in a communications network. 

Packet Data Network Gateway (PDN-GW) 

The Packet Data Network Gateway (PDN-GW) is an interface function between the 

operator’s internal IP network and an external IP network. The PDW-GW is responsible 

for allocating IP addresses to terminal equipment. It also performs usage policy en-

forcement. In addition, the PDN-GW performs traffic filtering and analysis, which ena-

ble charging and the control of traffic. The PDN-GW also implements LI functionalities. 

This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in maintaining connections and ensuring the availability of services and 

the confidentiality of communications in a communications network. 

Evolved Packet Data Gateway (ePDG)  

The Evolved Packet Data Gateway (ePDG) is used to establish non-3GPP access by 

routing traffic between the PDN-GW and the user. The ePDG is generally used to im-

plement a VoWiFi service (Voice over Wi-Fi, a wireless call service via a local area 

network). 

The ePDG activates the key exchange between a user and the ePDG and establishes 

an IPSec tunnel to secure communication via the interface. The ePDG also implements 

the authentication and authorisation of the IPSec tunnel and implements LI function-

alities. 

This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in maintaining connections and ensuring the availability of services and 

the confidentiality of communications in a communications network. 

3GPP AAA Server and 3GPP AAA Proxy 

The AAA server is responsible for the authentication, authorisation and mobility man-

agement of non-3GPP access users and stores the necessary user data to implement 

access management. The AAA proxy provides the corresponding services during roam-

ing. When necessary, the AAA proxy selects the gateway serving the user’s session.  

The AAA server plays a role in the implementation of a VoWifi service, in particular. 

The AAA also implements LI functionalities. 
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This function is used to control the network access of users, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in the confidentiality of communications, the control and management of 

the communications network and the traffic therein, and the maintenance of connec-

tions. 

Access Network Discovery and Selection Function (ANDSF) 

The ANDSF is responsible for user traffic control between a mobile network and non-

3GPP access networks, such as a WLAN network, sharing data for traffic routing and 

terminal equipment mobility. Depending on the implementation method, the data is 

either retrieved from an ANDSF server or distributed by the server to the target de-

vices. 

This function is used to control and manage the network traffic of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in users’ access to the network and the availability of network 

services. 

Policy and Charging Rules Function (PCRF) 

The PCRF serves as a control point for user connection policy and charging. The PCRF 

ensures that user-level traffic conforms to the user profile. The PCRF plays a key role 

in ensuring the service quality of connections offered to users and the implementation 

of charging, VoLTE voice service and roaming.  

This function is used to control and manage the network traffic and network access of 

users, due to which it must be considered a critical part of a communications network. 

The function also plays a significant role in the maintenance of connections and ensur-

ing the availability of services. 

6. Critical parts of a 5G network 

6.1. Features and architecture of a 5G network 

The 5G core network encompasses certain core network functions without which the 

network cannot operate or provide certain critical services to the network. It also en-

compasses interfaces with external systems and networks, the edge network and ex-

ternal IPX and data network functions. The core network makes decisions on user 

access to the network and on traffic control and determines whether data is directed 

to be processed locally in the network close to the user. The core network also carries 

out controlling and decision-making regarding the infrastructure required by the net-

work and its platforms and ensures the functioning of the network.  

The 5G core network is based on a service bus and software components. The core 

network platform and the network’s software-based components are separate and can 

be built independent of each other. The platform can be shared by several functions 

or pieces of software. Platform security is a critical factor in ensuring the information 

security of the entire network. Risks involving the core network functions include ex-

ternal interfaces that can potentially be used to influence or infiltrate the core network 

software, as well as transverse traffic within the core network. The standardised ser-

vices buses of 5G service architecture enable the fixed integration of service providers 

into important 5G core gateways. This, in turn, makes the network adaptable, allowing 

it to be optimised for the services used by users. 
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The components that manage the operation of a 5G network are treated as network 

functions that can consist of multiple pieces of software or so-called containers, which 

provide a standardised and complete runtime environment for the necessary software. 

Data traffic between core network functions is carried out via a standardised service 

bus. The core network also provides interfaces that enable user roaming in a network 

of another operator and the routing of traffic to other networks, such as the internet 

or the internal networks of organisations.  

5G networks are characterised by and promote increased virtualisation, making virtual 

environments significantly more dynamic. Virtualisation can also already be utilised in 

4G networks and the IMS. As regards platform solutions, 5G makes it possible to adopt 

cloud-based virtualisation solutions for telecommunications platforms and server plat-

forms. Various network components, such as base station software and core network 

functionalities, can be implemented using virtualised platforms. 

The 5G core network can also be considered to encompass the components connected 

to the network’s base stations that are responsible for traffic management and routing, 

user identification and authorisation, and the management and sharing of encryption 

keys. The core also encompasses the interconnection interfaces of the telecommuni-

cations operators’ mobile network with the networks of other operators. The corre-

sponding functions in the 3GPP’s specifications include, at least, the UPF, the AMF and 

the SEPP, as well as the service-based architecture components associated with these 

components. The key functions of a 5G network according to the 3GPP’s architecture 

are presented in Figure 2.  

In general, the main security areas of a 5G network can be divided into two levels: on 

the one hand, the core of the network and its interfaces and, on the other hand, the 

edge network. The edge network encompasses network transmission links, regardless 

of how they are implemented, base stations and potential edge computing compo-

nents. The distinction between the core and the edge of the network is not unambig-

uous, but the boundary between them can be considered to consist of, on the one 

hand, the N1 and N2 interfaces between the terminal equipment and base station 

control connection (the control plane) and the network, and on the other hand, the N3 

interface between the base station and the network (user plane). Interfaces N32 and 

N6 separate the network from the IPX and data-based network, while the N9 interface 

separates the network from the roaming network.  
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Figure 2 Key functions and interfaces of a 5G core network 

 

6.2. Definition of the critical parts of a 5G network 

This section defines the network functionalities that at least are critical parts of a 5G 

network by referencing the core functions described in the 3GPP Technical Specification 

TS 23.501. The first paragraph of the section is primarily a clarifying paragraph, stating 

the premise that core functionalities are critical parts of a communications network.  

The first paragraph provides that in the case of the functions and measures of the core 

of a 5G network, the critical parts of a communications network include functionalities 

in accordance with section 6.2 of the 3GPP Technical Specification TS 23.501 insofar 

as they control or manage access to the network and traffic in the network in a signif-

icant manner. In other words, not all of the functionalities included in the referenced 

sections are necessarily considered critical parts of a communications network. The 

functionalities may have also been defined in the manner intended by this paragraph 

in Technical Specification 23.501 by referencing other 3GPP specifications. 

The second paragraph of the section defines the 5G network functionalities that shall 

at least be regarded as critical parts of a communications network. Accordingly, the 

functionalities listed in Table 2 of the regulation are considered critical parts of a com-

munications network by default, without needing to undergo a more detailed criticality 

assessment. Section 7 of the regulation does, however, provide for an exception from 

this rule. Section 7 of the regulation makes it possible for a functionality that would 

otherwise be considered a critical part of a communications network to be considered 

non-critical under certain conditions if it is used to support services provided at the 

edge of the network and mechanisms to protect the critical parts of the communica-

tions network have been applied. 

The functions (functionalities) described in the 3GPP’s specifications are logical and 

distributed across several applications. According to the section, a part of a network is 
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critical even if it only implements part of a functionality that has been defined as crit-

ical. This and the functionality-based method of definition mean that when an individ-

ual software component can be shown to implement even a part of a functionality 

defined as a critical part of a network, the component has to be considered a critical 

part of the network, even if it does not implement the functionality in full. An individual 

software component or network device can also implement more than one functional-

ity. 

As regards the scope of application of the different sections of the regulation, the 5G 

components of a 5G NSA network are covered by the definition of the critical parts of 

a 5G network. For example, if a part of a 5G network is defined as critical, it is also 

critical when used in a 5G NSA network. Similarly, the criticality of the 4G network 

parts used in 5G NSA networks should be assessed according to the provisions for 4G 

network parts in the regulation.  

Most of the functions defined in the section are limited to the core network, even if the 

core network is understood as described in section 6.1 above as that part of the net-

work which can be separated, based on its specific interfaces, from the edge network. 

An exception from this is the Non-3GPP InterWorking Function (N3IWF), which allows 

access to a 5G network via WLAN.  

The first paragraph and the table of critical parts referenced in the second paragraph 

are not exhaustive in any respect, because of which the telecommunications operator 

or dedicated network operator must also assess whether there are other critical parts 

in its network in addition to those listed in the table. The list must therefore be used 

in conjunction with the definition of the critical parts common to all networks in section 

4 of the regulation and the definition of the critical parts of a communications network 

provided in section 244 a, subsection 1 of the Act on Electronic Communications Ser-

vices. As the table is not exhaustive, any other functions to be defined in the future 

that implement similar critical functionalities can be considered critical parts of a com-

munications network pursuant to section 4 of the regulation or section 244 a, subsec-

tion 1 of the Act on Electronic Communications Services. 

6.3. Critical functionalities of a 5G network 

Access and Mobility Management Function (AMF) 

The AMF handles the termination of the access network and user control plane, the 

connections of radio network base stations and terminal equipment and their registra-

tion in the core network, as well as mobility management.  

The AMF plays a key role in network slicing and provides terminal equipment with 

access to all the slices offered to it. The AMF is also responsible for the creation and 

management of connections outside the mobile network (non-3GPP access, such as 

WLAN). The AMF also plays a role in the implementation of the interception and mon-

itoring of telecommunications (Lawful Interception or LI functionalities). 

This function is used to control and manage the network access of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in the control of network traffic, the maintenance of connections 

and ensuring the availability of services, the confidentiality of communications and the 

information security of the communications network as a whole. 
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User Plane Function (UPF) 

The UPF is responsible for the routing, management and control of user plane traffic 

in the same way as the SGW/PGW in 4G networks. The UPF can be implemented in a 

distributed and local manner, such as in connection with edge computing (MEC)32. The 

UPF is also responsible for the management of the quality of service (QoS), filtering 

and encryption of user plane traffic and the maintenance of the continuity of sessions 

and services that is essential for URLLC. The UPF also implements LI functionalities. 

This function is used to control and manage the network traffic of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in maintaining connections and ensuring the confidentiality of 

services and communications. 

Policy Control Function (PCF) 

The PCF is responsible for traffic control and the implementation of the access man-

agement policy. The function utilises parameters related to user traffic control from 

the UDR, for example. The PCF plays a key role in managing quality of service and 

charging in a network. The PCF includes support for network slicing, mobility policies 

and roaming. 

This function is used to control and manage the network traffic and network access of 

users, due to which it must be considered a critical part of a communications network. 

The function also plays a significant role in the maintenance of connections and ensur-

ing the availability of services. 

Authentication Server Function (AUSF) 

The AUSF handles services and functionalities linked to the authentication of users’ 

terminal equipment and provides a common authentication framework for both 3GPP 

and non-3GPP connections. The AUSF performs some similar functionalities as the HSS 

in 4G. 

This function is used to control and manage the network traffic and network access of 

users, due to which it must be considered a critical part of a communications network. 

The function also plays a significant role in ensuring the availability of services, the 

confidentiality of communications and the information security of the communications 

network as a whole. 

Unified Data Management (UDM) 

UDM is responsible for user identification, access management, subscription manage-

ment, user registers and the creation and management of encryption keys. UDM main-

tains subscriber data management functions, such as the definition and deletion of 5G 

subscribers, the exchange of SIM cards, the changing of MSISDN numbers and the 

modification and querying of order data. UDM performs some similar functionalities as 

the HSS in 4G. UDM also implements LI functionalities. 

This function is used to control and manage users’ access to network services, due to 

which it must be considered a critical part of a communications network. The function 

also plays a significant role in the control of the communications network and the traffic 

                                           

 

32 MEC in 5G networks. First edition – June 2018, ETSI White Paper No. 28, page 8. https://www.etsi.org/images/fi-
les/ETSIWhitePapers/etsi_wp28_mec_in_5G_FINAL.pdf.    

https://www.etsi.org/images/files/ETSIWhitePapers/etsi_wp28_mec_in_5G_FINAL.pdf
https://www.etsi.org/images/files/ETSIWhitePapers/etsi_wp28_mec_in_5G_FINAL.pdf
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therein, the maintenance of connections and ensuring the availability of services, con-

fidentiality of communications and the information security of the communication net-

work as a whole. 

Application Function (AF)   

The AF supports the making of routing decisions based on the applications used by 

users. The AF utilises the data defined for the NEF and can interact with the core 

network via the NEF. Various network functions can perform the role of the AF. For 

example, the P-CSCF related to the implementation of IMS services can assume the 

role of the AF. 

This function is used to control and manage network traffic and network access, due 

to which it must be considered a critical part of a communications network. The func-

tion also plays a significant role in the management of connections and ensuring the 

availability of services and the information security of the communications network as 

a whole. 

Network Exposure Function (NEF) and Intermediate NEF (I-NEF) 

The NEF enables the provision of 5G core network functionalities to third parties and 

external applications. The NEF is responsible for the promotion of network services in 

e.g. 3GPP networks, the transmission of application data from outside the network to 

the mobile network and internal control of the service bus. 

The NEF allows the AF to communicate securely with the network. It can also store 

data acquired from other functions in the UDR. The I-NEF acts as the NEF in a roaming 

situation. 

This function is used to control users’ access to network functions, due to which it must 

be considered a critical part of a communications network. The function also plays a 

significant role in the maintenance of connections and ensuring the availability of ser-

vices, the confidentiality of communications and the information security of the com-

munications network as a whole. 

Network Repository Function (NRF) 

The NRF is responsible for the availability, registration and authorisation of network 

services. The NRF maintains a list of network services and components, thus providing 

registration and search functionalities and facilitating the mutual availability and com-

munication of other network functions and services. All 5G network functions interact 

with the NRF. 

This function is used to control access to network resources and services by maintain-

ing and communicating information about them, due to which it must be considered a 

critical part of a communications network. The function also plays a significant role in 

ensuring the availability of services and the information security of the communications 

network as a whole. 

Network Slice Selection Function (NSSF) 

The NSSF is responsible for network slicing services and specifications, and manages 

and controls AMFs. The NSSF defines the AMF serving the terminal equipment and 

selects the network slices allowed and offered to the terminal. 

This function is used to control and manage network traffic and the network access of 

users, due to which it must be considered a critical part of a communications network. 
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The function also plays a significant role in the maintenance of connections and ensur-

ing the availability of services, the confidentiality of communications and the infor-

mation security of the communications network as a whole. 

Network Slice Specific Authentication and Authorisation Function (NSSAAF) 

The NSSAAF is responsible for network slice authentication and authorisation together 

with the AAA server and the AAA proxy. 

This function is used to control and manage the network access of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in ensuring the availability of services, the confidentiality of 

communications and the information security of the communications network as a 

whole. 

Session Management Function (SMF) 

The SMF combines the control traffic functions of session management. The SMF is 

responsible for session management according to the network protocols, the allocation 

of IP addresses and the management of UPF functionality on a session-specific basis, 

among other things. The SMF also implements LI functionalities. 

This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in the maintenance of connections and ensuring the availability of services, 

the confidentiality of communications and the information security of the communica-

tions network as a whole. 

Security Edge Protection Proxy (SEPP) 

The SEPP is a proxy that supports the hiding of the network topology and the filtering 

and monitoring of messages at control plane interfaces between mobile networks. The 

SEPP acts as a reliable access management function to other networks, such as IPX 

networks in the case of roaming. 

This function is used to control and manage network traffic and network access, due 

to which it must be considered a critical part of a communications network. The func-

tion also plays a significant role in the maintenance of connections and ensuring the 

availability of services, the confidentiality of communications and the information se-

curity of the communications network as a whole. 

Unstructured Data Storage Function (UDSF) 

The UDSF is an optional function that can be used by other network functions to store 

and retrieve unstructured data. Such data may include data related to the function’s 

connections, sessions or status, for example. The UDSF may be function-specific, or 

functions may use a common shared UDSF. 

This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in ensuring the availability of services, the confidentiality of communica-

tions and the information security of the communications network as a whole. 

Unified Data Repository (UDR) 

The UDR is a data repository that can store and retrieve subscriber data from UDM, 

data related to protocols from the PCF, as well as structural and application data from 
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NEFs. A network can have multiple UDRs, and a UDR can serve either a single network 

function or a group of network functions. The UDR can also be integrated into a single 

network function. 

This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in ensuring the availability of services, the confidentiality of communica-

tions and the information security of the communications network as a whole. 

UE radio Capability Management Function (UCMF) 

The UCMF retains and stores the ID-specific radio capability data of terminal equip-

ment, which are defined by either the communications network or the terminal equip-

ment manufacturer. The radio capability data includes supported radio technologies 

and frequency bands as well as other radio network capabilities. The UCMF communi-

cates with the AMF by providing it with this information. The UCMF can also operate in 

a 4G network, where it communicates with the MME.  

The data in the UCMF are not sensitive as such, but they manage the operation of the 

network. The potential manipulation of UCMF data gives rise to the threat of a so-

called downgrade attack, but this threat can be limited with network implementation.  

This function is used to control and manage network access, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in ensuring the availability of services. 

Non-3GPP InterWorking Function (N3IWF) 

The N3IWF enables access to the 5G core network via a wireless local area network 

(WLAN). The N3IWF supports the creation of an IPsec tunnel with terminal equipment 

and authorises user access to the 5G core network. The IPsec tunnel and the N2 and 

N3 interfaces, meaning the user and control plane, are terminated in N3IWF. 

This function is used to control and manage network traffic and network access, due 

to which it must be considered a critical part of a communications network. The func-

tion also plays a significant role in the maintenance of connections and ensuring the 

availability of services, the confidentiality of communications and the information se-

curity of the communications network as a whole. 

5G Equipment Identity Register (5G-EIR) 

The 5G-EIR is a mobile network database that stores International Mobile Equipment 

Identities (IMEIs) and contains information on the authorisation to use mobile devices. 

Terminal devices added to the 5G-EIR blacklist are prevented from accessing the com-

munications network normally.  

This function is used to control and manage the network access of users, due to which 

it must be considered a critical part of a communications network. The function also 

plays a significant role in ensuring the availability of services. 

Service Communication Proxy (SCP) 

The SCP plays an important role in a 5G network, transmitting and routing messages 

to other network functions. The SCP is tasked with, among other things, the simplifi-

cation of topology, load balancing and sharing, the processing of overload and the 

harmonisation of message parameters to facilitate integration in multi-supplier envi-

ronments. 
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This function is used to control and manage network traffic, due to which it must be 

considered a critical part of a communications network. The function also plays a sig-

nificant role in the maintenance of connections and ensuring the availability of services, 

the confidentiality of communications and the information security of the communica-

tions network as a whole. 

Network Data Analytics Function (NWDAF) 

The NWDAF utilises machine learning to collect network-specific data from network 

functions and supply analysed data back to the functions in real time. In addition, the 

NWDAF performs predictive analysis to support the proactive management of the 5G 

network. The data collected by NWDAF can be used for automated network infrastruc-

ture scaling, network slice selection or access and mobility management, for example. 

The NWDAF is a critical part of a communications network insofar as it controls or 

manages access to the network and traffic in the network in a significant manner. The 

NWDAF is likely to be implemented in a distributed manner, enabling the real-time 

utilisation of the analytics data at the edge of the network as well. The distributed 

functionalities of the NWDAF are not considered critical parts of a communications 

network pursuant to this paragraph if they do not control or manage access to the 

network and traffic in the network in a significant manner. 

Even in a distributed implementation, a centralised functionality is always a critical 

part of the communications network. If the implementation is not distributed, meaning 

that the network only has one or more centralised NWDAFs, the function is always 

critical. In such a case, the function controls and manages traffic in the network in a 

significant manner, due to which it must be considered a critical part of the communi-

cations network. The function also plays a significant role in ensuring the availability 

of services.  

The practical implementation of the NWDAF is still largely undetermined, and there is 

a wide range of possible implementation options33. Consequently, distributed NWDAFs 

located at the edge of a network cannot be explicitly excluded, meaning that their 

criticality must be determined based on the implementation method and the signifi-

cance of the individual function. Depending on how the distribution is implemented, 

individual NWDAF functionalities at the edge of a network may not be necessarily con-

sidered critical parts of the communications network. This is possible insofar as the 

functionalities do not control or manage network access and traffic in the network in a 

significant manner, such as when they only affect a limited number of users or base 

stations. 

6.4. International comparison of the critical parts of a 5G network 

A function-oriented definition based on 3GPP specifications has also been adopted by 

the two countries known to Traficom that have sought to define the critical parts of 5G 

networks from a technological standpoint, namely France and the United Kingdom. 

Most of the functions referenced by France and the UK are defined in the 3rd Genera-

tion Partnership Project (3GPP) Technical Specification TS 23.501. 

                                           

 

33 Potential NWDAF implementations are discussed in 3GPP TR 23.700-91, Study on enablers for network automation for 
the 5G System (5GS); Phase 2 (Release 17). 
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The EU Toolbox of risk mitigating measures describes core network functions as a 

whole as critical.34 In the United Kingdom, a steering letter by the National Cyber 

Security Centre (NCSC) has drawn the attention of telecommunications operators to 

certain functions that involve a particularly high risk in 5G networks. These are defined 

in a non-exhaustive manner as including all the 5G core functionalities defined in 3GPP 

TS 23.501. These factors support the premise of the first paragraph of section 6 of the 

regulation, according to which the core functionalities of a network are generally re-

garded as critical parts of a communications network. 

In France, a regulation has been issued defining as included in the scope of a prior 

authorisation requirement software and hardware in 5G mobile networks that are used 

to implement terminal equipment authentication, radio resource allocation and the 

routing of electronic communications between these and to third party networks, as 

well as software and hardware that control the security, integrity or availability of these 

networks.35 The French regulation specifies that this means the following 5G core net-

work functions defined in the 3GPP’s specifications: The Access and Mobility manage-

ment Function (AMF); the Authentication Server Function (AUSF); the User Plane Func-

tion (UPF); the Session Management Function (SMF); the Policy Control Function 

(PCF); the Network Slice Selection Function (NSSF); the Network Repository Function 

(NRF); the Network Exposure Function (NEF); Unified Data Management (UDM); the 

Security Edge Protection Proxy (SEPP). All of the aforementioned functions are also 

defined as critical parts of a communications network in Traficom’s regulation. 

Compared to the UK’s list that extensively covers all the 5G core network functionalities 

defined by the 3GPP, this regulation does not, at least for now, include the Wireline 

Access Gateway Function (W-AGF), the Trusted Non-3GPP Gateway Function (TNGF) 

and the Trusted WLAN Interworking Function (TWIF). The reasons for this are given 

at the end of rationale section 4.1.5. If a telecommunications operator or dedicated 

network operator implements these functionalities, it must assess the criticality of the 

functions directly on the basis of section 244 a, subsection 1 of the Act on Electronic 

Communications Services and section 4 of the regulation. 

7. Functions supporting services at the edge of the network  

This section defines an exception that can be applied to the assessment of the criticality 

of network management functions at the edge of the network. The purpose of the 

section is to make it possible to consider local implementations of core network func-

tions as non-critical parts of a communications network, provided that the telecom-

munications operator or dedicated network operator is able to demonstrate that the 

conditions for the exception are met.  

According to this section, a function or measures of a 4G or 5G network referred to in 

Table 1 or 2 of the regulation shall not be deemed a critical part of a communications 

network if the conditions set out in this section are met. The conditions for the excep-

tion are: 

                                           

 

34 Cybersecurity of 5G networks EU Toolbox of risk mitigating measures. CG Publication 01/2020. Annex 2, page 39. 
https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures. See 
also EU coordinated risk assessment of the cybersecurity of 5G networks. Report. 9 October 2019, paragraph 2.21. 
https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security.  
35 Arrêté du 6 décembre 2019 fixant la liste des appareils prévue par l'article L. 34-11 du code des postes et des com-
munications électroniques. https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000039455672. The regu-
lation also covers the New Radio Base Station (en-gNodeB and gNodeB). Regarding base stations, see rationale section 
4.1.5 of these explanatory notes. 

https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measure
https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000039455672
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- the function primarily supports the provision of services other than communications 

services at the edge of the network,  

- the functionality only affects a limited number of end-users, terminal equipment or 

base stations,  

- the functionality does not transmit other traffic (meaning traffic not related to the 

provision of the service provided at the edge of the network) and 

- the critical parts of the communications network are protected from any malicious 

traffic caused by the functionality by applying the necessary protection mecha-

nisms in the network. 

As the regulation stipulates that the network functions referred to here are critical 

parts of a communications network by default, the telecommunications operator or 

dedicated network operator invoking the exception is obliged to demonstrate that the 

conditions for the exception are met. Section 3 of the regulation requires the operator 

to document its assessment and the protection mechanisms that it is based on.  

The exception provided for in this section can only be applied to the critical functions 

of 4G and 5G networks listed in Tables 1 and 2 of the regulation. Hence, it does not 

allow for any deviations from the definition of the critical parts common to all commu-

nications networks defined in section 4 of the regulation. This means that functions 

implementing telecommunications interception and monitoring, for instance, are criti-

cal parts of a communications network without any exceptions. Neither can the excep-

tion be applied to functionalities that are implemented on the same virtualisation plat-

form as some other critical part of the communications network that does not meet 

the conditions for the exception. Such functions are considered critical parts of a com-

munications network on the basis of paragraph 12 of the list in section 4 of the regu-

lation. 

The exception can be applied in various situations where services are provided close 

to the user. These include at least edge computing implemented by the operator, which 

in this context refers to Multi-Access Edge Computing (MEC) and a local breakout, 

where traffic in a 5G network is routed directly to the internal network of the telecom-

munications operator’s customer company at the edge of the network, for example. In 

such cases, a local UPF or other core network functions can be implemented at the 

edge of the network. The exception concerns the conditions under which the criticality 

of a function (such as the UPF, which is considered a critical part of a communications 

network by default according to the regulation) can be assessed differently if it is im-

plemented in a distributed manner outside of the actual core network. 

The section firstly requires the function to primarily support the provision of services 

other than communications services at the edge of the network. Support in this context 

means that the function must be linked to an MEC implementation or the implemen-

tation of a service based on local breakout, for example, in such a manner that the 

function is not part of the actual core network functions and therefore does not serve 

as a common function for the different functions of the network. The service provided 

at the edge should be a service other than a communications service, such as factory 

control, a function serving the business of the telecommunications operator’s customer 

company or some other function that is not a communications service and that is used 

by a limited group of users instead of all the users of the telecommunications opera-

tor’s mobile network. The criterion is that the service is provided close to the user, but 

the network core function itself does not have to be physically implemented in con-

nection with the edge computing, as long as it is implemented specifically for that 
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purpose and does not therefore function as part of the actual core network. It can thus 

be located in an access network or a transmission network node, for example. 

Secondly, the functionality may only affect a limited number of end-users, terminal 

equipment or base stations. When this is the case, the functionality is not considered 

to control traffic in the network in a significant manner as referred to in section 244 a, 

subsection 1 of the Act on Electronic Communications Services, which the following 

condition is also related to. Due to the following condition, the impact of the function-

ality is also thus limited to the specific group of users who use the service provided at 

the edge of the network.  

Thirdly, the functionality must not transmit other traffic, meaning traffic not related to 

the provision of the service other than a communications service at the edge of the 

network. This is the case when a UPF only manages user traffic that is processed for 

the service provided at the edge of the network, for example. If the user also has 

access to other services in the network, the exception does not apply, unless these 

other services are implemented through different UPFs. In practice, this could mean 

that they are assigned a dedicated PDU session served by different UPFs. Depending 

on the implementation method, it could be possible for one UPF serving the user to 

route traffic to different UPFs and different data networks (a single PDU session imple-

mentation, 3GPP TS 23.501, Figure 4.2.3-4), in which case the exception could not be 

applied at least to the UPF that routes traffic to the service provided at the edge of the 

network or the rest of the network.  

Fourthly, the critical parts of the communications network must be protected from any 

malicious traffic caused by the functionality by applying the necessary protection 

mechanisms in the network. These protection mechanisms shall identify and process 

malicious traffic, such as denial-of-service (DoS) attacks and unauthorised access at-

tempts, and ensure that unauthorised re-routing of traffic is not possible. In other 

words, the protection mechanisms must ensure that the functionality supporting ser-

vices provided at the edge of the network cannot control or manage access to the 

network and traffic in the network in a significant manner. 

The protection mechanisms can be applied using firewalls, traffic monitoring, network 

segmentation and zero trust architecture36 and via readiness to disconnect the function 

from the network, for example. The protection mechanisms must ensure that the func-

tion supporting services at the edge of the network cannot, despite its interface with 

the actual core network, adversely affect the network or other UPFs. It is not possible 

to define the mechanisms with which this can be ensured in practice in the regulation. 

The effectiveness of the information security controls and other measures applied by 

the telecommunications operator or dedicated network operator should be assessed 

as a whole. They must be able to eliminate the risk of the function located at the edge 

of the network being used to access the rest of the network or control the operation 

of the rest of the network (the actual core) in a significant manner. When assessing 

significance, attention must be paid to whether the function is able to affect more than 

just the data processed in the edge computing service in question, for example. How-

ever, the protection mechanisms do not need to completely isolate the function sup-

porting the services provided at the edge of the network, as this is not assessed to be 

possible from a network control perspective. 

                                           

 

36 See e.g. NIST SP 800-207, Zero Trust Architecture. https://csrc.nist.gov/publications/detail/sp/800-207/final. 

https://csrc.nist.gov/publications/detail/sp/800-207/final
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All of the conditions laid out in section 7 of the regulation must be met for the exception 

to apply.  

8. IP-based mobile telephone services 

This section supplements the other sections of the regulation. According to the section, 

the critical parts of a communications network include the communications network 

functions and measures included in the definition of an IP Multimedia Core Network 

Subsystem (IMS) in accordance with the 3GPP Technical Specification TS 23.228 that 

are used to provide an IP-based public telephone service. 

This section defines (IMS) Core as a critical part of a communications network insofar 

as it is used to provide an IP-based public telephone service.37 In IP-based 4G mobile 

networks, and 5G networks in the future, general voice services are provided using 

IMS. It is also used to provide other multimedia services in IP-based mobile networks. 

IMS Core functions are connected via interfaces to the 4G or 5G network, and they 

can be considered part of the core network.  

According to section 3, paragraph 42 of the Act on Electronic Communications Ser-

vices, a public telephone service means a communications service used to make and 

receive national and international calls using a number in a national or international 

numbering plan.  

Based on this paragraph, the critical functionalities of IMS Core can include, for exam-

ple, the Call Session Control Function (CSCF), the Subscription Locator Function (SLF), 

the Breakout Gateway Control Function (BGCF) and the Media Gateway Control Func-

tion (MGCF). 

Telephone services based on IMS Core that are provided in mobile networks include 

at least VoLTE and VoWifi in 4G networks. The section does not require the telephone 

service to specifically use the 4G or 5G radio network; instead, the terminal equip-

ment can also use a WiFi connection, for instance, provided that the service is a pub-

lic telephone service provided by a telecommunications operator. 

IP-based mobile networks can also be used for other voice services that are not 

based on IMS Core functions. This section of the regulation does not include any pro-

visions on such other services, and the potential criticality of functions related to 

them should be assessed on other grounds, as necessary.  

Entry into force and transition period 

The regulation enters into force on 20 May 2021 and is valid until further notice.  

The identification and documentation obligation imposed by section 3 of the regulation 

shall be subject to a six-month transition period, during which the documentation re-

quired by the section must be drawn up. Section 3 requires that telecommunications 

operators and dedicated network operators identify the critical parts of their commu-

nications networks and the components used therein and document their assessments 

and the grounds for them. It is essential to reserve an adequate transition period for 

the careful documentation of the critical parts of communications networks and the 

components used therein. For the largest telecommunications operators, in particular, 

the obligation entails the assessment of a very large range of network devices. The 

                                           

 

37 IMS Core Reference Architecture, 3GPP TS 23.228. 
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obligation applies to all the networks of telecommunications operators and dedicated 

network operators, irrespective of the technology used to implement them. Depending 

on the manner in which the documentation is drawn up, meeting the obligation may 

also require efforts to develop data systems. The transition period only applies to doc-

umentation.  

Follow-up 

The Finnish Transport and Communications Agency will regularly assess the need to 

update the regulation. The assessment will be carried out taking into account potential 

upcoming recommendations issued by the Advisory Board for Network Security and 

the development of communications network technology, standards and network im-

plementations. If necessary, the need to provide more detailed provisions on the as-

sessment of the criticality of base stations or functions associated with trusted Wi-Fi 

networks or Wireline Access, which are made possible by 5G networks, can be assessed 

as part of the follow-up (see rationale section 4.1.5). In addition, the application of 

the regulation and the exception provided for in section 7, in particular, can be moni-

tored as part of the follow-up. 
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