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Statsradets forordning

om sittande i kraft av 6verenskommelsen med Amerikas forenta stater om sikerhetsét-

girder for skydd av siikerhetsklassificerad information och om ikrafttradande av lagen

om sittande i kraft av de bestimmelser i 6verenskommelsen som hor till omradet for
lagstiftningen

Utfardad i Helsingfors den 18 april 2013

I enlighet med statsrddets beslut foreskrivs med stod av 3 § i lagen om séttande i kraft av de
bestimmelser som hor till omradet for lagstiftningen i dverenskommelsen med Amerikas
forenta stater om sikerhetsatgirder for skydd av sékerhetsklassificerad information (210/2013):

1§

Den i Helsingfors den 27 juni 2012 in-
gangna Overenskommelsen mellan Republi-
ken Finlands regering och Amerikas forenta
staters regering om sédkerhetsdtgérder for
skydd av sidkerhetsklassificerad information
trader 1 kraft den 1 maj 2013 s& som ddrom
har avtalats.

Overenskommelsen har godkénts av riks-
dagen den 19 februari 2013 och av republik-
ens president den 15 mars 2013. Amerikas
forenta staters regering har underréttats om
godkédnnandet den 20 mars 2013.

Helsingfors den 18 april 2013

238
De bestdmmelser i 6verenskommelsen som
inte hor till omradet for lagstiftningen ar i
kraft som forordning.

38
Lagen om sittande i kraft av de bestim-
melser som hor till omradet for lagstiftningen
i Overenskommelsen med Amerikas forenta
stater om sdkerhetsatgérder for skydd av sa-
kerhetsklassificerad information (210/2013)
trader i kraft den 1 maj 2013.

43§
Denna f6rordning tréder i kraft den 1 maj
2013.

Utrikesminister Erkki Tuomioja

Lagstiftningsradet Kaija Suvanto



OVERENSKOMMELSE MELLAN
REPUBLIKEN FINLANDS REGERING

OCH
AMERIKAS FORENTA STATERS
) REGERING OM _
SAKERHETSATGARDER FOR SKYDD
AV SAKERHETSKLASSIFICERAD IN-
FORMATION

Inledning

Republiken Finlands regering och Ameri-
kas forenta staters regering, nedan “parterna”,
som

beaktar att parterna samarbetar till exempel,
men inte endast, i utrikes-, forsvars-, séker-
hets-, polis-, vetenskaps-, naringslivs- och
teknologifragor for att sakerstélla skyddet av
sadan sakerhetsklassificerad information som
utbyts konfidentiellt direkt mellan parterna,
och

delar ett gemensamt intresse for att skydda
sékerhetsklassificerad information

har kommit 6verens om féljande:

Artikel 1
Succession

1. Overenskommelsen om sekretesskydd av
militdr information (“sekretesséverenskom-
melsen™) som undertecknades av Finlands re-
gering och Forenta staternas regering den 11
oktober 1991 upphor att gélla den dag denna
Overenskommelse trader i kraft.

2. Nar sekretessdverenskommelsen har
upphort att galla ska all information som har
skyddats i enlighet med sekretessoverens-
kommelsen skyddas i enlighet med denna
Overenskommelse. Alla hanvisningar till sek-
retessdverenskommelsen i géllande fordrag
eller regleringar mellan parterna betraktas
som hanvisningar till denna dverenskommel-
se.

3. Denna dverenskommelse ska inte tillam-
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Fordragstext

AGREEMENT BETWEEN
THE GOVERNMENT OF THE REPUBLIC
OF FINLAND
AND
THE GOVERNMENT OF THE UNITED
STATES OF AMERICA
CONCERNING SECURITY MEASURES
FOR THE PROTECTION OF
CLASSIFIED INFORMATION

Preamble

The Government of the Republic of
Finland and the Government of the United
States of America (hereinafter referred to as
"the Parties"),

Considering that the Parties cooperate in
matters such as, but not limited to, foreign af-
fairs, defense, security, police, science, in-
dustry and technology, in order to ensure the
protection of any Classified Information ex-
changed in confidence directly between the
Parties; and

Having a mutual interest in the protection
of Classified Information;

Have agreed as follows:

Article 1
Succession

1.The General Security of Military Infor-
mation Agreement signed on October 11,
1991 between the Government of Finland
and the Government of the United States
(“the Security Agreement”) shall terminate
on the date that this Agreement enters into
force.

2. Following termination, any information
that was protected in accordance with "the
Security Agreement” shall continue to be
protected in accordance with this Agreement.
Any reference in an existing agreement or ar-
rangement between the Parties to "the Secu-
rity Agreement” shall be considered to be a
reference to this Agreement.

3. This Agreement shall not apply to the
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pas pa utbyte av begransat tillganglig infor-
mation (Restricted Data) enligt definitionen i
Forenta staternas atomenergilag fran 1954
(Atomic Energy Act of 1954, AEA), sadan
den lyder &ndrad, eller av information som ti-
digare varit begrdnsat tillganglig (Formerly
Restricted Data) och som i enlighet med
atomenergilagen har avforts fran den begran-
sat tillgangliga kategorin, men som Forenta
staterna alltjamt betraktar som férsvarsinfor-
mation.

Artikel 2

Atagande att skydda sékerhetsklassificerad
information

1. Vardera parten ska skydda sékerhetsklas-
sificerad information som mottagits direkt el-
ler indirekt av den andra parten i enlighet
med de krav som faststélls i denna Gverens-
kommelse och sina lagar och bestdmmelser.

2. Vardera parten ska utan drojsmal under-
ratta den andra parten om forslag till &ndring
av sina lagar och bestammelser som kan pa-
verka skyddet av sakerhetsklassificerad in-
formation enligt denna &verenskommelse. |
sadana fall ska parterna samrada sinsemellan
for att behandla andringar som eventuellt bor
goras i denna 6verenskommelse. Under denna
tid ska den sékerhetsklassificerade informa-
tionen fortsatt skyddas pa det satt som redo-
gors i denna Gverenskommelse, om inte par-
terna skriftligen kommer 6verens om annat.

Artikel 3
Definitioner

Denna dverenskommelse foljer foljande de-
finitioner:

a. Sdakerhetsklassificerad information: In-
formation som Republiken Finlands regering
eller Forenta staternas regering framstéller el-
ler som framstalls pa deras vagnar eller som
hor till nagondera regeringens jurisdiktion el-
ler bestdimmanderatt och som med hansyn till
respektive regerings nationella sékerhet ska
skyddas och som genom sékerhetsklassifice-
ring bestamd av regeringen indikerats som
sadan information. Informationen kan vara i

exchange of Restricted Data, as defined in
the U.S. Atomic Energy Act of 1954, as
amended (AEA), or to Formerly Restricted
Data, which is data removed from the Re-
stricted Data category in accordance with the
AEA but still considered defense information
by the Government of the United States of
America.

Article 2

Commitment to the Protection of Classified
Information

1. Each Party shall protect Classified In-
formation received directly or indirectly from
the other Party according to the terms set
forth herein and in accordance with its laws
and regulations.

2. Each Party shall promptly notify the
other of any changes to its laws and regula-
tions that would affect the protection of Clas-
sified Information under this Agreement. In
such case, the Parties shall consult to con-
sider possible amendments to this Agree-
ment. In the interim Classified Information
shall continue to be protected as described
herein, unless agreed otherwise in writing by
the Parties.

Article 3
Definitions
For the purpose of this Agreement:

a. Classified Information: Any information
that is generated by or for the Government of
the Republic of Finland or the Government
of the United States of America or that is un-
der the jurisdiction or control of one of them,
and which requires protection in the interests
of national security of that government and
that is so designated by the assignment of a
security classification by that government.
The information may be in oral, visual, elec-



muntlig, visuell eller elektronisk form, i form
av dokument eller material, daribland appara-
tur eller teknik.

b. Sakerhetsklassificerat kontrakt: Kontrakt
som forutsétter eller kommer att forutsétta att
en kontraktspart eller dess anstallda far till-
trade till sdkerhetsklassificerad information
vid genomfdrandet av kontraktet.

c. Kontraktspart: En fysisk eller juridisk
person som har rattslig behorighet att inga
kontrakt, och/eller en part till ett sékerhets-
klassificerat kontrakt enligt denna Overens-
kommelse.

d. Intyg Over sakerhetsutredning som géller
sammanslutning (Facility Security Clearance,
FSC): Intyg av en behorig sédkerhetsmyndig-
het till en anldggning som hor till en kon-
traktspart inom myndighetens jurisdiktion, av
vilken det framgar att anldggningen har ge-
nomgatt en sakerhetsutredning pa en bestamd
niva och att den ocksa har vidtagit relevanta
sakerhetsatgarder pa en bestamd niva i syfte
att skydda sékerhetsklassificerad information.
Intyget innebdr ocksa att en kontraktspart
som har beviljats ett intyg 6ver sdkerhetsut-
redning kommer att skydda sakerhetsklassifi-
cerad information i sékerhetsklass LUOT-
TAMUKSELLINEN/CONFIDENTIAL eller
hogre i enlighet med bestdmmelserna i denna
Overenskommelse och att den behoriga séker-
hetsmyndigheten Overvakar och sékerstéller
att kontraktsparten foljer denna dverenskom-
melse. En kontraktspart behdver inte intyg
Over sédkerhetsutredning som géller sam-
manslutning fér genomférande av sadana sa-
kerhetsklassificerade kontrakt som kréver
mottagande eller framstéllning av begransat
tillganglig sdkerhetsklassificerad information
(Restricted).

e. Intyg Over personsdkerhetsutredning
(Personnel Security Clearance, PSC):

(1) Intyg av en behorig sdkerhetsmyndighet
om nivan pa en personsakerhetsutredning av
en fysisk person som dr anstélld hos ett stat-
ligt &mbetsverk eller vid en kontraktsparts an-
laggning inom partens jurisdiktion.

(2) Om en fysisk person & medborgare hos
den ena parten, men ska arbeta hos den andra
parten eller dess kontraktspart, ett utlatande
av den behdriga sékerhetsmyndigheten i det
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tronic, or documentary form, or in the form
of material including, equipment or technol-
ogy.
b. Classified Contract: A contract that re-
quires, or will require, access to Classified
Information by a Contractor or by its em-
ployees in the performance of a contract.

c. Contractor: An individual or a legal en-
tity possessing the legal capacity to conclude
contracts and/or a party to a Classified Con-
tract under the provisions of this Agreement.

d. Facility Security Clearance (FSC): A
certification provided by the relevant security
authority for a Contractor facility under its
jurisdiction that indicates the facility is secu-
rity cleared to a specified level and also has
suitable security safeguards in place at a
specified level to safeguard Classified Infor-
mation. The certification also signifies that
Classified  Information LUOTTAMUK-
SELLINEN/CONFIDENTIAL or above will
be protected by the Contractor for which the
FSC is provided in accordance with the pro-
visions of this Agreement and that compli-
ance shall be monitored and enforced by the
responsible security authority. An FSC is not
required for a Contractor to undertake Con-
tracts that require the receipt or production of
Classified Information at the KAYTTO RA-
JOITETTU (Restricted) level.

e. Personnel Security Clearance (PSC):

(1) A certification provided by the relevant
security authority concerning the level of
personnel security clearance held by the in-
dividual, who is employed by a government
agency or Contractor facility under the juris-
diction of a Party.

(2) In the case of an individual who is a
citizen of one Party but is to be employed by
the other Party or its Contractors, a statement
provided by the relevant security authority of
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land déar den berdrda personen ar medborgare
om denna persons forutsattningar att fa inty
over personsakerhetsutredning pa den niva
som anges av den begdarande parten.

f. Informationsbehov: Beslut av en bemyn-
digad innehavare av sékerhetsklassificerad in-
formation, enligt vilken den presumtiva mot-
tagaren behover ha tillgang till specifik sé-
kerhetsklassificerad information for att utfora
eller bistd ett lagenligt och tillatet statligt

uppdrag.
Acrtikel 4
Sékerhetsmyndigheter

Parterna ska skriftligen underratta varandra
om de sékerhetsmyndigheter som ska ansvara
for genomférandet av denna éverenskommel-
se samt eventuella senare &ndringar av dessa
myndigheter.

Artikel 5

Markning av sékerhetsklassificerad informa-
tion

1. Sékerhetsklassificerad information ska
markas med nationella sakerhetsklasser som
motsvarar varandra pa foljande sétt:

the individual’s country of citizenship con-
cerning the individual’s eligibility for a per-
sonnel security clearance at a level specified
by the requesting Party.

f. Need to Know: A determination made by
an authorized holder of Classified Informa-
tion that a prospective recipient requires ac-
cess to specific Classified Information in or-
der to perform or assist in a lawful and au-
thorized governmental function.

Avrticle 4
Security Authorities
The Parties shall inform each other in writ-
ing of the security authorities responsible for
implementation of this Agreement and any
subsequent changes to these security authori-
ties.
Article 5
Marking of Classified Information
1. Classified Information shall be marked

with corresponding national security classifi-
cations as follows:

Finland* United States/Forenta staterna
. TOP SECRET
ERITTAIN SALAINEN
SALAINEN SECRET

LUOTTAMUKSELLINEN

CONFIDENTIAL

*>*KAYTTO RAJOITETTU

***No equivalent/Ingen motsvarighet




* Sakerhetsklassmarkningar p& svenska kan fore-
komma i handlingar som har utarbetats pa eller over-
satts till svenska. Sékerhetsklassmarkningar kan anges
pa svenska aven i andra fall, om en finsk statlig myn-
dighet anser det behdvligt. De svenska motsvarigheter-
na till de finska sékerhetsklassbeteckningarna &r féljan-
de: "ERITTAIN SALAINEN" motsvarar beteckningen
"YTTERST HEMLIG", "SALAINEN" "HEMLIG",
"LUOTTAMUKSELLINEN" "KONFIDENTIELL" och
"KAYTTO RAIJOITETTU" "BEGRANSAD TILL-
GANG".

** Alla handlingar som har forsetts med Forenta sta-
ternas mérkning som indikerar att det handlar om kon-
trollerad oklassificerad information (Controlled Unclas-
sified Information, CUI), ska i Finland mérkas, hante-
ras, overforas och bevaras pd samma satt som informa-
tion i sdkerhetsklass KAYTTO RAJOITETTU.

***  Sakerhetsklassificerad information som har
markerats med den finska sdkerhetsklassen KAYTTO
RAJOITETTU ska i Forenta staterna hanteras pa sam-
ma sétt som Forenta staternas oklassificerade (U.S.
UNCLASSIFIED) information som enligt en eller flera
lagar i Forenta staterna inte &r offentlig. Dessa lagar
omfattar lagen om informationsfrihet (Freedom of In-
formation Act, FOIA) och 130 § i del 10 i Forenta sta-
ternas lagsamling, som rér sekretessbelagd information
och vissa kénsliga uppgifter som géller utl&ndska reger-
ingar och internationella organisationer (Title 10 U.S.C.
8130c “Nondisclosure of Information: Certain Sensitive
Information of Foreign Government and International
Organizations”). P& det sattet markt sakerhetsklassifi-
cerad information ska hanteras, dverféras och bevaras
med tillampning av relevanta skyddsatgarder som hind-
rar obehoriga personer fran att fa tilltrade till informa-
tionen. | bilagan till denna dverenskommelse finns be-
stimmelserna som i Forenta staterna ska tillimpas pa
finsk information i sakerhetsklass KAYTTO RAJOI-
TETTU.

2. Vardera parten ska stdmpla, marka eller
forse all sékerhetsklassificerad information
fran den andra parten med den utlamnade re-
geringens namn. Informationen ska stamplas,
markas eller férses med den mottagande par-
tens nationella sakerhetsklass, som inte far
vara lagre &n den motsvarande sékerhetsklass
som hade faststallts av den utlamnande reger-
ingen och pa en skyddsniva som ar atminsto-
ne likvardig med den hos den utldmnande
parten.
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* Security classification markings in Swedish may
appear on documents written in or translated into Swed-
ish. Security classification markings in Swedish also may
appear in other cases if the Finland State authority con-
siders it necessary. The equivalents in Swedish of the
Finnish security classification are as follows: "YT-
TERST HEMLIG" for ERITTAIN SALAINEN,
"HEMLIG" for SALAINEN, "KONFIDENTIELL" for
LUOTTAMUKSELLINEN and "BEGRANSAD TILL-
GANG" for KAYTTO RAJOITETTU.

** Any document or material bearing a U.S. mark-
ing indicating it is Controlled Unclassified Information
(CUI) shall be marked, handled, transmitted, and stored
as KAYTTO RAJOITETTU in Finland.

*** Classified Information bearing the Finnish clas-
sification KAYTTO RAJOITETTU shall be handled in
the United States as U.S. UNCLASSIFIED information
that is exempt from public release under one or more
U.S. laws. These laws include the Freedom of Infor-
mation Act (FOIA) and Title 10 U.S.C. 8130c, “Non-
disclosure of Information: Certain Sensitive Informa-
tion of Foreign Government and International Organi-
zations.” Classified Information so marked shall be
handled, transmitted and stored affording appropriate
protection that will prevent access by unauthorized per-
sonnel. The Appendix to this Agreement contains pro-
visions for Finnish Classified Information at the
KAYTTO RAJOITETTU level in the United States.

2. Each Party shall stamp, mark or desig-
nate the name of the originating government
on all Classified Information received from
the other Party. The information shall be
stamped, marked or designated with a na-
tional security classification marking of the
receiving Party no lower than the corre-
sponding classification specified by the origi-
nating government that will afford a degree
of protection at least equivalent to that af-
forded to it by the releasing Party.
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Artikel 6
Ansvar for sakerhetsklassificerad information

Vardera parten ansvarar for all sdkerhets-
klassificerad information fran den andra par-
ten under den tid informationen finns inom
dess jurisdiktion och bestdimmanderatt. Under
transport &r den utldmnande parten ansvarig
for all sékerhetsklassificerad information
&nda till dess att den officiellt har lamnats
Over i den andra partens forvar.

Artikel 7
Skydd av sakerhetsklassificerad information

Ingen enskild person ska ha ratt att ha till-
gang till sakerhetsklassificerad information
som tagits emot fran den andra parten enbart
pa grund av rang, stallning eller sékerhetsut-
redning. Tillgang till sékerhetsklassificerad
information ska endast beviljas personer som
behdver informationen for sin tjansteutdvning
och som har genomgatt sakerhetsutredning i
enlighet med de normer parterna har foreskri-
vit. Parterna ska sékerstélla att

a. den part som tar emot sékerhetsklassifi-
cerad information inte Idmnar ut informatio-
nen till en regering, en person, ett foretag, en
inrattning, en organisation eller nagon annan
sammanslutning fran en tredje stat utan fore-
gaende skriftligt godkannande av den utlam-
nande parten,

b. den part som tar emot sakerhetsklassifi-
cerad information ger informationen ett skydd
pa samma niva som den utlamnande parten,

c. den part som tar emot sékerhetsklassifi-
cerad information inte anvander den eller til-
later att den anvands till nagot annat andamal
an for vilket den har tillhandahallits utan fo-
regaende skriftligt godkannande fran av den
utldmnande parten,

d. den part som tar emot sakerhetsklassifi-
cerad information respekterar privata rattig-
heter, sasom patent, upphovsratter eller af-
farshemligheter som ingar i eller anknyter till
informationen och inte ldmnar ut, anvéander,
byter ut eller rdjer sékerhetsklassificerad in-

Article 6
Responsibility for Classified Information

Each Party shall be responsible for all
Classified Information of the other Party
while the information is under its jurisdiction
and control. While in transit, the sending
Party shall be responsible for all Classified
Information until custody of the information
is formally transferred to the other Party.

Article 7
Protection of Classified Information

No individual shall be entitled to access to
Classified Information received from the
other Party solely by virtue of rank, appoint-
ment, or security clearance. Access to the
Classified Information shall be granted only
to those individuals whose official duties re-
quire such access and who have been granted
a Personnel Security Clearance in accordance
with the prescribed standards of the Parties.
The Parties shall ensure that:

a. The receiving Party shall not release the
Classified Information to a government, per-
son, firm, institution, organization or other
entity of a third country without the prior
written approval of the releasing Party;

b. The receiving Party shall afford the
Classified Information a degree of protection
equivalent to that afforded it by the releasing
Party;

c. The receiving Party shall not use or per-
mit the use of the Classified Information for
any other purpose than that for which it was
provided without the prior written approval
of the releasing Party;

d. The receiving Party shall respect private
rights, such as patents, copyrights, or trade
secrets, that are included or involved in the
Classified Information and not release, use,
exchange or disclose Classified Information
in which intellectual property rights exist, un-
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formation dar det ingar immateriella rattighe-
ter innan ett uttryckligt skriftligt tillstand fran
agaren till dessa rattigheter har erhallits,

e. varje organisation eller inrattning som
hanterar sékerhetsklassificerad information
for forteckning Gver de personer i organisa-
tionen eller inrattningen som har beviljats ratt
att ha tillgang till informationen i fraga,

f. det upprattas ansvars- och 6vervaknings-
forfaranden for kontroll av distributionen av
sékerhetsklassificerad information och till-
gangen till den, och

g. den part som tar emot sdkerhetsklassifi-
cerad information foljer alla tillaggsrestrik-
tioner som den part som har lamnat ut infor-
mationen eventuellt faststaller for anvand-
ning, réjande och utlamnande av eller tillgang
till informationen.

Artikel 8
Personsékerhetsutredning

1. Vardera parten ska gora en relevant och
tillrackligt detaljerad utredning for att avgora
huruvida personen i fraga har forutsattningar
att fa tillgang till sakerhetsklassificerad in-
formation. Beslutet om beviljande av intyg
Over personsékerhetsutredning ska fattas i en-
lighet med partens nationella lagar och be-
stammelser.

2. Innan en foretradare for en part lamnar ut
sékerhetsklassificerad information till en an-
stalld eller foretradare for den andra parten
ska den part som tar emot informationen ge
den utldmnande parten en forsakran om att
den anstallda eller foretradaren i fraga har in-
tyg dver sikerhetsutredning pa behdvlig niva,
att denne behoéver ha tillgang till den saker-
hetsklassificerade informationen i sin tjanste-
utévning och att den andra parten kommer att
skydda informationen.

Artikel 9

Utlamnande av sakerhetsklassificerad infor-
mation till en kontraktspart

Innan sékerhetsklassificerad information
fran den andra parten lamnas ut till en kon-
traktspart eller en presumtiv kontraktspart ska

til the specific written -authorization of the
owner of these rights has first been obtained;

e. Each facility or establishment that han-
dles Classified Information shall maintain a
list of individuals at the facility or establish-
ment who are authorized to have access to
such Classified Information;

f. Accountability and control procedures
shall be established to manage the dissemina-
tion of and access to the Classified Informa-
tion; and

g. The receiving Party shall comply with
any additional limitations on the use, disclo-
sure, release and access to the Classified In-
formation which may be specified by the
originating Party.

Article 8
Personnel Security Clearances

1. Each Party shall conduct an appropriate
investigation, in sufficient detail to determine
an individual’s suitability for access to Clas-
sified Information. The determination on the
granting of a Personnel Security Clearance
will be made in accordance with national
laws and regulations of the Party.

2. Before a representative of a Party re-
leases Classified Information to an officer or
representative of the other Party, the receiv-
ing Party shall provide to the releasing Party
an assurance that the officer or representative
possesses the necessary level of security
clearance and requires access for official
purposes, and that the Classified Information
will be protected by the other Party.

Article 9

Release of Classified Information to Contrac-
tors

Prior to the release to a Contractor or pro-
spective Contractor of any Classified Infor-
mation received from the other Party, the re-
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den mottagande parten

a. forvissa sig om att kontraktsparten eller
den presumtiva kontraktsparten och kon-
traktspartens anlédggningar har kapacitet for
att skydda den sékerhetsklassificerade infor-
mationen,

b. bevilja kontraktspartens anlédggning ett
relevant intyg over sakerhetsutredning som
galler ssmmanslutningar,

c. bevilja alla personer som behover till-
gang till den sakerhetsklassificerade informa-
tionen i sin tjansteutdvning relevanta intyg
Over personsékerhetsutredningar,

d. sékerstalla att alla personer som har till-
gang till sakerhetsklassificerad information
informeras om sitt ansvar for att skydda in-
formationen i enlighet med tillampliga lagar
och bestammelser.

e. genomfora regelbundna sakerhetskontrol-
ler vid anlaggningen som beviljats intyg 6ver
sékerhetsutredning for att sakerstélla att den
sékerhetsklassificerade informationen skyd-
das i enlighet med normerna i denna dverens-
kommelse, och

f. sdkerstalla att tillgangen till sakerhets-
klassificerad information inskranks till de
personer som behdver informationen i sin
tjansteutovning.

Artikel 10
Sakerhetsklassificerade kontrakt

1. Nar en part har for avsikt att eller be-
myndigar en kontraktspart inom sin stat att
med en kontraktspart i den andra partens stat
inga ett kontrakt dar det ingar information i
sékerhetsklass LUOTTAMUKSELLI-
NEN/CONFIDENTIAL eller hogre ska den
part som ingar eller bemyndigar en kon-
traktspart att inga kontraktet be om en forsak-
ran om att den andra partens behériga saker-
hetsmyndigheter har utfardat ett intyg Over
sékerhetsutredning som géaller sammanslut-
ning. | forsakran ingar ansvar for att saker-
hetskonceptet hos den kontraktspart som har
beviljats intyg over sékerhetsutredning som
galler sammanslutning foljer nationella sa-
kerhetslagar och -bestdimmelser och att de
behoriga sdkerhetsmyndigheterna &évervakar
detta.

ceiving Party shall:

a. Ensure that such Contractor or prospec-
tive Contractor and the Contractor's facility
have the capability to protect the Classified
Information;

b. Grant to the facility an appropriate Facil-
ity Security Clearance;

c. Grant appropriate Personnel Security
Clearances for all individuals whose duties
require access to the Classified Information;

d. Ensure that all individuals having access
to the Classified Information are informed of
their responsibilities to protect the Classified
Information in accordance with applicable
laws and regulations;

e. Carry out periodic security inspections of
cleared facilities to ensure that the Classified
Information is protected as required herein;
and

f. Ensure that access to the Classified In-
formation is limited to those persons who
have a Need to Know for official purposes.

Article 10
Classified Contracts

1. When a Party proposes to place, or au-
thorizes a Contractor in its country to place, a
Contract involving Classified Information
that is classified at the LUOTTAMUK-
SELLINEN/ CONFIDENTIAL level or
above with a Contractor in the country of the
other Party, the Party that is to place or au-
thorize the Contractor to place such Contract
will request an assurance that a Facility Secu-
rity Clearance has been issued from the ap-
propriate security authorities of the other
Party. The assurance will carry a responsi-
bility that the security conduct by the cleared
Contractor will be in accordance with na-
tional security laws or regulations and be
monitored by appropriate security authorities.
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2. Den ansvariga myndigheten hos den part
som har borjat forhandla om ett sékerhets-
klassificerat kontrakt som ska genomforas i
den andra staten och varje kontraktspart med
vilken det har ingatts ett sakerhetsklassificerat
kontrakt som ska genomforas i den andra sta-
ten eller som har bérjat forhandla om ett sa-
kerhetsklassificerat underleverantdrskontrakt
som ska genomfdras i den andra staten ska i
kontraktet, offertbegaran eller underleveran-
térskontraktsdokumentet inkludera relevanta
sékerhetsklausuler och andra relevanta be-
stammelser, daribland bestdammelser om sa-
kerhetskostnaderna.

Aurtikel 11
Ansvar for anlaggningar

Vardera parten ansvarar for sékerheten hos
alla sadana statliga och privata anlaggningar
och inréttningar déar det forvaras sakerhets-
klassificerad information fran den andra par-
ten och sakerstaller att det for varje sadan an-
laggning eller inrédttning utses kompetenta
personer som ska ansvara for och vara be-
myndigade att 6vervaka och skydda informa-
tionen.

Artikel 12

Forvaring av sékerhetsklassificerad informa-
tion

Sakerhetsklassificerad information ska for-
varas sa att endast personer som har beviljats
tillstdnd har tilltrade till den.

Artikel 13

Formedling av sdkerhetsklassificerad infor-
mation

1. Sékerhetsklassificerad information ska
formedlas mellan parterna via regeringskana-
ler eller via kanaler som har avtalats skriftli-
gen pa forhand.

2. Vid formedling av information tillampas
foljande minimikrav med avseende pa séker-
heten:

a. Handlingar:

42/2013

2. The responsible authority of the Party in
the process of negotiating a Classified Con-
tract to be performed within the other coun-
try, and every Contractor in receipt of a Clas-
sified Contract or in the process of negotiat-
ing a classified subcontract to be performed
within the other country, shall incorporate in
the contract, request for proposal or subcon-
tract document, appropriate security clauses
as well as other relevant provisions, includ-
ing costs for security.

Article 11
Responsibility for Facilities

Each Party shall be responsible for the se-
curity of all government and private facilities
and establishments where Classified Infor-
mation of the other Party is kept and shall en-
sure for each such facility or establishment
that qualified individuals are appointed who
shall have the responsibility and authority for
the control and protection of the information.

Article 12

Storage of Classified Information

Classified Information shall be stored in a
manner that assures access only by those in-
dividuals who have been authorized access.

Article 13

Transmission

1. Classified Information shall be transmit-
ted between the Parties through government-
to-government channels or channels mutually
approved in advance in writing.

2. The minimum requirements for the secu-
rity of the information during transmission

shall be as follows:

a. Documents:
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(1) Handlingar eller andra databérare som
innehaller sakerhetsklassificerad information
ska formedlas i dubbla, slutna kuvert. Det
inre kuvertet marks endast med handlingarnas
eller de andra databérarnas sékerhetsklass och
den avsedda mottagaranldggningens adress,
medan det yttre kuvertet marks med motta-
garanlaggningens adress samt avsandaran-
laggningens adress samt registernummer, om
sadan finns.

(2) Pa det yttre kuvertet gors inga anteck-
ningar om sakerhetsklassen for de handlingar
eller andra databarare forsandelsen innehaller.
Det slutna kuvertet transporteras darefter i en-
lighet med parternas avtalade forfaranden.

(3) Paket som innehaller sakerhetsklassifi-
cerade handlingar, eller andra databérare, som
formedlas mellan parterna ska forses med ve-
rifikat och den slutliga mottagaren ska under-
teckna verifikatet som hanfoér sig till de hand-
lingar eller andra databarare paketet innehal-
ler och returnera det till avsandaren.

b. Sékerhetsklassificerat material:

(1) Sékerhetsklassificerat material, dar-
ibland utrustning, ska transorteras i slutna,
tackta fordon, eller annars packas eller skyd-
das omsorgsfullt sa att identifiering av detal-
jer i materialet forhindras och ska 6vervakas
kontinuerligt sa att obehoriga personer inte
far tillgang till materialet.

(2) Sakerhetsklassificerat material, dér-
ibland utrustning, som tillfalligt maste forva-
ras i vantan pa transport, ska placeras pa ett
skyddat lageromrade. Omradet ska vara for-
sett med intrangsobserverande utrustning el-
ler ha vakter med intyg éver sékerhetsutred-
ning som standigt vervakar omradet. Endast
dartill bemyndigade personer med intyg Over
sékerhetsutredning ska ha tilltréde till lager-
omradet.

(3) Verifikat ska utfardas éver varje handel-
se déar sdkerhetsklassificerad information, dar-
ibland utrustning, overfors pa en annan inne-
havare under transport och den slutliga mot-
tagaren ska underteckna verifikatet och retur-
nera det till avsandaren.

c. Elektronisk datatverfoéring:

(1) Information i sékerhetsklass LUOT-
TAMUKSELLINEN/CONFIDENTIAL eller
hogre som ska 6verforas elektroniskt ska sén-
das med sdkra metoder som vardera partens

(1) Documents or other media containing
Classified Information shall be transmitted in
double, sealed envelopes, the innermost en-
velope bearing only the classification of the
documents or other media and the organiza-
tional address of the intended recipient, the
outer envelope bearing the organizational ad-
dress of the recipient, the organizational ad-
dress of the sender, and the registry number,
if applicable.

(2) No indication of the classification of the
enclosed documents or other media shall be
made on the outer envelope. The sealed en-
velope shall then be transmitted according to
the prescribed procedures of the Parties.

(3) Receipts shall be prepared for packages
containing classified documents or other me-
dia that are transmitted between the Parties,
and a receipt for the enclosed documents or
media shall be signed by the final recipient
and returned to the sender.

b. Classified material:

(1) Classified material, including equip-
ment, shall be transported in sealed, covered
vehicles, or otherwise be securely packaged
or protected in order to prevent identification
of its details, and kept under continuous con-
trol to prevent access by unauthorized per-
sons.

(2) Classified material, including equip-
ment, which must be stored temporarily
awaiting shipments shall be placed in pro-
tected storage areas. The areas shall be pro-
tected by intrusion-detection equipment or
guards with security clearances who shall
maintain continuous surveillance of the stor-
age areas. Only authorized personnel with the
requisite security clearance shall have access
to the storage areas.

(3) Receipts shall be obtained on every oc-
casion when classified material, including
equipment, changes hands en route, and a re-
ceipt shall be signed by the final recipient
and returned to the sender.

c. Electronic transmissions:

(1) Classified Information that is classified
at the LUOTTAMUKSELLINEN/ CONFI-
DENTIAL level or above that is to be trans-
ferred electronically shall be transmitted us-



12 42/2013

kommunikationssédkerhetsmyndigheter ~ har

godkant.

(2) Information i sakerhetsklass KAYTTO
RAJOITETTU ska i Forenta staterna sandas i
enlighet med bestdmmelserna i bilagan.

Artikel 14
Besok

1. Besok av foretréddare for en part hos den
andra partens anléggningar och inrattningar
som forutsatter tillgang till sakerhetsklassifi-
cerad information, eller besok dér tilltrade till
besoksobjektet kraver intyg over sékerhetsut-
redning, ska inskrénkas till besok som é&r
nodvandiga for det officiella andamalet. Be-
sokstillstand utfardas endast for foretradare
som har ett giltigt intyg Over sakerhetsutred-
ning.

2. Besokstillstand till anlaggningar och in-
rattningar far endast utfardas av den part, pa
vars territorium anldggningen eller inratt-
ningen som ar foremal for besoket ar belagen,
eller av statliga myndigheter utsedda av den-
na part. Den part som ar foremal for besoket
eller myndigheter parten har utsett ska ansva-
ra for att anlaggningen eller inrdttningen som
ar foremal for ett foreslaget besok informeras
om besoket och om omfattningen av den sé&-
kerhetsklassificerade information och hégsta
sakerhetsklass besokaren kan fa tillgang till.

3. Begéran om besok av foretradare for par-
terna ska nér det galler finlandska bestkare
stéllas till Finlands ambassad i Washington
och nar det galler besokare fran Forenta sta-
terna till Forenta staternas ambassad i Hel-
singfors.

Artikel 15
Sakerhetsbesok

Genomforandet av de sdkerhetskrav som
faststélls i denna 6verenskommelse kan fram-
jas genom 0msesidiga besok av parternas sa-
kerhetspersonal. Foljaktligen ska sékerhetsfo-
retradare for vardera parten efter foregaende
samrad tillatas besoka den andra parten och

ing secure means that have been approved by
both Parties’ communications security au-
thorities.

(2) Classified Information that is classified
at the KAYTTO RAJOITETTU level will be
transmitted in the U.S. in accordance with the
provisions contained in the Appendix.

Article 14
Visits

1. Visits by representatives of one Party to
facilities and establishments of the other
Party that require access to Classified Infor-
mation or visits in which a security clearance
is required to permit access, shall be limited
to those necessary for official purposes. Au-
thorization shall only be granted to represen-
tatives who possess a valid security clear-
ance.

2. Authorization to visit the facilities and
establishments shall be granted only by the
Party in whose territory the facility or estab-
lishment to be visited is located or by gov-
ernment officials designated by that Party.
The visited Party, or its designated officials,
shall be responsible for advising the facility
or establishment of the proposed visit, and
the scope and highest level of Classified In-
formation that may be furnished to the visi-
tor.

3. Requests for visits by representatives of
the Parties shall be submitted through the
Embassy of the United States in Helsinki, in
the case of United States visitors, and
through the Embassy of Finland in Washing-
ton D.C, in the case of Finnish visitors.

Article 15
Security Visits

Implementation of the security require-
ments set out in the Agreement can be ad-
vanced through reciprocal visits by security
personnel of the Parties. Accordingly, secu-
rity representatives of each Party, after prior
consultation, shall be permitted to visit the
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diskutera och iaktta hur den andra parten
genomfor avtalet, i syfte att fa sdkerhetssy-
stemen att i rimlig man motsvara varandra.
Vardera parten ska bistd sakerhetsforetradar-
na med att avgdra huruvida sékerhetsklassifi-
cerad information fran den andra parten ges
ett tillfredsstallande skydd.

Artikel 16
Sakerhetsstandarder

Vardera parten ska pa begaran informera
den andra parten om sina sakerhetsstandarder,
-forfaranden och -kutymer for att skydda sa-
kerhetsklassificerad information.

Artikel 17

Kopiering av sakerhetsklassificerad informa-
tion

Vid kopiering av sakerhetsklassificerade
handlingar eller andra databdrare som inne-
haller sakerhetsklassificerad information ska
alla ursprungliga sékerhetsmarkningar i dem
ocksa kopieras eller antecknas pa varje kopia.
Kopierade handlingar eller databérare ska
dvervakas pa samma satt som de ursprungliga
handlingarna eller databararna. Antalet kopior
ska inskrénkas till den mangd som krévs for
officiella &ndamal.

Artikel 18

Utplaning av sékerhetsklassificerad informa-
tion

1. Sakerhetsklassificerade handlingar och
andra databarare som innehaller sakerhets-
klassificerad information ska utplanas genom
branning, sonderdelning, uppslagning eller pa
nagot annat satt som forhindrar att den saker-
hetsklassificerade informationen de innehaller
aterstalls.

2. Sakerhetsklassificerat material, daribland
utrustning, som innehaller sakerhetsklassifi-
cerad information, ska utplanas sa att infor-
mationen inte langre gar att identifiera och
aterstallande av den 6verforda sakerhetsklas-

other Party to discuss and observe the im-
plementing procedures of the other Party in
the interest of achieving reasonable compa-
rability of the security systems. Each Party
shall assist the security representatives in de-
termining whether Classified Information re-
ceived from the other Party is being ade-
quately protected.

Acrticle 16
Security Standards

On request, each Party shall provide the
other Party with information about its secu-
rity standards, procedures and practices for
safeguarding of Classified Information.

Article 17

Reproduction of Classified Information

When classified documents or other media
containing Classified Information are repro-
duced, all original security markings thereon
shall also be reproduced or marked on each
copy. Such reproduced documents or media
shall be placed under the same controls as the
original document or media. The number of
copies shall be limited to that required for of-
ficial purposes.

Article 18

Destruction of Classified Information

1. Classified documents and other media
containing Classified Information received
from the other Party shall be destroyed by
burning, shredding, pulping, or other means
preventing reconstruction of the Classified
Information contained therein.

2. Classified material, including equipment,
containing Classified Information shall be
destroyed so that it is no longer recognizable
and so as to preclude reconstruction of the
transmitted Classified Information in whole
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sificgarade informationen eller delar av den
forhindras.

Artikel 19

Nedklassificering eller hdvande av sékerhets-
klassificering

1. Parterna &r 6verens om att sékerhetsklas-
sificerad information ska nedklassificeras el-
ler sakerhetsklassificeringen hdvas nar
skyddskravet for informationen i fréga lattar
eller informationen inte langre pa nagot satt
behover skyddas fran att obehdrigen rojas.

2. Den utldmnande parten har full prov-
ningsratt med avseende pa nedklassificering
av eller hdvande av sékerhetsklassificering
for sin egen sékerhetsklassificerade informa-
tion. Den mottagande parten far inte nedklas-
sificera sékerhetsklassificerad information
fran den andra parten utan foregaende skrift-
ligt samtycke av den utldmnande parten.

Artikel 20
Forlust eller &ventyrande av information

Den utlamnande parten ska omedelbart un-
derrédttas om forlust eller &ventyrande av sa-
kerhetsklassificerad information som tillhor
den, eller om eventuell forlust eller eventuellt
aventyrande av informationen, och den mot-
tagande parten ska inleda en undersékning for
att faststdlla omstandigheterna. Den utlam-
nande parten ska informeras om resultatet av
undersokningen och om vilka atgarder som
vidtagits for att forhindra att situationen upp-
repas.

Artikel 21
Tvister

Tvister som harror fran eller har samband
med denna Gverenskommelse ska l6sas ge-
nom samrad mellan parterna och inte han-
skjutas till nationell eller internationell dom-
stol eller till ndgon annan person eller enhet
for avgorande.

or in part.

Article 19

Downgrading and Declassification

1. The Parties agree that Classified Infor-
mation should be downgraded to a lower
classification level or it should be declassi-
fied as soon as information requires a lower
degree of protection or requires no further
protection against unauthorized disclosure.

2. The originating Party has complete dis-
cretion concerning downgrading or declassi-
fication of its own Classified Information.
The receiving Party shall not downgrade the
security classification of Classified Informa-
tion received from the other Party without the
prior written consent of the originating Party.

Avrticle 20
Loss or Compromise

The originating Party shall be informed
immediately of all losses or compromises, as
well as possible losses or compromises, of its
Classified Information, and the receiving
Party shall initiate an investigation to deter-
mine the circumstances. The results of the
investigation and information regarding
measures taken to prevent recurrence shall be
forwarded to the originating Party.

Acrticle 21
Disputes

Disagreements between the Parties arising
under or relating to this Agreement shall be
settled through consultations between the
Parties and shall not be referred to a national
court, to an international tribunal, or to any
other person or entity for settlement.
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Artikel 22
Kostnader

Vardera parten ansvarar fOr sina egna kost-
nader for att genomféra denna dverenskom-
melse.

Artikel 23
Slutbestammelser

1. Efter att vardera parten har undertecknat
denna Overenskommelse trader den i kraft
den forsta dagen den andra manaden efter att
Republiken Finlands regering via diplomatis-
ka kanaler har underrattat Amerikas forenta
staters regering att alla nationella férfaranden
som behdvs for att sitta 6verenskommelsen i
kraft i Finland har slutforts.

2. Parternas behoriga sédkerhetsmyndigheter
kan utforma kompletterande arrangemang i
enlighet med denna dverenskommelse.

3. Endera parten far saga upp dverenskom-
melsen genom skriftlig anmélan till den andra
parten via diplomatiska kanaler nittio dagar
fore den dag den har for avsikt att séga upp
denna 6verenskommelse.

4. Om denna Overenskommelse inte sags
upp i enlighet med punkt 3 i denna artikel,
galler dverenskommelsen i tjugofem ar och
darefter utan vidare atgarder fem ar at gang-
en.

5. Trots uppsagningen av denna &verens-
kommelse ska all sdkerhetsklassificerad in-
formation som har lamnats ut i enlighet med
Overenskommelsen fortsatt skyddas i enlighet
med bestdmmelserna i dverenskommelsen.

Till bekraftelse harpa har undertecknade,
dartill vederborligen befullméktigade av re-
spektive regering, undertecknat denna 6ver-
enskommelse.

Upprattad i Helsingfors den 27 juni 2012 i
tvd exemplar pa finska och engelska, vilka
bada texter ar lika giltiga. I handelse av tolk-
ningsskiljaktighet ska den engelska texten
gélla.

Article 22
Costs

Each Party shall be responsible for meeting
its own costs incurred in implementing this
Agreement.

Article 23
Final Provisions

1. Following signature by both Parties, this
Agreement shall enter into force on the first
day of the second month after the date that
the Government of the Republic of Finland
notifies the Government of the United States
of America through diplomatic channels that
all domestic procedures necessary to bring
this Agreement into force have been com-
pleted.

2. Supplementary arrangements under this
Agreement may be concluded by the appro-
priate security authorities of the Parties.

3. Either Party may terminate this Agree-
ment by notifying the other Party in writing,
through the diplomatic channels, ninety days
in advance of its intention to terminate the
Agreement.

4. Unless terminated in accordance with
paragraph 3 of this Article, this Agreement
shall remain in force for a period of twenty
five years and shall be automatically ex-
tended in five year increments thereafter.

5. Notwithstanding the termination of this
Agreement, all Classified Information pro-
vided pursuant to this Agreement shall con-
tinue to be protected in accordance with the
provisions set forth herein.

In witness whereof, the undersigned, being
duly authorized thereto by their respective
Governments, have signed this Agreement.

Done in duplicate at Helsinki this 27 day of
June 2012 in the Finnish and English lan-
guages, both texts being equally authentic. In
case of any divergence of interpretation, the
English text shall prevail.
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For Republiken Finlands regering

utrikesminister
Erkki Tuomioja
For Amerikas forenta staters regering

utrikesminister
Hillary Clinton

42/2013

For the Government of the Republic
of Finland

Minister for Foreign Affairs
Erkki Tuomioja

For the Government of the
United States of America

Secretary of State
Hillary Clinton
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Bilaga

Forfarandet vid hantering i Férenta sta-
terna av finsk sakerhetsklassificerad in-
formation i sdkerhetsklass KAYTTO RA-
JOITETTU (Restricted)

1. Finska handlingar eller finskt material
som har markerats med sakerhetsklass KA-
YTTO RAJOITETTU ska i Forenta staterna
hanteras pa samma satt som Forenta staternas
oklassificerade (U.S. UNCLASSIFIED) in-
formation, som med stod av en eller flera la-
gar i Forenta staterna inte &r offentlig. Dessa
lagar omfattar lagen om informationsfrihet
(Freedom of Information Act, FOIA) och
130c 8 i del 10 i Forenta staternas lagsamling,
som ror sekretessbelagd information och vis-
sa kansliga uppgifter som galler utlandska re-
geringar och internationella organisationer
(Title 10 U.S.C. 8§130c “Nondisclosure of In-
formation: Certain Sensitive Information of
Foreign Government and International Orga-
nizations”). Handlingar eller material med
denna markning ska hallas i lasta forvar eller
i stdngda utrymmen som ger ett relevant
skydd och dit obehdériga personer inte har till-
trade.

2. Handlingar i sakerhetsklass KAYTTO
RAJOITETTU ska hanteras sa att offentlig-
gorande eller anvandning av eller tillgang till
dem for andra &n Forenta staternas eller den
utlamnande statens officiella regeringsanda-
mal forhindras. Informationen i dessa hand-
lingar &r med stdd av Forenta staternas til-
lampliga informationsfrihetslagar inte offent-
lig utan foregaende skriftligt samtycke till ett
offentliggérande fran finska regeringen.

3. Kontrakt som ingds med kontraktsparter
fran Forenta staterna som omfattar forvaring
eller framstéallning av sédkerhetsklassificerad
information i sékerhetsklass KAYTTO RA-
JOITETTU ska ha en sakerhetsklausul dér de
skyddsatgarder faststalls som ska tillampas
for att skydda information i sékerhetsklass
KAYTTO RAJOITETTU. )

4. Innan information i sékerhetsklass KA-
YTTO RAJOITETTU far sparas, hanteras el-
ler vidareformedlas i nagot kommunikations-

Bilaga
Appendix

Procedures for handling the Finnish Clas-
sified Information at the KAYTTO RA-
JOITETTU (Restricted) level within the
United States

1. Finnish documents or material bearing
the classification KAYTTO RAJOITETTU
shall be handled in the United States as U.S.
UNCLASSIFIED information that is exempt
from public release under one or more U.S.
laws. These laws include Freedom of Infor-
mation Act (FOIA) and Title 10 U.S.C.
8130c, “Nondisclosure of Information: Cer-
tain Sensitive Information of Foreign Gov-
ernments and International Organizations.”
Documents or material so marked shall be
stored in locked containers affording appro-
priate protection or closed spaces areas that
will prevent access by unauthorized person-
nel.

2. KAYTTO RAIJOITETTU documents
shall be handled in a manner that will pre-
clude open publication, access or use for
other than official government purposes of
the United States or the releasing country. In-
formation contained in these documents shall
be exempt from public release under applica-
ble U.S. Freedom of Information laws unless
the Government of Finland has granted prior
written approval.

3. Contracts placed with U.S. contractors
that involve the retention or production of
Classified Information at the KAYTTO RA-
JOITETTU level will include a security re-
quirements clause identifying the protective
measures to be applied to safeguard the
KAYTTO RAJOITETTU information.

4. Before any communications and infor-
mation system is allowed to store, process or
forward Classified Information at the
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och informationssystem maste systemet ges
ett sakerhetsgodkannande, kallat ackredite-
ring. Ackreditering definieras som ett offici-
ellt utldtande av en relevant myndighet som
faststéller att anvandningen av systemet upp-
fyller relevanta sékerhetskrav och inte utgor
en oacceptabel risk. Med avseende pa bords-
datorer och barbara datorer som anvands av
Forenta staternas ministerier och myndigheter
uppfylls ackrediteringskraven av systemets
registreringshandlingar tillsammans med sé-
kerhetsanvisningarna. Anvisningarna till
kontraktsparter om anvandningen av kommu-
nikations- och informationssystem ingar i
Overenskommelsens sékerhetskravsklausul.

5. Handlingar i sakerhetsklass KAYTTO
RAJOITETTU ska i Forenta staterna skickas
med forstaklasspost i ett sdkerhetskuvert.
Handlingar som skickas utanfér Forenta sta-
terna ska omslutas av tva sékerhetskuvert, det
inre forsett med markningen KAYTTO RA-
JOITETTU; sadana forsandelser ska levereras
pa nagot av de satt som i Forenta staterna har
godkants for transport av sékerhetsklassifice-
rad information, som internationell flygpost
eller via kommersiell kurirservice.

6. | Ovrigt oklassificerade handlingar fran
Forenta staterna som ursprungligen har lam-
nats ut av en regeringsmyndighet i Forenta
staterna och som innehaller information som
Finland har klassificerat i sakerhetsklass
KAYTTO RAJOITETTU ska pd omslaget
och pd forsta sidan vara markt "KAYTTO
RAJOITETTU - Exempt from Public Disclo-
sure Title 10 U.S.C. § 130.c". | handlingarna
ska det mérkas ut vilka uppgifter som omfat-
tas av sakerhetsklassen KAYTTO RAJOI-
TETTU. ) )

7. Information i sékerhetsklass KAYTTO
RAJOITETTU far overforas eller vara till-
ganglig i elektronisk form via ett allméant nat-
verk, sasom Internet, med tillampning av re-
geringens eller en kommersiell aktérs krypte-
ringsapparatur godkand av vardera regering-
ens sékerhetsmyndigheter. Internationella te-
lefonsamtal, videokonferenser eller faxsand-
ningar, dar information i sékerhetsklass KA-
YTTO RAJOITETTU tas upp, far vara i klar-
text, om ett godkant krypteringssystem inte &r
tillgéngligt. Inom Forenta staterna far tele-

KAYTTO RAJOITETTU level, it must be
given security approval, known as accredita-
tion. An accreditation is defined as a formal
statement by appropriate authority confirm-
ing that the use of a system meets the appro-
priate security requirements and does not
present unacceptable risk. For standalone
desktop PCs and laptop systems utilized in
U.S. Government departments or agencies,
the system registration document together
with the Security Operating Procedures ful-
fills the role of the required accreditation. For
contractors the guidance on the use of com-
munications and information systems will be
incorporated within a security requirements
clause in the contract.

5. KAYTTO RAJOITETTU documents
shall be transmitted by first class mail within
the United States in one secure cover.
Transmission outside the United States shall
be in two secure covers, the inner cover
marked KAYTTO RAJOITETTU. Such
transmission shall be by one of the means au-
thorized for United States Classified Infor-
mation, international air mail or commercial
courier.

6. Otherwise unclassified U.S. documents
originated by U.S. government agencies that
contain_information that Finland has classi-
fied KAYTTO RAJOITETTU shall bear on
the cover and the first page the marking
“KAYTTO RAIJOITETTU - Exempt from
Public Disclosure Title 10 U.S.C. §130c.”
The KAYTTO RAJOITETTU information
shall be identified in the documents.

7. KAYTTO RAJOITETTU information
may be transmitted or accessed electronically
via a public network like the Internet using
government or commercial encryption de-
vices mutually accepted by the Parties’ gov-
ernment security authorities. International
telephone conversations, video conferencing
or  facsimile transmission  containing
KAYTTO RAJOITETTU information may
be in clear text, if an approved encryption
system is not available. Telephone conversa-
tions, video conferencing or facsimile trans-
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fonsamtal, videokonferenser eller faxsdnd- missions within the United States may be in
ningar vara i klartext. clear text.
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