FINLANDS FORFATTNINGSSAMLINGS

FORDRAGSSERIE

Utgiven i Helsingfors den 28 oktober 2014

89/2014

(Finlands forfattningssamlings nr 845/2014)

Statsradets forordning

om sittande i kraft av 6verenskommelsen med Schweiz om 6msesidigt skydd av siker-
hetsklassificerad information och om ikrafttridande av lagen om sittande i kraft av de
bestimmelser som hor till omradet for lagstiftningen i 6verenskommelsen

Utfardad i1 Helsingfors den 23 oktober 2014

I enlighet med statsrddets beslut foreskrivs med stod av 2 § i lagen om sdttande i kraft av de
bestimmelser som hor till omradet for lagstiftningen i dverenskommelsen med Schweiz om
omsesidigt skydd av sikerhetsklassificerad information (608/2014):

1§

Den i Solothurn den 28 januari 2014 in-
géngna Overenskommelsen mellan Republi-
ken Finlands regering och Schweiziska for-
bundsradet om Omsesidigt skydd av sdker-
hetsklassificerad information trdder i kraft
den 1 november 2014 si som dirom har
avtalats.

Overenskommelsen har godkénts av riks-
dagen den 17 juni 2014 och av republikens
president den 8 augusti 2014. Noterna om
dess godkdnnande har utvaxlats den 19 sep-
tember 2014.

28
De bestimmelser 1 6verenskommelsen som

Helsingfors den 23 oktober 2014

inte hor till omradet for lagstiftningen &r i
kraft som forordning.

3§

Lagen om sittande i kraft av de bestim-
melser som hor till omradet for lagstiftningen
i 6verenskommelsen med Schweiz om mse-
sidigt skydd av sédkerhetsklassificerad infor-
mation (608/2014) trader i kraft den 1 no-
vember 2014.

48§
Denna forordning trdder i kraft den 1 no-
vember 2014.

Utrikesminister Erkki Tuomioja

Utrikesradet Tarja Laitiainen
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Overséttning

OVERENSKOMMELSE
MELLAN REPUBLIKEN FINLANDS
'REGERING OCH SCHWEIZISKA

FORBUNDSRADET OM OMSESIDIGT
) SKYDD AV
SAKERHETSKLASSIFICERAD
INFORMATION

Republiken Finlands regering och Schwei-
ziska forbundsradet, nedan kallade ”parter-
na”, som

beaktar att parterna kan men inte &r forplik-
tade att utbyta sakerhetsklassificerad informa-
tion i enlighet med denna dverenskommelse,

ar medvetna om att sékerhetsklassificerad
information som utbyts ska hanteras i enlig-
het med principerna i denna 6verenskommel-
se,

for att skydda sakerhetsklassificerad infor-
mation till exempel i fragor som ror utrikes-
&renden, forsvar, sdkerhet, vetenskap, foretag
eller teknik och som utbyts direkt mellan par-
terna eller mellan offentlig- eller privatrattsli-
ga juridiska eller fysiska personer inom deras
jurisdiktion som hanterar sakerhetsklassifice-
rad information,

har kommit 6verens om foljande:
Artikel 1
Syfte och tillampningsomrade

Syftet med denna 6verenskommelse &r att
sakerstalla skyddet av sadan sékerhetsklassi-
ficerad information som utbyts eller fram-
stalls i samarbetet mellan parterna.

Artikel 2
Definitioner

| denna 6verenskommelse avses med

a) sakerhetsklassificerad information in-
formation, handlingar eller material, oavsett
form, karaktér eller férmedlingssatt som en
part lamnar ut till den andra parten och som
har sakerhetsklassificerats och forsetts med

Fordragstext

AGREEMENT BETWEEN THE
GOVERNMENT OF THE REPUBLIC
OF FINLAND AND THE SWISS
FEDERAL COUNCIL ON MUTUAL
PROTECTION OF CLASSIFIED
INFORMATION

The Government of the Republic of Fin-
land and the Swiss Federal Council, hereinaf-
ter referred to as “the Parties”,

bearing in mind that the Parties may but are
not obliged to exchange Classified Informa-
tion in the framework of this Agreement

recognising that when exchanging Classi-
fied Information it shall be handled in accor-
dance with the principles governed in this
Agreement

in order to protect Classified Information
relating for example to foreign affairs, de-
fence, security or scientific, industrial and
technological matters and exchanged directly
between the Parties, or public or private legal
entities or individuals that deal with Classi-
fied Information under the jurisdiction of the
Parties,

have agreed as follows:
Article 1
Purpose and scope of application

The purpose of this Agreement is to ensure
the protection of Classified Information that
is exchanged or created in the process of co-
operation between the Parties.

Article 2
Definitions

For the purposes of this Agreement:

a) Classified Information means any infor-
mation, document or material of whatever
form, nature or method of transmission pro-
vided by one Party to the other Party and to
which a security classification level has been
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relevant anteckning om sékerhetsklass i en-
lighet med nationella lagar och bestammelser,
saval som information, handlingar eller mate-
rial som har framstallts utifran sddan saker-
hetsklassificerad information och forsetts
med relevant anteckning om sakerhetsklass,

b) sakerhetsklassificerat kontrakt kontrakt
eller underleverantdrskontrakt, inbegripet
forhandlingar som foregar kontrakt, som in-
nehaller eller som har anknytning till séker-
hetsklassificerad information,

¢) utlamnande part den part och offentlig-
eller privatrattsliga juridiska eller fysiska per-
soner inom partens jurisdiktion som l&mnar ut
sékerhetsklassificerad information,

d) mottagande part den part och offentlig-
eller privatréattsliga juridiska eller fysiska per-
soner inom partens jurisdiktion till vilken den
utldmnande parten lamnar ut sakerhetsklassi-
ficerad information,

e) behorig sdkerhetsmyndighet nationell el-
ler utsedd sékerhetsmyndighet eller annat be-
horigt organ som i enlighet med partens na-
tionella lagar och bestdimmelser har bemyndi-
gats att ansvara for genomférandet av denna
overenskommelse,

f) kréankning av dataskyddet en gérning el-
ler férsummelse som bryter mot nationella
lagar och bestammelser och som kan medféra
att sékerhetsklassificerade uppgifter forsvin-
ner eller aventyras,

g) sakerhetsutredning ett positivt utfall av
en provning, baserad pa nationella lagar och
bestammelser, av lampligheten hos en juri-
disk person (sakerhetsutredning som galler
sammanslutning) eller en fysisk person (per-
sonsakerhetsutredning) for tillgang till och
hantering av sékerhetsklassificerade uppgifter
pa en bestamd niva.

Artikel 3
Behoriga sékerhetsmyndigheter
1. Parterna har utsett foljande nationella s&-
kerhetsmyndigheter (National Security Aut-

hority, NSA) att ansvara for det allméanna ge-
nomforandet av denna dverenskommelse:

applied and which has been marked accord-
ingly under national laws and regulations, as
well as any information, document or mate-
rial that has been generated on the basis of
such Classified Information and marked ac-
cordingly;

b) Classified Contract means any contract
or sub-contract, including pre-contractual ne-
gotiations, which contains or involves Classi-
fied Information;

c) Originating Party means the Party, as
well as any public or private legal entity or
individual under its jurisdiction, releasing
Classified Information;

d) Receiving Party means the Party, as well
as any public or private legal entity or indi-
vidual under its jurisdiction, to which the
Classified Information is released by the
Originating Party;

e) Competent Security Authority means a
National Security Authority, a Designated
Security Authority or any other competent
body authorised according to the national
laws and regulations of the Parties which is
responsible for the implementation of this
Agreement;

f) Breach of Security means an act or an
omission contrary to national laws and regu-
lations which may lead to the loss or com-
promise of Classified Information;

g) Security Clearance means a positive de-
termination following an investigative proce-
dure in accordance with national laws and
regulations to ascertain the eligibility of an
entity (Facility Security Clearance, FSC) or
individual (Personnel Security Clearance,
PSC) to have access to and to handle Classi-
fied Information on a certain level.

Article 3
Competent Security Authorities
1. The National Security Authorities
(NSAs) designated by the Parties as respon-

sible for the general implementation of this
Agreement are:
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I Republiken Finland

I Schweiziska edsforbundet

Utrikesministeriet
Nationella
sakerhetsmyndigheten
(NSA)

FINLAND

Ministry of Defence
Directorate for
Information Security and
Facility Protection (10S)
SWITZERLAND

In the Republic of Finland

In the Swiss Confederation

Ministry for Foreign Affairs
National Security

Authority

(NSA)

FINLAND

Ministry of Defence
Directorate for
Information Security and
Facility Protection (10S)
SWITZERLAND

2. Parterna ska underratta varandra om
eventuella andra behdriga sakerhetsmyndig-
heter som ansvarar for genomforandet av oli-
ka delar av denna 6verenskommelse.

3. Parterna ska underratta varandra om
eventuella senare &ndringar i de behériga sa-
kerhetsmyndigheterna.

Artikel 4
Sakerhetsklasser

1. Sékerhetsklassificerad information som
ldmnas ut i enlighet med denna dverenskom-
melse ska forses med relevant anteckning om
sékerhetsklass i enlighet med parternas lagar
och bestdmmelser.

2. Sékerhetsklasserna motsvarar varandra
enligt foljande:

2. The Parties shall notify each other of any
other Competent Security Authorities which
shall be responsible for the implementation
of aspects of this Agreement.

3. The Parties shall notify each other of any
subsequent changes of the Competent Secu-
rity Authorities.

Article 4
Security classifications

1. Any Classified Information provided
under this Agreement shall be marked with
the appropriate security classification level
under the national laws and regulations of the
Parties.

2. The classification levels shall correspond
to one another as follows:

| Republiken Finland I schweiziska edsforbundet | Motsvarighet pa engelska
ERITTAIN ei vastinetta TOP SECRET
SALAINEN
eller
YTTERST
HEMLIG
SALAINEN GEHEIM / SECRET
eller SECRET /
HEMLIG SEGRETO
LUOTTAMUKSELLINEN VERTRAULICH / CONFIDENTIAL
eller CONFIDENTIEL/
KONFIDENTIELL CONFIDENZIALE
KAYTTO INTERN / RESTRICTED
RAJOITETTU INTERNE / AD
eller USO INTERNO
BEGRANSAD
TILLGANG




In the Republic In the Swiss Equivalent in
of Finland Confederation English
ERITTAIN no equivalent TOP SECRET
SALAINEN

or
YTTERST
HEMLIG
SALAINEN GEHEIM / SECRET
tai SECRET /
HEMLIG SEGRETO
LUOTTAMUKSELLINEN VERTRAULICH / CONFIDENTIAL
or CONFIDENTIEL/
KONFIDENTIELL CONFIDENZIALE
KAYTTO INTERN / RESTRICTED
RAJOITETTU INTERNE / AD
or USO INTERNO
BEGRANSAD
TILLGANG

3. | denna 6verenskommelse motsvarar de
engelska uttrycken TOP SECRET, SECRET,
CONFIDENTIAL och RESTRICTED de fin-
ldndska och schweiziska termerna i tabellen
ovan.

4. Den mottagande parten ska sékerstélla att
sdkerhetsklasser inte &ndras eller upphévs
utan skriftligt tillstdind av den utlamnande
parten.

5. Om Finland sander information maérkt
YTTERST HEMLIG, ska parternas behériga
sékerhetsmyndigheter sinsemellan komma
dverens om kompletterande arrangemang.

Artikel 5
Skydd av sakerhetsklassificerad information

1. Parterna vidtar alla relevanta atgarder i
enlighet med sina nationella lagar och be-
stammelser for att skydda sakerhetsklassifice-
rad information som avses i denna Overens-
kommelse. De ska skydda denna information
pa samma niva som egen information i mot-
svarande sékerhetsklass.

2. Parterna ger inte tredje parter tillgang till
sékerhetsklassificerad information utan den
utlamnande partens skriftliga foérhandssam-
tycke.

3. Tillgang till sékerhetsklassificerad in-
formation ska inskrénkas till personer som

3. The English expressions TOP SECRET,
SECRET, CONFIDENTIAL and RE-
STRICTED used in this Agreement corre-
spond to the Swiss and Finnish terms in the
table above.

4. The Receiving Party shall ensure that
classifications are not altered or revoked, ex-
cept as authorised in writing by the Originat-
ing Party.

5. In case Finland sends classified informa-
tion marked TOP SECRET supplementary
arrangements shall be agreed between the re-
spective Competent Security Authorities.

Article 5
Protection of Classified Information

1. The Parties shall take all appropriate
measures under their national laws and regu-
lations so as to protect Classified Information
referred to in this Agreement. They shall af-
ford such information the same protection as
they afford to their own information at the
corresponding classification level.

2. The Parties shall not provide access to
Classified Information to Third Parties with-
out the prior written consent of the Originat-
ing Party.

3. Access to Classified Information shall be
limited to individuals who have a ‘Need-to-
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har ett informationsbehov, som har saker-
hetsklarerats enligt nationella lagar och be-
stammelser, som har bemyndigats att fa till-
gang till sddan information saval som instruk-
tioner om sitt ansvar i skyddet av sédkerhets-
klassificerad information.

4. Sakerhetsklassificerad information far
endast anvandas for angivet andamal.

Artikel 6
Sakerhetsklassificerade kontrakt

1. Den mottagande partens behdriga séker-
hetsmyndighet ska pa begéran meddela den
utldamnande partens behoériga sékerhetsmyn-
dighet huruvida den foreslagna kontraktspar-
ten hos den mottagande parten har beviljats
nationellt intyg 6ver sékerhetsutredning i den
sékerhetsklass som kravs. Har kontraktspar-
ten inte intyg Over sékerhetsutredning, kan
den utldmnande partens behériga sdkerhets-
myndighet be den mottagande partens beho-
riga  sékerhetsmyndighet sédkerhetsklarera
kontraktsparten.

2. Vid Oppna anbudsforfaranden ska den
mottaganade partens behoriga sédkerhetsmyn-
dighet utan formell begéran dverlamna de re-
levanta intygen dver sdkerhetsutredningar till
den utldmnande partens behdriga sdkerhets-
myndighet.

3. For tillracklig 6vervakning och styrning
av sdkerheten ska sakerhetsklassificerade
kontrakt som avses i bilaga 1 innefatta l[amp-
liga sakerhetsbestimmelser, déribland klassi-
ficeringsanvisningar. En kopia av sakerhets-
bestdmmelserna ska skickas till den partens
behoriga sdkerhetsmyndigheter inom vars ju-
risdiktion det sakerhetsklassificerade kontrak-
tet ska genomforas.

4. Representanter for parternas behoriga sa-
kerhetsmyndigheter far pa begéaran besoka
varandra for att bedoma effekten av de atgar-
der som en kontraktspart har vidtagit for att
skydda sakerhetsklassificerad information i
anknytning till ett sdkerhetsklassificerat kon-
trakt.

Know’ and who, in accordance with national
laws and regulations, have been security
cleared and authorised to have access to such
information as well as briefed on their re-
sponsibilities for the protection of Classified
Information.

4. Classified Information shall be used
solely for the purpose for which it has been
provided.

Article 6
Classified Contracts

1. Upon request, the Competent Security
Authority of the Receiving Party shall inform
the Competent Security Authority of the
Originating Party whether a proposed con-
tractor of the Receiving Party has been issued
a national Facility Security Clearance corre-
sponding to the required security classifica-
tion level. If the contractor does not hold a
Facility Security Clearance, the Competent
Security Authority of the Originating Party
may request that the contractor be security
cleared by the Competent Security Authority
of the Receiving Party.

2. In the case of an open tender the Compe-
tent Security Authority of the Receiving Par-
ty should provide the Competent Security
Authority of the Originating Party with the
relevant security clearance certificates with-
out a formal request.

3. To allow adequate security supervision
and control a Classified Contract, referred to
in Annex 1 to this Agreement, shall contain
appropriate security provisions, including a
classification guide. A copy of the security
provisions shall be forwarded to the Compe-
tent Security Authority of the Party under
whose jurisdiction the contract is to be per-
formed.

4. Representatives of the Competent Secu-
rity Authorities of the Parties may visit each
other upon request in order to analyse the ef-
ficiency of the measures adopted by a con-
tractor for the protection of Classified Infor-
mation involved in a Classified Contract.
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Artikel 7

Formedling och registrering av sakerhets-
klassificerad information

1. Parterna ska formedla sakerhetsklassifi-
cerad information till varandra med hjélp av
skyddade mellanstatliga kanaler eller sa som
de behdriga sékerhetsmyndigheterna annars
kommer Gverens om.

2. Information i s&kerhetsklass KONFI-
DENTIELL eller hogre som utbyts mellan
parterna ska registreras pa ett lampligt satt
och i enlighet med nationella lagar och be-
stdimmelser.

Artikel 8

Overséttning, kopiering och utpléning av sa-
kerhetsklassificerad information

1. Alla kopior och @verséttningar av séker-
hetsklassificerad information ska forses med
tillamplig anteckning om sékerhetsklass och
skyddas pa samma satt som den sakerhets-
klassificerade originalinformationen. Over-
sattningarna och antalet kopior ska begransas
till det minimum det officiella syftet kréver.

2. Alla dversattningar ska forses med en re-
levant anteckning pa det Gversatta spraket om
att 6versattningen innehaller sékerhetsklassi-
ficerad information fran den utlamnande par-
ten.

3. Information i sékerhetsklass HEMLIG
eller hogre far 6versittas eller kopieras endast
med skriftligt samtycke av den utldmnande
parten.

4. Information i sékerhetsklass HEMLIG
eller hogre far inte utplanas utan den utlam-
nande partens skriftliga forhandssamtycke.
Informationen ska returneras till den utlam-
nande parten nér parterna anser att den inte
langre behovs.

5. Information i sé&kerhetsklass KONFI-
DENTIELL ska utplanas nar det anses att den
inte langre behdvs.

6. Om en krissituation forhindrar skyddet
av sékerhetsklassificerad information som har
lamnats ut i enlighet med denna Overens-
kommelse, ska informationen omedelbart ut-
planas. Den mottagande parten ska sa fort
som mojligt underrétta den utldmnande par-

Article 7

Transmission and registration of Classified
Information

1. Classified Information shall be transmit-
ted between the Parties through government-
to-government secured channels or as other-
wise agreed between their Competent Secu-
rity Authorities.

2. Classified Information marked CONFI-
DENTIAL or higher exchanged between the
Parties shall be duly registered according to
national laws and regulations.

Article 8

Translation, reproduction and destruction of
Classified Information

1. All reproductions and translations of
Classified Information shall bear appropriate
security classification markings and be pro-
tected as the original Classified Information.
The translations and the number of reproduc-
tions shall be limited to the minimum re-
quired for an official purpose.

2. All translations shall contain a suitable
annotation, in the language of translation, in-
dicating that they contain Classified Informa-
tion of the Originating Party.

3. Classified Information marked SECRET
or higher shall be translated or reproduced
only upon the written consent of the Origi-
nating Party.

4. Classified Information marked SECRET
or higher shall not be destroyed without the
prior written consent of the Originating Par-
ty. It shall be returned to the Originating Par-
ty after it is no longer considered necessary
by the Parties.

5. Classified Information marked CONFI-
DENTIAL shall be destroyed after it is no
longer considered necessary.

6. If a crisis situation makes it impossible
to protect Classified Information provided
under this Agreement, the Classified Infor-
mation shall be destroyed immediately. The
Receiving Party shall notify the Competent
Security Authority of the Originating Party
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tens behoériga sékerhetsmyndighet om att den
sakerhetsklassificerade informationen har ut-
planats.

Artikel 9
Besok

1. Besok som omfattar tillgang till saker-
hetsklassificerad information kréver skriftligt
forhandstillstand av vardpartens behoriga sa-
kerhetsmyndighet. Besokare far tillgang till
sakerhetsklassificerad information endast, om

a) den behoriga sakerhetsmyndigheten hos
den part som sander ut besdkarna har beviljat
tillstand till besoket eller besoken de har bett
om,

b) de har fatt ett relevant intyg éver person-
sékerhetsundersokning, och

c) de har fatt tillstand att ta emot sakerhets-
klassificerad information i enlighet med
vardpartens lagar och bestdammelser.

2. Den relevanta behdriga sékerhetsmyn-
digheten hos den part som foreslar besoket
ska underratta vardpartens relevanta behdriga
sékerhetsmyndighet om det planerade besdket
i enlighet med bestdmmelserna i denna artikel
och sakerstalla att vérdpartens behdriga sa-
kerhetsmyndighet far begaran minst 14 dagar
fore den planerade tidpunkten for besoket. |
bradskande fall far de behoriga séakerhets-
myndigheterna komma 6verens om en kortare
tidsfrist. Besoksbegaran ska innehdlla de
uppgifter som avses i bilaga 2 till denna éver-
enskommelse.

3. Tillstand for upprepade besok ar giltiga i
hogst tolv (12) manader.

Artikel 10
Sakerhetssamarbete

1. For verkstélligheten av denna Overens-
kommelse ska de nationella sékerhetsmyn-
digheterna informera varandra om sina rele-
vanta nationella lagar och bestdmmelser som
géller skyddet av sakerhetsklassificerad in-
formation och om eventuella senare andringar
i dem.

2. | syfte att sdkerstélla ett ndra samarbete i
genomforandet av dverenskommelsen ska de
behdriga sakerhetsmyndigheterna samrada

about the destruction of the Classified Infor-
mation as soon as possible.

Article 9
Visits

1. Visits entailing a possibility of access to
Classified Information require prior written
authorisation from the Competent Security
Authority of the host Party. Visitors shall on-
ly be allowed access where they have been:

a) authorised by the Competent Security
Authority of the sending Party to conduct the
required visit or visits,

b) granted an appropriate Personnel Secu-
rity Clearance, and

c) authorised to receive Classified Informa-
tion in accordance with the national laws and
regulations of the host Party.

2. The relevant Competent Security Au-
thority of the requesting Party shall notify the
relevant Competent Security Authority of the
host Party of the planned visit in accordance
with the provisions laid down in this Article,
and shall make sure that the latter receives
the request for visit at least 14 days before
the visit takes place. In urgent cases the
Competent Security Authorities may agree
on a shorter period. The request for visit shall
contain the information referred to in Annex
2 to this Agreement.

3. The validity of authorisations for recur-
ring visits shall not exceed twelve (12)
months.

Article 10
Security co-operation

In order to implement this Agreement the
National Security Authorities shall notify
each other of their relevant national laws and
regulations regarding the protection of Clas-
sified Information as well as of any subse-
guent amendments thereto.

2. In order to ensure close co-operation in
the implementation of this Agreement the
Competent Security Authorities shall consult
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sinsemellan. De ska pa begéran informera
varandra om sina nationella sakerhetsnormer,
forfaranden och tillampningar for skyddet av
sékerhetsklassificerad information. FoOr att
uppna detta mal far de behoriga sakerhets-
myndigheterna besdka varandra.

3. De behdriga sakerhetsmyndigheterna ska
i enlighet med sina nationella lagar och be-
stammelser pa begaran bista varandra med att
utfora sakerhetsklareringar.

4. De nationella sékerhetsmyndigheterna
ska utan dréjsmal underratta varandra om
andringar i de relevanta sékerhetsutredning-
arna.

5. Denna dverenskommelse tillampas inte
pa utbyte av sakerhetsklassificerad informa-
tion mellan parternas underrattelsetjanster el-
ler brottshek&mpande myndigheter (till ex-
empel polisen).

Artikel 11
Krankning av dataskyddet

1. Bagge parter ska utan dréjsmal underrat-
ta den andra parten om upptéackta eller miss-
tdnkta krankningar av dataskyddet som ror
sékerhetsklassificerad information.

2. Bégge parter ska utan dréjsmal underso-
ka incidenten inom ramen for internationell
ratt och sin nationella jurisdiktion. Den andra
parten ska vid behov samarbeta med den be-
horiga parten i undersokningen.

3. Bdgge parter ska inom ramen for interna-
tionell ratt och sin nationella jurisdiktion vid-
ta alla relevanta atgarder som ar forenliga
med nationella lagar och bestammelser for att
begrénsa konsekvenserna av krankningar av
dataskyddet som avses i punkt 1 och for att
forebygga ytterligare incidenter. Den andra
parten ska underrattas om resultaten av un-
dersokningen och vidtagna atgarder.

Artikel 12
Kostnader
Vardera parten star for de kostnader som

fororsakas dem genom verkstéllandet av for-
pliktelserna i denna Gverenskommelse.

each other. On request, they shall provide
each other with information about their na-
tional security standards, procedures and
practices for the protection of Classified In-
formation. To this aim the Competent Secu-
rity Authorities may visit each other.

3. On request, Competent Security Authori-
ties shall, in accordance with national laws
and regulations, assist each other in carrying
out security clearance procedures.

4. The National Security Authorities shall
promptly inform each other about changes in
relevant security clearance certificates.

5. This Agreement does not apply to the
exchange of Classified Information between
the intelligence services and the law en-
forcement agencies (e.g. the police) of the
two Parties.

Article 11
Breach of Security

1. Each Party shall immediately notify the
other Party of any suspected or discovered
Breach of Security of Classified Information.

2. Each Party shall, within the limits of the
international law and its domestic jurisdic-
tion, investigate the incident without delay.
The other Party shall, if required, cooperate
in the investigation of the Party with jurisdic-
tion.

3. Each Party shall, within the limits of the
international law and its domestic jurisdiction
undertake all possible appropriate measures
under its national laws and regulations so as
to limit the consequences of breaches re-
ferred to in Paragraph 1 of this Article and to
prevent further breaches. The other Party
shall be informed of the outcome of the in-
vestigation and of the measures undertaken.

Article 12
Costs
Each Party shall bear its own costs incurred

in the course of implementing its obligations
under this Agreement.
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Artikel 13
Tvistlésning

Alla tvister mellan parterna som uppkom-
mer angaende tolkning eller tillampning av
denna Overenskommelse ska uteslutande av-
goras i samrad mellan parterna

Artikel 14
Slutbestammelser

1. Parterna ska underrdtta varandra nér de
nationella forfaranden som krévs for ikraft-
tradandet av 6verenskommelsen har slutforts.
Overenskommelsen tréder i kraft den forsta
dagen den andra manaden efter att den senare
underréttelsen har tagits emot.

2. Denna dverenskommelse galler tills vida-
re. Den kan andras pa gemensam skriftlig
Overenskommelse mellan parterna. En part
kan nar som helst foresla andringar i dverens-
kommelsen. Om nagondera parten foreslar
&ndringar, ska parterna inleda férhandlingar
om en andring av éverenskommelsen.

3. En part kan sdga upp 6verenskommelsen
genom skriftlig anmalan till den andra parten
via diplomatiska kanaler, iakttagande en upp-
sagningstid pa sex (6) manader. Om Gverens-
kommelsen sdgs upp, ska sdkerhetsklassifice-
rad information som redan har férmedlats el-
ler som uppkommer genom dverenskommel-
sen behandlas i enlighet med &verenskom-
melsens bestammelser sa lange det ar nod-
vandigt for att skydda informationen.

Denna Overenskommelse ersatter samar-
betsprotokollet mellan Finlands foérsvarsmini-
sterium och schweiziska forsvarsministeriet
om utbyte av sékerhetsklassificerad informa-
tion som undertecknades den 17 mars 1994 i
Bern.

Till bekraftelse hérav har undertecknade,
dartill vederborligen bemyndigade, under-
tecknat denna 6verenskommelse

i Solothurm den 28 januar 2014.

i tva exemplar pa engelska.

Article 13
Resolution of disputes

Any dispute between the Parties on the in-
terpretation or application of this Agreement
shall be resolved exclusively by means of
consultations between the Parties.

Article 14
Final provisions

1. The Parties shall notify each other of the
completion of the national measures neces-
sary for the entry into force of this Agree-
ment. The Agreement shall enter into force
on the first day of the second month follow-
ing the receipt of the later notification.

2. This Agreement shall be in force until
further notice. The Agreement may be
amended by the mutual, written consent of
the Parties. Either Party may propose
amendments to this Agreement at any time.
If one Party so proposes, the Parties shall be-
gin consultations on amending the Agree-
ment.

3. Either Party may terminate this Agree-
ment by written notification delivered to the
other Party through diplomatic channels, ob-
serving a period of notice of six (6) months.
If the Agreement is terminated, any Classi-
fied Information already provided and any
Classified Information arising under the
Agreement shall be handled in accordance
with the provisions of the Agreement for as
long as necessary for the protection of the
Classified Information.

The present Agreement replaces the Mem-
orandum of Understanding between the Min-
istry of Defence of Finland and the Ministry
of Defence of Switzerland concerning the
Exchange of Classified Information, signed
in Berne on 17" March 1994.

In witness whereof the duly authorised rep-
resentatives of the Parties have signed this
Agreement,

in Solothurm on the 28th day of January,
2014.

in two duplicates in the English language.
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For Republiken Finlands regering

Alpo Rusi
Republiken Finlands ambassador i Schweiz

For schweiziska forbundsradet
Urs Freiburghaus

Direktor for informations- och lokalitetssa-
kerhetsavdelningen

For the Government of
the Republic of Finland

Alpo Rusi
Ambassador of the Republic of Finland to
Switzerland

For the Swiss Federal Council
Urs Freiburghaus

Head of Directorate for Information Security
and Facility Protection
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Bilaga 1
Sakerhetsklassificerade kontrakt

Kontrakt som avses i artikel 6 i denna dver-
enskommelse ska innefatta foljande uppgif-
ter:

1. forfarande for att bemyndiga anvandare
att hantera sakerhetsklassificerad information,

2. lagar och bestdammelser som utgér grun-
den for hantering av sakerhetsklassificerad in-
formation,

3. sakerhetsklass som kravs,

4. begréansningar i hanteringen av saker-
hetsklassificerad information,

5. detaljerade bestdmmelser om hur saker-
hetsklassificerad information ska formedlas,

6. detaljerade bestdmmelser om hur saker-
hetsklassificerad information ska hanteras,

7. méarkning av sédkerhetsklassificerad in-
formation och dess praktiska verkan,

8. uppgifter om de personer, déribland un-
derleverantdrer, som har ratt att & sakerhets-
klassificerad information och forutsattningar-
na for detta,

9. krav som géller skyddstiden for séker-
hetsklassificerad information,

10. férfarande for hur sékerhetsklassificerad
information ska utplanas eller returneras.

Bilaga 1

Annex 1
Classified Contracts

Classified Contracts referred to in Article 6
of this Agreement shall contain the following
information:

1. procedure entitling a user to handle
Classified Information

2. laws and regulations forming the base
for the use of Classified Information

3. classification level required

4. limitations on the use of Classified In-
formation

5. modalities of transmission of Classified
Information

6. modalities of handling Classified Infor-
mation

7. marking of Classified Information and
practical consequences thereof

8. specifications of the persons, including
sub-contractors, entitled to receive Classified
Information and the conditions therefore

9. requirements for the period of protecting
Classified Information

10. procedure for destroying or returning
Classified Information
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Bilaga 2
Begéaran om besok

En begaran om besok som avses i artikel 9 i
denna dverenskommelse ska innefatta foljan-
de uppgifter:

1. besOkarens for- och efternamn, fodelseort
och fodelsetid/ursprung och nationalitet; be-
sOkarens stallning med uppgift om arbetsgi-
varen som besokaren foretrader; uppgifter om
projektet som besdkaren deltar i samt num-
mer pa bescdkarens pass eller annan identi-
tetshandling,

2. bekréftelse pa en personsakerhetsutred-
ning av bestkaren motsvarande besokets an-
damal,

3. syftet med besoket eller besoken, inklu-
derande den hogsta nivan av sakerhetsklassi-
ficerade uppgifter som berors,

4. planerad tidpunkt och langd for det be-

&rda besoket eller de begarda bestken; vid
aterkommande besok anges om mdjligt hela
den period bestken avser,

5. namn, adress, telefon- och faxnummer, e-
postadress och kontaktperson vid den anlégg-
ning som ska bestkas, tidigare kontakter samt
annan information av vikt for att avgéra hur
motiverat besoket eller besoken &r,

6. datum samt den behdriga sdndande sé-
kerhetsmyndighetens  underteckning  och
stampel.

Bilaga 2

Annex 2
Request for visit

Requests for visit referred to in Article 9 of
this Agreement shall contain the following
information:

1. the visitor's family name, first name,
place and date of birth/origin and nationality,
the visitor’s position, with a specification of
the employer which the visitor represents, a
specification of the project in which the visi-
tor participates, and the visitor's passport
number or other identity document number;

2. confirmation of Personnel Security
Clearance of the visitor in accordance with
the purpose of the visit;

3. the purpose of the visit or visits, includ-
ing the highest level of Classified Informa-
tion to be involved;

4. the expected date and duration of the re-
quested visit or visits. In the case of recurring
visits the total period covered by the visits
shall be stated, when possible;

5. the name, address, phone and fax num-
ber, e-mail and point of contact of the estab-
lishment or facility to be visited, previous
contacts and any other information useful for
determining the justification for the visit or
Visits;

6. the date, signature and seal of the send-
ing Competent Security Authority.
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