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Act

on Strong Electronic I dentification and Electronic Signatures
(617/2009)

Chapter 1.
General provisions

Section 1
Scope of application

(1) This Act Ia/s down provisions on strong electronic identification and electronic
signatures, as well as on the offering of these services to service providers using them
and to the general public.

(2) This Act does not apply to strong el ectronic identification within an organization
or the offering of servicesfor electronic signatures.

(3) Neither does this Act apply to services where an organization uses its own
identification methods for the identification of its own customersin its own services.

(4) This Act does not apply to the manufacture, import and sales of devices for
strong electronic identification or electronic signatures.

Section 2
Definitions

For the purposes of this Act:

1) strong electronic identification means the identification of a person and the
verification of the authenticity and validity of the identification by an electronic
method based on at least two of the following three alternatives:

a; password or something similar that the identification device holder knows,
b) chip card or something similar that the identification device holder has in his
possession, or e .

C; fingerprint or some other characteristic identifying the device holder;

2) identification device means objects or id_entifylrég data or characteristics that
together form the identifiers, identification devices an
for strong electronic identification;

3) identification method means the entirety of the identification device and system
required to create an individual strong el ectronic identification event;

e% identification service provider means a provider offering services for strong
electronic identification to service providers using them or issuing identification
devices to the general public or both;

5) identification device holder means a natural person to whom the identification
service provider hasissued an identification device based on an agreement;

6) initial identification means the verification of the identity of the applicant for an
identification device in connection with the acquisition of the device;

verification devices required
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7) certificate means an electronic verification that confirms the identity or confirms
the identity and links the data for verifying a signature to the signatory, and that can be
used for strong electronic identification and el ectronic signatures;

8) certification service provider means a natural person or legal person who offers
certificates to the general public: _ _ o _

9) electronic signature means data in an electronic form that is linked or logically
connected to some other electronic data and used as a device for verifying the identity
of the signatory;

10) advanced electronic signature means an electronic signature:

a) that is unambiguously linked to the signatory;

b) that can be used to identify the signatory; _ _
c) that has been created by using a method which the signatory is able to keep under
his exclusive control; and

d) that is linked to some other electronic datain such away that any alterations made
in the data can be detected;

11) data for creating a signature means the unique set of data, such as codes or
private keys, used by the signatory for the creation of an electronic signature;

12) means of creating a signature means software and hardware which, together
with the data for creating a signature, are used to create an €lectronic signature; and

slesr? data for yerlfylré? a signature means a set of data, such as codes or public keys,
used for verifying an el ectronic signature.

Chapter 2
L egal effectsand processing of personal data

Section 3
Imper ative nature of the provisions
Any contractua terms that differ from the provisions of this Act to the detriment of
the consumer are deemed void unless otherwise provided below.
Section 4
Electronic signatures to be created with an identification device
~ Electronic signatures and advanced electronic signatures may be created with
identification devices depending on their characteristics, unless otherwise provided by
law or section 18.
Section 5
Legal transactions
1) Identification devices may be used in the execution of legal transactions, unless
otherwise provided by law or section 18. _ o
(2) If asignature isrequired for alegal transaction, an advanced electronic signature

based on a qualified certificate and created with a secure signature creation device will
satisfy this requirement. However, the legal validity of an electronic signature cannot
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be denied solely on the grounds that it was created using another method than the one
referred to above.

(3) Separate provisions shall be issued regarding the use of electronic signatures in
the public administration sector.

Section 6
Processing of personal data

(1) An identification service provider may process necessary personal data on the
grounds referred to in section 8(1)(1 and 2) of the Persona Data Act within the course
of issuing and maintaining the identification devices and performing the identification
event. On the same grounds, a certification service provider may process personal data
for issuing and maintaining certificates. Besides for the purpose specified above,
identification service providers and certification service providers may collect
personal data from the persons directly. _ _

(2) For any other purﬂoses than those referred to in subsection 1, personal data may
any be processed on the grounds referred to in section 8(1)(1) of the Persona Data

ct.

(3) When verifying the identity of an applicant, identification and certification
service providers may request the personal ID code of the applicant. Identification and
certification service providers may process persona 1D codes in their registers for
purposes set out in subsection 1. The personal ID code may be included in the
Identification device or certificate only if the data content of the devices or certificate
is accessible exclusively to those persons who absolutel){) require them in the
g_erformance of their services. A persona ID code must not be available in a public

irectory.

(4) Ot%er provisions on the processing of personal data are issued in sections 19, 24,
30, 37 and 38 and in the Personal Data Act.

Section 7
Use of data stored in the population data system

(1) ldentification service providers and certification service providers offering
electronic signatures may collect personal data and verify personal information
provided by an applicant or holder in the population data system by virtue of section
8(1)(1)(2) of the Personal Data Act and for the purposes of section 6(1) of thisAct.

(2) Data from the population data system is released as a service under public law in
accgrdgtnce with the provisions of the Act (150/1992) on Criteria for Charges Payable
to the State.



Chapter 3
Strong electronic identification

Section 8
Requirements posed on the identification method

(1) The identification method must meet the following requirements:

1) The method shall be based on initia identification according to section 17, where
the relevant data can be verified afterwards as set out in section 24;
2; the method shall unambiguously identify the identification device holder; _
3) the method is sufficiently secure to ensure that only the identification device
holder can use the device; and _ o _ _

4) the method is sufficiently secure and reliable, taking into consideration the
relevant technical threats to data securi éy

(2) The provisions of subsection 1 do not prohibit offering a specific service in a
way that the identification service provider discloses to the service provider using the
identification service the pseudonym of the identification device holder or only a
limited amount of personal data. _ _ .

(3) The Finnish Communications Regulatory Authority may issue further technical
regul ations regarding the requirements set out in subsection 1.

Section 9
Requirements posed on the identification service provider

(1) Any natural persons operating as or for an identification service provider,
members and deputy members of the management board or board of directors, chief
executives, general partners or persons in equivalent positions in an identification
service organization shall meet the following requirements:

1) they must be of age;

2) they must not have declared bankruptcy; and

3) thelr operating capacity must not be restricted.

(2) An identification service provider shall be trustworthy. An identification service
provider is not deemed trustworthy if a person referred to in subsection 1 has been
convicted of a crime by a court of law during the past five years, or has been fined
during the past three years for afelony that would make such person obviously unfit to
act as an identification service provider. _

(3) An identification service provider is not deemed trustworthy if a person referred
to in subsection 1 has previously acted in a way that would make such person an
obviously unfit identification service provider.

Section 10
An identification service provider’ s obligation to notify commencement of operations
(1) An identification service provider based in Finland who intends to offer services

shall, prior to commencement of such services, submit a written notification to the
Finnish Communications Regulatory Authority. Such notification may aso be
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submitted by an association of service providers, if such services provided can be
deemed as such by an identification service.

(2) The natification shall include:

1) name of the service provider;

2) complete contact information of the service provider;

3) information about the services to be provided;

4) information about facts referred to in sections 8, 9, 13 and 14; and

5) other information relevant to monitoring’.]

(3) The identification service provider shall notify the Finnish Communications
Regulatory Authority in writing and without dela?/ of an%/ changes to information
referred to in subsection 2. A notification shall aso be submitted if business
operations are discontinued or transferred to adifferent service provider.

(4) The Finnish Communications Regulatory Authority may issue technical
regulations relevant to monitoring and regarding details of aforementioned
information to be submitted and their submission to the Finnish Communications
Regulatory Authority.

Section 11

An identification service provider based in another member state of the European
Economic Area

_ The provisions of section 10 will not prevent an identification service provider based
in the EEA from submitting a notification referred to in the subsection.

Section 12
Register related to an identification service provider

(1) The Finnish Communications Regulatory Authority maintains a public register of
identification service providers, who have submitted a notification according to
section 10, and their services.

(2) Upon receipt of notice referred to in section 10, the Finnish Communications
Regulatory Authority shall forbid the identification service provider from offering its
services as strong electronic identification if the services or the provider do not meet
the requirements of this Chapter. If the shortcomings are minor, the Finnish
Communications Regulatory Authority may ask the service provider to correct them
within a specified period.

Section 13
General obligations of an identification service provider

(1) The identification service provider shall ensure that its personnel have adequate
expertise, experience and competence. o _ . .
2) Theidentification service provider shall have sufficient financial resources for its
operation and for covering possible liabilities for damages. The service provider may
so take other necessary measures regarding possible liabilities for damages.
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(3) The identification service provider shall also protect personal data referred to in
section 32 of the Personal Data Act and ensure adequate information Securl%

(4) The identification service provider is responsible for the reliability and
functionality of services and products provided by people working for it.

Section 14
Identification principles

(1) The identification service provider shall have identification principles in place
that define how the provider will perform its obligations set out in this Act. In
particular, they should specify how the service provider will perform the initial
identification referred to in section 17.
ab(2) The identification principles shall also provide the following centra information

out:

1) the service provider;

2) servicesto be provided and their prices, _ _

3) the most important cooperation partners of the service provider;

4) audits performed by external auditors; and

5) other relevant information on the basis of which the operation and trustworthiness
of the service provider can be as: : o

(3) If the identification device may also be used for electronic signatures or
advanced electronic signatures, the identification service provider shall aso inform of
their implementation method, level, and security factors.

(4) The identification service provider shall keep the identification principles
updated and in a generally accessible location.

Section 15

The identification service provider’s duty of disclosure prior to entering into an
agreement

(1) Prior to entering into an agreement with an applicant for an identification device,
the service provider shall disclose to the applicant information about:
the service provider;
the services offered and their prices;
the identification principles referred to in section 14;
the rights and responsibilities of the parties;
potential limits of liability;
complaint and dispute settlement procedures, _ _
potential restraints and restrictions on use referred to in section 18; and
other potential terms of use related to the identification device.

(2) The data in subsection 1 shall be submitted in writing or in electronic form so
that the applicant for an identification device can store and reproduce them unaltered.
If, upon an applicant’s request, an agreement is entered into by distance
communication that will not allow submission of data and contract terms in the
aforementioned manner, such data shall be submitted in the said manner immediately
after the agreement has been executed.

(3) Provisions on the duty of disclosure regarding the processing of personal data are
issued in the Personal Data Act.

AO~NO O WN



Section 16

The identification service provider’s duty of notification about threats and risks
related to data security and protection

(1) The identification service provider shall notify, without any undue delay, service
providers using its services, identification device holders and the Finnish
Communications Reﬂul atory Authority of severe risks and threats to its data security.

(2) If therisk or threat is amed at data protection referred to in section 32 of the
Personal Data Act, the identification service provider shall notify the Data Protection
Ombudsman in addition to the parties mentioned in subsection 1.

(3) The notification must aso include information about measures the parties
involved have for use to counter such threats and risks, as well as the expenses
incurred by these measures.

Section 17
Initial identification of an applicant for an identification device

(1) The initia identification shall be done in person. The identification service
provider shall carefully check the identity of the identification device applicant, as
evidenced by a valid passport or identity card issued by a government official of an
EEA member state, Switzerland, or San Marino. For initial identification purposes, the
identification service provider may, if desired, also use a valid driving license issued
by an official of an EEA member state after 1 October 1990 or a valid passport issued
by a government official of another state.
~ (2) An exception to the rule of doing the initial identification in person can be made
if the identification service providers have entered into a mutual agreement on ways to
rely on each other in performing the initial identification. In such cases, the
identification device may be applied for electronically. In their agreement, the
identification service providers shall define how the liability from potential faulty
initial identification will be shared among them. Regarding the party sustaining the
damage, the identification service provider relying on another provider performing the
initial identification shall be held responsible.

(3) An identification device may also be applied for electronically, if the applicant
has a valid identification device from the same identification service provider. In such
cases, initial identification will not be necessar%/.

(4) If the identig/ of an applicant cannot be reliably established, the police will

erform the initia identification for the application. Expenses incurred to the
Identification device applicant by the initial identification performed by the police are
expenses of a service under public law. Provisions regarding charges levied for the
service areissued in the Act on Criteriafor Charges Payable to the State.

Section 18
Preclusions and restrictions regarding legal transactions
(1) The use of identification device for legal transactions may be precluded by

agreements between the identification service provider, the identification service
provider using the service and the identification device holder. Restrictions may aso
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be imposed on legal transactions, either with regard to their purpose or the monetary
valuesinvolved.

(2) The identification service provider shall ensure that all parties are aware of the
preclusions or restrictions or that they are conspicuous. The identification service
provider may aso implement preclusions and restrictions by technical means. The
Identification service provider shall not be responsible for transactions performed
contrary to preclusions and restrictions, regardless of the fact that the identification
service provider acted with due care.

(3) The identification service provider shall provide an opportunity for users of its
services to check preclusions and restrictions related to the 1dentification device at al
times. However, the provider will not be held responsible if the use contrary to
preclusions and restrictions was prevented by technical means. _

(4) Itisthe responsibility of a service provider using identification services to check
the systems and registers maintained by the identification service provider for
potential preclusions and restrictions related to the use of the identification device.
However, a check will not be necessary if the use contrary to preclusions and
restrictions was prevented by technical means.

Section 19
Data content of the certificate

(Il) If the identification method is based on a certificate, the certificate must include
at least:
information of the certification service provider;
information of the holder of the certificate;
the identifier identifying the holder;
the validity period of the certificate;
the identifier identifying the certificate;
potential preclusions or restrictions on the use of the certificate;
the public key of the certificate holder and its eFurpose of use; and
the certification service provider’ s advanced el ectronic signature.
(2) The certification service provider shall ensure that the data content of the
péartlf_l fc;ate_ is available to the service provider using the certificate for electronic
identification.

QOB WN -

0

Section 20
I ssuance of an identification device

(1?_ The issuance of an identification device is based on the agreement between the
applicant for the identification device and the identification service provider. The
agreement must be in writing. The agreement can be in eectronic format, provided
that its content cannot be changed unilaterally and that it remains available to the
parties. The identification service provider shall treat its customers in a non-
discriminatory way and the identification device applicants fairly when entering into
the agreement.

(2) The agreement can be temporary or for a limited time period. The identification
device can have avalidity period that Is shorter than the term of the agreement.
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(3) An identification device is dways given to a natural person. The identification
device must be person-specific. If needed, data may be linked to the identification
device allowing the person to represent another natural or legal person as needed.

Section 21
Delivering the identification device to the applicant

The identification service provider shall deliver the identification device to the
applicant as stated in the agreement. The identification service provider shal
reasonably ensure that the identification device will not end up in an unauthorized
person’s possession during delivery.

Section 22
Renewal of the identification device

The identification service provider may provide a new identification device without
exglicit request to the holder only if a previously delivered identification device needs
to be replaced. Delivery should follow the rulesin section 21.

Section 23
Obligations of the identification device holder

(1) The identification device holder shall use the device according to the terms and
conditions of the agreement. The holder shall store the identification device with care.
The holder’s duty of care for the identification device starts with its acceptance.

(2) The identification device holder may not transfer the device.

Section 24
Sorage and use of data regarding the identification event and device

(1) Theidentification service provider shall store: _

‘1) data required for performing an individual identification event and an electronic
signature;

2) data required for initial identification of an applicant referred to in section 17 and
the file used for this purpose;

3) data on potential preclusions or restrictions on the use of identification device
referred to in section 18; and

4) data content of the certificate as set out in section 19.

(2) Data mentioned in subsection 1(1) above shall be kept for five years from the
identification event; and data mentioned in paragraphs _2—4 above for five years from
termination of the customer relationship between the identification service provider
and the identification device holder.
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(3) Personal data generated during the identification event shall be destroyed after
the event, unless they are required to be kept to verify an individual identification
event.

(4) The identification service provider may process stored data only to perform and
maintain the service, for invoicing, to protect its rights in case of disputes, as well as
upon request by the service provider using identification service or the holder of the
identification device. The identification service provider shall store data on processing
the event, the time, reason, and person processing it.
~ (5) Subsections 1(1) and (3) above do not apply to service providers who only issue
identification devices. The five-year record-keeping period referred to in subsection
(2) above will then be calculated from the date the identification device validity
expires.

Section 25
Cancellation and prevention of use of identification devices

(1) The identification device holder shall notify the identification service provider or
a designated party if the identification device has been lost, is in the unauthorized
plg on of another person or of any unauthorized use immediately upon detection
of thisfact.

(2) The identification service provider shall provide an opportunity to submit a
notification as set out in subsection 1 at any time. Upon receipt of the notification, the
identification service provider shall immediately cancel the identification device or
prevent its use.

(3) The identification service provider shall properly and without delay enter in its
system the information about the time of cancellation or prevention of use. The holder
of the identification device has the right to request proof of submitting a notification
mer}t_ion_ed in subsection 1. Such request must be made within 18 months from the
notification.

(4) The system shall be designed to allow a service provider using identification
service to easily verify the information entered at any time. However, such obligation
to create an opportunity to verify information does not exist if the use of the
identification device can be prevented or blocked by technical means.

(5 A service provider using identification service shall check the systems and
registers maintained by the identification service provider for potential cancellations
or restrictions to use in connection with the use of the identification device. However,
no checking is needed, if the use of the identification device can be prevented or
blocked by technical means. o _ _

(6) If the identification service is based on certificates and information on cancelled
devices is given via Block Lists, the certification service provider may store the data
obtained from the Block List for the purpose of verifying the validity of a certificate.
Alternatively, the certification service provider may store the Block List.

Section 26

Identification service provider’sright t%l cancel or prevent the use of an identification
evice

(1) In addition to the provisions of section 25, the identification service provider
may cancel or prevent the use of aidentification deviceif:
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1) the identification service provider has reason to believe that someone other than
the person to whom the device was issued is using it;

2) the identification device is obviously defective;

3) the identification service provider has reason to believe that the safe use of the
deviceisatrisk; o

4) the identification device holder is using the identification device contrary to the
agreed terms of use; or

5) the identification device holder has died.

(2) The identification service provider shall notify the holder as soon as possible
about the cancellation or prevention of use of the identification device, as well as the
time of and reasons for such action.
~(3) The identification service provider shall restore the ability to use the
identification device or give the identification device holder a new device immediately
after removal of reasons referred to in subsection 1(2 and 3).

Section 27

Restrictions to the identification device holder’s liability for unauthorized use of the
identification device

(1) The identification device holder shall be liable for unauthorized use of the

identification device only if:

1; he or she has transferred the device to someone else;

2) the loss of the device or unauthorized possession or use is the result of the
holder’ s gross negligence, or

3) the holder has failed to notify the identification service provider or a designated
part¥ that the device has been lost, is in the unauthorized possession of another person
or of any unauthorized use immediately upon detection of this fact.

(2) However, the identification device holder shall not be liable for unauthorized
use:

1) to the extent that the identification device has been used after the holder has
reported to the identification service provider of the loss, unauthorized possession or
use of the device;

2) if the identification device holder has not been able to report the loss,
unauthorized Joosessi on or use of the device without undue delay after detecting it,
because the identification service provider has failed to perform its obligation referred
to in section 25(2) to ensure that the holder can report at any time; or

3) a service provider using identification services has failed to check the restrictions
on use or prevention or blocking of the devices as set out in section 18(4) or 25(5).

Chapter 4
Electronic signature
Section 28

Devices for creating safe signatures

e?l) A device for creating safe signatures shall be able to ensure in a sufficiently
reliable manner that:
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1)f_tdhe (_Jlgta used for the creation of signatures is unique and that it will remain
confidential;
g 2) the data used for the creation of signatures cannot be deduced from any other
ata;
3; the signatures are protected against forgery; _ _
4) the signatory will be able to protect the data used for the creation of a signature
against use by others; and _ _ _ _ _
5) adevice for creating safe signatures will not alter the information to be signed nor
will it prevent the information from being presented to the signatory prior to signing.
2) Devices for creating a signature are deemed to meet the requirements set out in
subsection 1, provided that:
1) they comply with the generally acknowledged standards confirmed by the
European Commission and published in the Official Journa of the European Union; or
2) the notified body that has been appointed to perform the duty of assessing these
requirements, which is based in Finland or in another member state of the European
Economic Area, has approved them.

Section 29
Notified bodies

(1) The Finnish Communications Regulatory Authority may appoint, for a fixed
period of time, notified bodies that are given the (_jg&/_to assess whether the devices for
creating signatures meet the requirements specified in section 28(1). Notified bodies
can be private or public institutions.

(2) For anotified body to be appointed it is required that: _ _

1) the notified body in question is |r_1de|oendent, both functionally and financially;

2) its operations are appropriate, reliable and non-discriminating; _

3) it has the necessary financial resources for proper operation and for covering
possible liabilities;

4) it has at its disposal adequate skilled and unbiased personnel; and

5) it hasat its disgosal premises and equipment required for the activity in question.
(3) The Finnish Communications Regulatory Authority appoints the notified bodies
based on applications. The aPpIicmion must Include the applicant’s contact data and
trade register excerpt or similar statement, a statement explaining how the applicant’s
operation meets the requirements set out in subsection 2. If needed, the Finnish
Communications Regulatory Authority will provide instructions on information to be
included in the application and how to submit them to the Finnish Communications
Regulatory Authority.

(4) The Finnish Communications Regulatory Authority monitors the operations of
the notified body. Should the notified body fail to meet the statutory requirements, or
act contrary to the regulations, the Finnish Communications Regulatory Authorit
shall revoke the decision by which the appointment was made. The notified body shall
notify the Finnish Communications Regulatory Authority of any changes in its
operations that may have an effect on the requirements on the basis of which the
notified body has been appointed. o _ _

5) In its assessment activities the notified body may enlist the assistance of
subcontractors. The notified body is aso responsible for the work of its
subcontractors.
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Section 30

Qualified certificates

1) A qualified certificate means a certificate that meets the requirements set out in
subsection 2 and has been issued by a certification service provider that meets the
requirements set out in sections 33 to 38.

(2) Qualified certificates must include:

1) anindication of the fact that the certificate is a qualified certificate;

2) details of the certifier and the state in which the certifier is based;

3) the signatory’s name, or a pseudonym that makesiit clear thet itisa ﬁseu_donym;

4) the signature verification data which corresponds to the data in the signatory’s
possession used for creating the signature;

5) the period of validity of the certificate;

6) asymbol identifying the certificate;

7) the certification service Provi der’s advanced electronic signature;

8) potential limits on use of the qualified certificate: and _

9) any special information on the signatory, should this be necessary regarding the
wag the certificate will be used. _ _ o o

(3) If a certification service provider offering qualified certificates also offers
identification services referred to in Chapter 3, the requirements of subsection 1 are
also deemed to meet the data content requirements of section 19(1).

Section 31

Qualified certificates by certificati OnF$eTVi cde providers other than those based in
inlan

(1) A qualified certificate by certification service providers other than those based in
Finland is deemed to meet the requirements specified in this Act, provided that:

1) the certification service provider is b. in amember state of the European
Economic Area and the certificate meets the requirements applicable to qualified
certificates in the country where the certification service provider is based,;

2) the certification service provider is amember of avoluntary accreditation system
in amember state of the European Economic Area and meets the statutory national
requirements in the country in question for the entering into force of Directive
1999/93/EC of the European Parliament and of the Council on a Community
framework for electronic signatures, hereinafter the Electronic Signature Directive;

3) the certificate is guaranteed by a certifier that is based in amember state of the
European Economic Area and meets the statutory national requirements in the country
in question for the enteri n? into force of the Electronic Signature Directive; or

4) the certificate or certification service provider is acknowledged on the basis of a
bilateral or multilateral agreement between the European Community and one or
several third countries or International organizations.

Section 32
Notification of commencing operations

(1) A certification service provider offering qualified certificates shall, prior to
commencing to offer such qualified certificates, submit a written notification to the
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Finnish Communications Regulatory Authority. This notification should include the
rovider’s name and contact information, as well as information used to verify the
ulfillment of requirements set out in sections 30 and 33 to 38. The Finnish

Communications Regulatory Authority may issue regulations on details of data to be

subrrr]litted and on their submission to the Finnish Communications Regulatory

Authority.

(2) The Finnish Communications Regulatory Authority shal, immediately after
receiving the notification, forbid the certification service provider from offering its
certificates as qualified certificates if the certificate does not meet the requirements
specified in section 30(2) or if the service provider fails to meet the requirements set
out in sections 33 to 38. _ _ _ o

(3) In the event that the details referred to in subsection 1 have changed, the certifier
shall notié?/ in writing the Finnish Communications Regulatory Authority of this
without delay.

(4) The Finnish Communications Regulatory Authority keeps a public register of
certification service providers who issue qualified certificates. _

(5) Certification service providers oftering qualified certificates may submit a
notification referred to in section 10 if they wish to offer identification services in
addition to qualified certificates.

Section 33
General obligations of certification service providers offering qualified certificates

(1) A certification service provider shall have at its disposal adequate technical skills
and financia resources in view of the extent of the activity undertaken. A certifier is
responsible for al the sub-areas of the certification activity, including the reliability
and functionality of any services and products that may have been produced by
subcontractors on behalf of the certification service provider.

(2) A certification service provider should: . _

1; ensure that its personnel have adequate expertise, experience and competence;
2) ensure that it has adequate financial resources for proper operation and for
covering possible liabilities; _ _ o -

3) keep accessible to the general public details of the certificate and certification
activities on the basis of which it will be possible to assess the operations and the
reliability of the certification service provider; and

4) safeguard the confidentiality of the data used for creating signatures in cases
where the certification service provider itself produces the data.

(3) The certification service provider shall not store or copy any data used for
creating signatures that has been handed over to a signatory.

Section 34
Reliability of hardware and software

(1) The certification service provider offering qualified certificates shall make sure
that all the systems and hardware and software it uses are safe, reliable and protected
against aterations and forgeries.

(2) A device or software used in connection with electronic signatures is deemed to
meet the requirements specified in subsection 1 if the devices or software in question
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com(;))l%/. with the confirmed standards of the European Communities as published in
the Officia Journal of the European Communities.

Section 35
Issuing a qualified certificate

(1? The certification service provider shall carefully check the applicant’s identity as
well as any other data regarding the identity of the applicant required for issuing and
maintaining the qualified certificate. A certification service provider offering qualified
certificates shall personally identify the applicant. The certification service provider
shall treat its customers in a non-discriminatory manner and the applicants for
qualified certificates fairly when concluding an agreement.

(ﬁ Prior to entering into an agreement, the certification service provider offering
qualified certificates shall disclose to the applicant for a qualified certificate its terms
of use, including potential restrictions on use, information on voluntary accreditation
systems, government monitoring of the certification transactions, as well as complaint
and dispute settlement procedures. The information must be provided to the applicant
for aqualified certificate in writing and in aform that is easy to understand.

Section 36
Cancellation of qualified certificates

(1) A signatory shall without delay request that a certification service provider
cancel a qualified certificate if the signatory has a weighty reason to suspect
unauthorized use of data for creating asignature. N o
~(2) The certification service provider offering qualified certificates shall
immediately cancel a quaified certificate should the signatory so request. A request is
deemed to have reached the service provider when it has been at its disposal in such a
way that the request can have been dealt with.

(3) A qudified certificate can aso be cancelled if there are any specia reasons for
doing so. The signatory shall aways be notified of the cancellation and cancellation
time of aqualified certificate.

Section 37
Registers kept by certification service providers offering qualified certificates

(1) A certification service provider offering qualified certificates shall maintain a
register of qualified certificates (certificates register). The following must be entered
in t2he register:

(2)

1; the data content of the qualified certificate as set out in section 30(2); _

2) the applicant’s personal data referred to in section 35(1), including information
about the apPhcantj s identification method used in issuing the qualified certificate and
necessary information on the file possibly used in identification; and

3) data referred to in section 39 relating to checks made using the Block List on the
validity of certificates, if the certification service provider issuing qualified certificates
uses the right to store pursuant to section 39.
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(3) A certification service provider offering qualified certificates should ensure that
the party relying on an advanced electronic signature certified by a qualified certificate
has access to the data content of the certificate as specified in section 30(2). Data
referred to in subsection 1(3) above does not have to be stored in the certificate
register if the certification service provider can guarantee in some other way that the
Earty relyi rllg on the certificate can provide reliable proof of having checked the Block

ist properly.

(;? The certification service provider shall also maintain a register of canceled
qualified certificates (Block List) that is available to parties relying on qualified
certificates. Details of all cancellations of qualified certificates, as well as the exact
time and date of cancellation must be immediately entered in the Block List.

(5) Theinformation in subsections 2 and 3 above must be available at all times.

Section 38
Soring certificatesregister data

(1) A certification service provider offering qualified certificates shall store
cert!}‘!cateﬁ register data properly and reliably for 10 years after expiration of the
certificate.

(2) If acertification service provider offering qualified certificates also offers strong
electronic identification, it may store data in al respects as referred to in subsection 1,
notwithstanding section 24.

Section 39
Soring information related to verifying the validity of certificates

A certification service provider offeri n% qualified certificates may store data
received from Block Lists for verifying the validity of a certificate. Stored data may
only be used for the purpose of invoicing certificates or verification of legal
transactions executed with the help of an electronic signature.

Section 40
Liability for any unauthorized use of data used for creating signatures

(1) The signatory is liable for damages from any unauthorized use of data that is
used for creating an advanced electronic signature certified by a qualified certificate
until the request for canceling the certificate has been received by the certification
service provider, as set out in section 36(2).

(2) The user shall only be responsible pursuant to subsection 1 if:

1; he or she user has given out the creation data to others;
2) the unauthorized use of the creation data is the result of the user’s gross

negligence; or

e% he or she has |lost possession of the datain other ways than set out in paragraph 2,
and has failed to request the cancellation of the qualified certificate as provided in
section 36(1).
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Section 41
Liability for damages of a certification service provider offering qualified certificates

(1) A certification service provider offering qualified certificates shall be liable for
damages to someone relying on the qualified certificate if:

1).f_ata marked on the qualified certificate was incorrect at the time of issue of the
certificate;

2; the qualified certificate does not include the details specified in section 30(2);

3) the person identified in the qualified certificate did not, at the time of issue of the
certificate, have in his or her possession the data used for creating the signature and
corresponding to the signature verifying data as stated or defined in the certificate;

4) the creation and verification data created by a certification service provider or its
subcontractor are inconsistent; or

5) the certification service provider or its subcontractor did not cancel the qualified
certificate as provided in section 36. o _

(2) The certification service provider shall be released from the obligation provided
in subsection 1 if it can show that the damage was not caused by its own or its
subcontractor’ s negligence. . _

(g? The certification serwgg&wowder shall not be liable for any damages caused by a
qualified certificate being used contrary to restrictions related to its use.

(4) Otherwise, provisions regarding a certification service provider’s liability to
provide indemnity shall beissued in the Indemnity Act (412/1974).

(5) The provisions of this section shall also apply to certification service providers
who ensure to the general public that a certificate is aqualified certificate.

Chapter 5
Monitoring by competent authorities
Section 42
General guidance and monitoring

(1) General guidance and monitoring of strong electronic identification and
electronic signatures is the responsibility of the Ministry of Transport and
Communications.

(2) It is the responsibility of the Finnish Communications Regulatory Authority to
monitor compliance with this Act, excluding section 1(3). If needed, the Finnish
Communications Regulatory Authority will issue technical orders regarding reliability
and data security requirements for identification service providers and certification
service providers offering qualified certificates. _ _

(3) It Isthe responsibility of the Data Protection Ombudsman to monitor compliance
with the provisions of this Act regarding personal data.

Section 43
Right to obtain information

(1?1 Notwithstanding secrecy provisions, the Finnish Communications Regulatory
Authority has the right to obtain from identification service providers and certification
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service Rr(_)viders offering qualified certificates, notified bodies referred to in section
29 and t4 2elr subcontractors the necessary information for performing tasks provided in
section 42.

(2) In Cioerformin his duties, the Data Protection Ombudsman has the right to obtain
data as defined in the Personal Data Act.

Section 44
Collaboration between authorities and the right to release data

(1) In addition to the provisions of the Act on the Openness of Government
Activities (621/1999), the Finnish Communications Regulatory Authority and the Data
Protection Ombudsman have the right to release information to the Financial
Supervisory Authority required for the performance of its tasks, notwithstanding any
Secrecy provisions. Notwithstandiré? any secrecy provisions the Financial Supervisory
Authority has the same right to release information to the Finnish Communications
Re?ulatory Authority and the Data Protection Ombudsman required for the
performance of their tasks provided in this Act.

(2) In performing duties according to this Act, the Finnish Communications
Regulatory Authority and the Data Protection Ombudsman shall collaborate
appropriately with the Financial Supervisory Authority, the Finnish Competition
Authority and the Consumer Agency as required.

Section 45
Administrative constraints

(1) Should anyone break this Act or infringe any regulations issued under it, the
Finnish Communications Regulatory Authority may order such persons to rectify their
failure or neglect. The decison may be reinforced by an imposition of a penalty
payment or a threat that the activity may be discontinued either in part or in full, or
that the measure which has been failed to carry out may be ordered to be carried out at
the person’s expense. Provisions on penalty payments, threats of discontinuance and
threats of action are issued in the Penalty Payment Act (1113/1990).

(2) The costs of any measures that have been performed by order to carry them out
will be paid from government funds and collected from the person guilty of
negligence, in the order provided in the Act on implementing taxes and fees
(706/2007).

Section 46
Right to inspect

(1) The Finnish Communications Regulatory Authority has the right to perform or
commission an inspection of the identification service provider and its services,
notified body referred to in section 29 and its services, and certification service
provider offering qualified certificates and its services, if it has reason to suspect that
they have materially breached this Act or provisions issued under it.

(2) The Finnish Communications Regulatory Authority shall audit the certification
service provider offering qualified certiticates and its services on a yearly basis.
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(3) The Finnish Communications Regulatory Authority shall commission an auditor
to perform an audit referred to in subsections 1 or 2 above. The person performing the
audit has the right to inspect the hardware and software of the identification service
provider and the certification service provider offering qualified certificates and their
subcontractors, to the extent relevant to monitoring the compliance with the provisions
of this Act or regulations issued under it.

(4) Identification service providers, certification service providers offering qualified
certificates and their subcontractors shall, for the purpose of audits, give auditors
referred to in subsection 3 above access to production, business and storage areas that
are outside the inviolability of home areas.

(5) The Finnish Communications Regulatory Authority has the right to receive help
from the police in performing audits under this section.

(6) In performing his or her duties, the Data Protection Ombudsman has the right to
audit data as defined in the Personal Data Act.

Section 47
Fees payabl e to the Finnish Communications Regulatory Authority

(1) The identification service provider or service providers association submitting a
notification referred to in section 10 above shall pay the Finnish Communications
Regulatory Authority a registration fee of 5,000 euros. In addition, the identification
service provider or service providers association shall pay the Finnish
Communications Regulatory Authority an annual monitoring fee of 10,000 euros.

(2) A certification service provider offering qualified certificates who has submitted
a notification referred to in section 32 above shall pay the Finnish Communications
Regulatory Authority a registration fee of 5,000 euros. A certification service provider
offering qualified certificates shall also pay the Finnish Communications Regulatory
Authority an annual monitoring fee of 40,000 euros. If a certification service provider
offering qualified certificates also submits a notification referred to in section 10, it
shall pay aregistration fee referred to in subsection 1.

(3) A notified body appointed in accordance with section 29 above shall pay the
Finnish Communications Regulatory Authority an appointment fee of 10,000 euros.
The notified body shall also pay the Finnish Communications Regulatory Authority an
annual monitoring fee of 15,000 euros. o
_ (4) The registration fee, appointment fee and the monitoring fee equal the expenses
incurred by the Finnish Communications Regulatory Authority in performing its
duties under this Act, with the exception of duties mentioned in section 46(1). The
monitoring fee is payable in full for the first year of oBerations, even if operations do
not start until mid-year. The monitoring fee will not be refunded, even if operations
stop mid-year.

(5) An obligation to pay a registration fee, appointment fee or monitoring fee shall
be stipulated by the Finnish Communications Regulatory Authority. Decisions of the
Finnish Communications Regulatory Authority regarding the payment obligation may
be appealed according to section 49(1). Further provisions on the implementation of
the fees may be given by aMinistry of Transport and Communications decree.

(6) Registration fees, appointment fees and monitoring fees may be collected
without a %udgment or decision in the order specified by the Act on implementin
taxes and fees. If payment is not made by the due date, annual interest on delay
payments accordi ngi to interest rate referred to in section 4(1) of the Interest Act
(633/1982) will be levied on the outstanding amount. Instead of interest on delayed
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payments the authorities ma)(l collect alate payment fee of five euros if the interest on
delayed payment is smaller than this.

(7) If an identification service provider’s operation needs to be audited based on
section 46(1), the identification service provider shall be charged for the expenses
incurred as laid down in the Act on Criteria for Charges Payable to the State.

Chapter 6
Miscellaneous provisions
Section 48
Penal provisions

Provisions on penalties for gerson register related crimes are provided in Chapter
38(9) of the Criminal Code (39/1889), and for person register related offencesin
section 48(2) of the Persona Data Act.

Section 49
Appeals

(1) Provisions regarding appeals against decisions of the Finnish Communications
Redqu!atory Authority made pursuant to this Act are issued in the Administrative
Judicial Procedure Act (586/1996).

(2) Inits decision, the Finnish Communications Regulatory Authority may order that
the decision must be complied with before it becomes Ieégfally valid. However, an
ﬁppeéal authority may forbid the decision to be enforced before the appeal has been

eard.

(3) Provisions regarding appeals against the decision of the Data Protection
Ombudsman are provided in the Personal Data Act.

Chapter 7
Entry into force
Section 50

Entry into force

Elg This Act will enter into force on 1 September 2009.
2) This Act repeals the Act of 24 January 2003 on Electronic Signatures (14/2003).
The regulations of the Finnish Communications Regulatory Authority pursuant to the
repeal ed act shall be in force until new regulations have been issued under this Act.

(3) Measures necessary for the implementation of this Act may be undertaken before
the Act’s entry into force.
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Section 51
Transitional provisions

(1) Identification service providers shall give the Finnish Communications
Regulatory Authority a notification referred to in section 10 no later than six months
after the Act’s entry into force. During that time, an electronic identification service
and electronic identification service provider that falls within the scope of section 1
and meets the requirements of section 2(1 and 4) shall be deemed strong electronic
identification service and strong el ectronic identification service provider.

(2) Identification devices issued prior to the entry into force of this Act or during the
transition time referred to in subsection 1 are deemed strong electronic identification
devicesif the certification service provider submits a notification referred to in section
10 within the timeframe referred to in subsection 1. The identification service and
identification service provider must thus meet al requirements set out for them in this
Act, with the exception of the requirements of section 17. _

(3) If identification service providers have entered into an agreement referred to in
section 17(2) on the possibility of relying on each other for initia identification, and
the service provider who issued the identification devices used in the initid
identification has not made a notification referred to in section 10 within the
timeframe referred to in subsection 1, initial identification as regards identification
(%%vi ces issued in such away shall be made without delay and as referred to in section

(4) A certification service provider offering qualified certificates that has submitted
a notification according to section 9(1) of the Act on Electronic Signatures, and
continued its business without interruption until this Act’s entry into force, does not
have to make a new notification pursuant to section 32(1). A certification service
provider offering qualified certificates may thus submit to the Finnish
Communications Regulatory Authority an informal written notification that it will
continue its operations as usual. At the time of the entry into force of this Act, a
certification service provider offering qualified certificates shall pay a certification fee
referred to in section 12 of the Decree of the Ministry of Transport and
Communications on Certain Fees of the Finnish Communications Regulatory
Au'g]tl_ority until 31 December 2009, regardless of the date of submitting a written
notification.
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